Inland Empire Utilities Agency
A MUNICIPAL WATER DISTRICT

N’ '

AGENDA
AUDIT COMMITTEE MEETING
OF THE BOARD OF DIRECTORS
INLAND EMPIRE UTILITIES AGENCY*
AGENCY HEADQUARTERS, CHINO, CA 91708

MONDAY, DECEMBER 9, 2019
9:00 A.M.

CALL TO ORDER

PUBLIC COMMENT

Members of the public may address the Board on any item that is within the jurisdiction of the Board;
however, no action may be taken on any item not appearing on the agenda unless the action is otherwise
authorized by Subdivision (b) of Section 54954.2 of the Government Code. Those persons wishing to
address the Board on any matter, whether or not it appears on the agenda, are requested to complete and
submit to the Board Secretary a “Request to Speak” form, which is available on the table in the Board
Room. Comments will be limited to five minutes per speaker. Thank you.

ADDITIONS TO THE AGENDA

In accordance with Section 54954.2 of the Government Code (Brown Act), additions to the agenda
require two-thirds vote of the legislative body, or, if less than two-thirds of the members are present, a
unanimous vote of those members present, that there is a need to take immediate action and that the
need for action came to the attention of the local agency subsequent to the agenda being posted.

1. ACTION ITEM

A. MINUTES
The Committee will be asked to approve the Audit Committee meeting
minutes of September 9, 2019.

B. IEUA FISCAL YEAR (FY) 2018/19 SINGLE AUDIT AND AUDITED
COMPREHENSIVE ANNUAL FINANCIAL REPORT
Staff recommends that the Committee/Board:

1. Approve the Single Audit Report for fiscal year ended June 30,
2019;

2. Approve the Comprehensive Annual Financial Report for fiscal year
ended June 30, 2019; and
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3. Direct staff to distribute the report as appropriate, to the various
federal, state, and local agencies, financial institutions, bond rating
agencies, and other interested parties.

INTERNAL AUDIT DEPARTMENT CHARTER AND AUDIT COMMITTEE
CHARTER
Staff recommends that the Committee/Board:

1. Approve the Audit Committee Charter and the Internal Audit
Department Charter; and

2. Direct staff to implement the charters.

INFORMATION ITEMS

A.

HUMAN RESOURCES AUDIT: HIRING AND PROMOTIONS
OPERATIONS REVIEW (WRITTEN)

CONTRACT EXTENSION FOR FINANCIAL AND SINGLE AUDITING
SERVICES FOR IEUA AND CBRFA (WRITTEN)

CONTRACT EXTENSION FOR ADVISORY SERVICES FOR THE AUDIT
COMMITTEE’S FINANCIAL ADVISOR (WRITTEN)

INTERNAL AUDIT DEPARTMENT QUARTERLY STATUS REPORT FOR
DECEMBER 2019 (WRITTEN)

AUDIT COMMITTEE ADVISOR COMMENTS

GENERAL MANAGER’S COMMENTS

COMMITTEE MEMBER COMMENTS

COMMITTEE MEMBER REQUESTED FUTURE AGENDA ITEMS

ADJOURN

*A Municipal Water District

In compliance with the Americans with Disabilities Act, if you need special assistance to participate in
this meeting, please contact the Board Secretary (909-993-1736), 48 hours prior to the scheduled
meeting so that the Agency can make reasonable arrangements.

Proofed by: -"’i)a r
DECLARATION OF POSTING -

I, Sally H. Lee, Executive Assistant of the Inland Empire Utilities Agency, A Municipal Water District, hereby certify that a copy of this
agenda has been posted by 5:30 p.m. in the foyer at the Agency's main office, 6075 Kimball Avenue, Building A, Chino, CA and to
the IEUA Website at www.ieua.org on Thursday, December 5, 2019.
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Inland Empire Utilities Agency
A MUNICIPAL WATER DISTRICY

/‘\_'/

MINUTES
AUDIT COMMITTEE MEETING
INLAND EMPIRE UTILITIES AGENCY*
AGENCY HEADQUARTERS, CHINO, CA
MONDAY, SEPTEMBER 9, 2019
9:00 A.M.

COMMITTEE MEMBERS PRESENT
Steven J. Elie, Chair.
Kati Parker

COMMITTEE MEMBERS ABSENT
None

P

STAFF PRESENT
Kathy Besser, Executive Manager of External Affairs & Pohcy Development/AGM
Christina Valencia, Executive Manager of Fmance & Admmlstratlon/AGM
Javier Chagoyen- Lazaro Manager of Flnance & Accountlng ’

Sally Lee, Executive Assistant o A
Sapna Nangia, Senior Internal Auditor. 5. Y
Peter Soelter, Senior Internal Audltor

Daniel Solorzano, Technology Specnallst I
Wilson To, Technology Specialist Il ~._
Teresa Velarde, Magage’r‘ of Internal Audit .

—
s

OTHERS PRESENT .
Travis Hickey, Audit Committee Adwsor
Paul Hofer, IEUA  ~ . 4

The meeting was called to ordv’er;éf”Q:OZ a.m. There were no public comments received or
additions to the agenda.

ACTION ITEMS
The Committee:

4 Approved the Audit Committee meeting minutes of June 10, 2019.
¢ Recommended that the Board:

1. Approve the Fiscal Year 2019/20 Annual Audit Plan Amendment to be consistent
with the requirements of the Internal Audit Charter;

as a Consent Calendar Item on the September 18, 2019 Board meeting agenda.
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INFORMATION ITEMS
The following information items were presented, received, or filed by the Committee:

Water Connection Fees (WCF): Follow-Up Audit

Warehouse Annual Physical Inventory — Internal Audit Inventory Observation Report
Agency Vehicle Operational Audit: Review of Vehicle Security Procedures Follow-Up
Report of Open Audit Recommendations as of September 2019

Audit Committee Charter and Internal Audit Department Charter

Internal Audit Department Standard Operating Procedures (SOPs)

Internal Audit Department Quarterly Status Report for September 2019

[ N N N N N i 4

GENERAL MANAGER’S COMMENTS
Executive Manager of Finance & Administration/Assistant General Manager Christina Valencia
had no comments. :

AUDIT COMMITTEE ADVISOR COMMENTS

Mr. Travis Hickey stated that inventory being completed every two years is a growing trend in the
public sector, as it is costly to close the warehouse down for this process. He mentioned that it is
an acceptable practice. He commented that he supports the Internal Audit Department’s SOPs,
the Audit Committee Charter, and the Internal Audit Department Charter. These items maintain
the department’s integrity and ensure that staff's time and energy are protected.

COMMITTEE MEMBER COMMENTS

Director Parker reiterated that the Agency should consider the warehouse inventory to take place
biennially. Director Elie suggested the inventory be completed over the weekend, during non-
business hours.

COMMITTEE MEMBER REQUESTED FUTURE AGENDA ITEMS
There were no Committee Member requested future agenda items.

With no further business, the meeting adjourned at 9:44 a.m.

Respectfully submitted,

Sally Lee
Executive Assistant

*A Municipal Water District

APPROVED: DECEMBER 9, 2019
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- A MUNICIPAL WATER DISTRICT

e —
Date: December 18, 2019
To: The Honorable Board of Directors From: Shivaji Deshmukh, General Manager
Committee: Audit 12/09/19
Finance & Administration 12/11/19

Executive Contact: Shivaji Deshmukh, General Manager

Subject: IEUA Fiscal Year (FY) 2018/19 Single Audit and Audited Comprehensive Annual
Financial Report

Executive Summary:

The Single Audit Report for FY ended June 30, 2019, was prepared by the Agency's
independent audit firm Lance, Soll & Lunghard, LLP (LSL), in compliance with the Single
Audit Act and the Office of Management and Budget (OMB) Uniform Guidance. In the
auditor's opinion, IEUA is in compliance with each major federal grant award program and
continues to qualify as a "low-risk auditee."

The Comprehensive Annual Financial Report (CAFR) for fiscal year ended June 30, 2019, was
prepared in conformity with generally accepted accounting principles (GAAP) as set forth by the
Governmental Accounting Standards Board (GASB) and audited by LSL. Based on their audit
and testwork results, LSL found the financial statements present fairly, in all material respects,
the respective financial position of each major fund and the aggregate remaining fund
information as of June 30, 2019, and the respective changes in financial position, and cash flows
thereof in accordance with accounting principles generally accepted in the United States (U.S.
GAAP). LSL issued an unmodified (clean) opinion.

Staff's Recommendation:
1. Approve the Single Audit Report for fiscal year ended June 30, 2019;

2. Approve the Comprehensive Annual Financial Report for fiscal year ended June 30, 2019;
and

3. Direct staff to distribute the report as appropriate, to the various federal, state, and local
agencies, financial institutions, bond rating agencies, and other interested parties.

Budget Impact Budgeted vn): N Amendment (YN): N Amount for Requested Approval:
Account/Project Name:
Not Applicable

Fiscal Impact (explain if not budgeted):

There is no impact on the Agency's FY 2019/20 Budget as a result of this item, since related
audit service fees are budgeted in the Administrative Services Fund under Professional Services.

Full account coding (internal AP purposes only): - - - Project No.:
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Prior Board Action:

On December 19, 2018, the Board of Directors approved the Single Audit and the
Comprehensive Annual Financial Reports for FY 2017/18 reviewed by the Audit Committee on
December 11, 2018.

On March 16, 2016, the Board approved Contract No. 4600002079 with Lance, Soll &
Lunghard, LLP for financial auditing and single audit services, for three fiscal years beginning in
FY 2015/16, with the option to extend two additional fiscal years.

Environmental Determination:
Not Applicable

Business Goal:

The IEUA FY 2018/19 Single Audit and the Comprehensive Annual Financial Reports are
consistent with the Agency’s Business Goal of Fiscal Responsibility in providing transparent
communication of the fiscal year activity and the net position of the different programs of the
Agency.

Attachments:

Attachment 1 - Background
Exhibit A - Single Audit
Exhibit B - FY 2018/19 Audited Comprehensive Annual Financial Report (in Substantive
Completed Form - https://www.ieua.org/fy-2018-2019-comprehensive-annual-financial
report-substantive-completed-form-fiscal-year-ended-june-30-2019/)

Attachment 2 - PowerPoint

Attachment 3 - LSL Financial Audit Results Presentation

Board-Rec No.: 19295
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Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT

Background

Subject: IEUA Fiscal Year (FY) 2018/19 Single Audit and Audited Comprehensive Annual
Financial Report (CAFR)

FY 2018/19 Single Audit

The Single Audit Act and the Office of Management and Budget (OMB) Uniform Guidance
require each non-federal entity that expends $750,000 or more of federal grants to undergo an
annual independent audit. The objectives of the Single Audit are to determine whether there are
issues that could have a direct and material effect on internal control over compliance for each
major federal grant award, and eligibility of federal grant award expenditures. In FY 2018/19,
IEUA incurred $2,367,017 in total federal costs, including $526,816 from United States Bureau of
Reclamation (USBR) programs and $1,840,201 from Environmental Protection Agency (EPA)
programs.

The Agency’s independent external audit firm, Lance, Soll & Lunghard, LLP (LSL), performed
the annual single audit for the fiscal year ended June 30, 2019, to be processed by the Federal
Clearing House by March 2020. The total federal cost figures are subject to change after processing
by the Federal Clearing House. The Single Audit Report for the FY 2018/19 expressed the
following opinion over the Agency’s expense of federal funds:

IEUA is in compliance with each major federal grant award program.

No significant deficiencies in internal control over major federal award programs.
No findings or questioned costs to major federal award programs.

IEUA qualifies as a “low-risk auditee.”

b=

Qualifying as a “low-risk auditee” benefits the Agency by improving IEUA’s ability to obtain
future grant and loan awards. Achieving this status through the Single Audit is indicative of
diligent grant management and shows grantors that IEUA is a reliable partner for future funding
opportunities

FY 2018/19 Comprehensive Annual Financial Report

The Agency’ Comprehensive Annual Financial Report (CAFR) for fiscal year ended June 30, 2019
was prepared in conformity with generally accepted accounting principles in the United States of
America (GAAP), as set forth by the Governmental Accounting Standards Board (GASB).
Responsibility for both the accuracy of the presented data, and the completeness and fairness of
the presentation, including all disclosures, rests with the management of the Agency. To the best
of staff’s knowledge, the data presented is accurate in all material respects, and reported in a
manner designed to fairly present the financial position and results of operations for the various
Agency funds and account groups. Disclosures are included within the CAFR to enable the reader
to gain an understanding of the Agency’s financial activities. Exhibit A is a copy of the Agency
CAFR in substantially final form.
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FY 2018/19 Financial Highlights

The Agency’s statement of net position for fiscal year (FY) ended June 30, 2019, reflects $709
million, an increase of $62 million compared to the prior fiscal year.

Decrease in the Wastewater and Water Connection Fees

Connection fees to the regional water and wastewater systems were lower than the prior fiscal
year. Wastewater connections fees were $22.9 million, with 3,390 new units compared to 5,233
units and $32.8 million in the prior fiscal year. The lower number of new connections is primarily
due to slower building activities in FY 2018/19 as compared to prior year. Water connection fees
were $5.9 million in FY 2018/19 compared to $7.8 million in FY 2017/18.

Imported Water Pass-Through Sales and Purchases

Imported water deliveries for FY 2018/19 were 64,168-acre feet (AF) compared to 67,977 AF
reported in FY 2017/18, a decrease of 3,809 AF. The decrease is due to lower demand as a result
of wet winter season in FY 2018/19, partially offset by a shift from groundwater to imported water
supplies by some member agencies due to water quality restrictions, primarily 1,2,3-
Tricholropropane (TCP).

Funding of Employee Retirement Liabilities

Consistent with the Board policy, funding of the pension unfunded liabilities and other post-
employment benefits (OPEB) continued in FY 2018/19 with $4.5 million and $2.0 million,
respectively. Since the inception of the funding plan, cumulative additional contributions toward
the unfunded liabilities of $22.5 million for pension and $15 million for OPEB have been made
through fiscal year ended June 30, 2019. As of June 30, 2019, the most recent actuarial valuation
date, the OPEB plan is 87 percent funded with an unfunded actuarial accrued liability of $2.1
million. The net pension liability measured as of June 30, 2019 using measurement date of June
30,2018 was 81.3 percent funded at $38.1 million, in accordance with GASB 68.

Work in Progress (WIP)

The number of open projects under the category of Work in Progress (WIP) decreased by 20
percent in FY 2018/19 compared to FY 2017/18. WIP total cost increased from $96.6 million from
$81.7 million mainly due to the ongoing design phase of the RP-5 Expansion project and the RP-
5 Biosolids Facility project, and the construction of the RP-1 Headworks Gate Replacement
project.

Interfund transfers

Inter-fund transfers are used to transfer funds between Agency Funds to support debt service,
capital and operations and maintenance costs. One example is the transfer of water connections
fees initially recorded in the Recycled Water fund and transferred to other fund to support eligible
capital and water use efficiency projects. The individual transactions offset one another and do
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not impact the overall net position of the Agency, with the receiver fund recording an increase and
sender fund recording a decrease in net position.

In FY 2018/19, inter-fund transfers of $17.9 million were made to support debt service
requirements, the Agency’s pro-rata share of groundwater recharge O&M costs, and the allocation
of water and wastewater connection fees to support capital project costs based upon information
defined in 2015 rate and fee studies. The following tables summarize the Transfers In (Table 1)
and Transfer Out (Table 2) by type and between Major and Non-Major funds.

Table 1. FY 2018/19 Transfers In

Major Funds | Non-Major Funds Total -
Wostewater | Waslewater | Recycied Water | Admin. | Groundwater an&
Copltal iOp«oﬁons Water lesourcosv ; Services 9 Recharge Wastewater
Debt service SIS S I B 3RS O R gy T 882
Total Capltol Contributions| 3854 1 363 . | _$04 | $14 1 1§02 | $i37
Operations Support g $0.4 $0.6 $1.0
TOTAL $5.4 366 $2.4 0.4 318 $1.1 $0.2 $17.9

Table 2. FY 2018/19 Transfers Out

Maijor Funds Non-Major Funds Total
| H |
Wastewater : Waostewater Recycied Woter | Admin, zGroundwcnor' Re cm@i
Capitol Operotions | WMfr i gasoufces | Services R&chmge Wastewcrter
Debt Service RN - TN WSRO ST BLESC0] P TGR Se SRRt CEm TR Sy
Tolal Capital Contibutions)  $60 ¢ $54 | $23 | |} ! | $137
Operations Support $0.3 $0.6 $0.1 $1.0
TOTAL §9.2 $5.7 $2.9 $- $0.1 $- $- $179

Debt Service Interfund Transfer $3.2 million

The Agency issues debt as a single system, pledging consolidated sources of funds to obtain better
financing terms. The projects included in the debt financing support different programs and funds.
Debt service costs (repayment of principal and interest) are allocated to programs and funds
proportionate to the debt proceeds allocated to support respective capital projects. Since the
sources of funds may not always match the debt service requirements in an individual fund, debt
financing needs are evaluated and an interfund transfer is are used to support debt service are
recorded in the corresponding funds.

For Fiscal Year 2018/19, Wastewater Capital fund supported bond debt service for the 2008B
Variable Rate Bonds recorded in the Groundwater Recharge fund, as well as the 2010A and 2017A
Bonds in the Recycled Water fund.

Capital Interfund Transfer $13.7 million

Capital interfund transfers support capital project expenditures as determined by the nature of the
project and funding sources during the fiscal year.

Projects are assigned to the fund that will benefit from the investment. In some cases, where a
project will benefit multiple funds, the project is assigned to a single fund to effectively track and
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monitor project budget and costs throughout its lifecycle. For these projects, actual expenditures
are allocated amongst the funds based on their benefit share at the end of the fiscal year. In Fiscal
Year 2018/19, interfund transfers from the Wastewater Operations fund to the Wastewater Capital
fund recorded its share of cost for projects such as the RP-1 Liquids and Solids Treatment
Expansion, Carbon Canyon Water Recycling Facility Asset Management and Improvements, and
the RP-5 Liquid Expansion.

Additionally, capital projects that support common Agency-wide activities are recorded in the
Administrative Services fund. For Fiscal year 2017/18 interfund transfers to the Administrative
Service fund from the Wastewater Capital, Recycled Water, and Non-Reclaimable Wastewater
funds supported projects, including; improvements to the conference rooms audiovisual
equipment, headquarters roof replacement, RP-1 training room, replacement of fleet vehicles,
replacement of records management system and related projects, and enhancement to the Agency’s
computer infrastructure network and cybersecurity.

The 2015 engineering rate study included the allocation of water and wastewater connection fees
amongst eligible projects recorded in various Agency funds. Interfund transfers are used to
allocate connection fees amongst eligible projects based on actual expenditures and funding
sources.

In Fiscal Year 2018/19 water connection fees initially recorded in the Recycled Water fund
supported projects like the Water Bank and water planning initiatives recorded in the Water
Resources fund, as well as a small portion of the Recharge Master Plan Update (RMPU) and
Administrative Services fund project costs.

Inter fund transfers of wastewater connection fees to the Administrative Services and the Non-
Reclaimable Wastewater fund supported eligible project costs.

Operation Support Interfund Transfer $1.0 million

Operation support interfund transfers are limited to certain non-capital projects, such as the
Agency’s pro rata share of the groundwater recharge basin of operating and maintenance costs,
per agreement with Chino Basin Watermaster.

In Fiscal Year 2018/19 Wastewater Operations, Recycled Water, and Non-Reclaimable funds
supported Administrative services non-capital projects like Agency wide coatings.

External Auditors’ Independent Audit

The Agency’s independent audit firm, Lance, Soll & Lunghard, LLP (LSL) performed the annual
financial audit. LSL issued an unmodified (“clean”) opinion over the financial statements for the
Fiscal Year ended June 30, 2019, indicating that the financial statements are presented fairly and
in accordance with GAAP and free of material misstatements. LSL found no material deficiency
in internal controls over financial reporting.

LSL also completed the Single Audit Report for all billing activity for FY 2018/19 to be processed
by the Federal Clearing House by March 2020. No findings in the Single Audit were noted by
LSL.
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Fiscal Year 2018/19 is the fourth audit completed by LSL in accordance to the contract approved
by the Board of Directors on March 16, 2016 for three fiscal years beginning in FY 2015/16,
including the option to extend the contract two fiscal years. The agreement covers the audit of the
Inland Empire Utilities Agency (Agency) financial statements, review of the annual appropriations
limit calculation, and audit of the Agency’s federal awards in accordance with Office of
Management and Budget (Single Audit).

Internal Audit Department Review

Internal Audit staff performed an additional quality control check/review of the draft financial
statements with emphasis on; overall mathematical accuracy, validation of the MD&A, notes, and
statistical sections, including continued disclosure compliance as required by bond covenants, to
the financial statements or to other supporting information.

Internal Audit staff’s review did not include tests of transactions, or tests of the reliability of the
totals and amounts included in the various categories, accounts, funds, statements, etc. Staff relies
on the work of the external auditors to test the reliability of the financial information reported.
Staff's review is only one of an additional quality control to ensure a professional presentation,
consistent with prior years.

Government Financial Officers Association (GFOA) CAFR Award

For the past twenty years, the Agency has applied for and received the GFOA CAFR Award for
excellence in financial reporting. The deadline to submit the FY 2018/19 CAFR is December 31,
2019.

The IEUA FY 2018/19 Comprehensive Annual Financial Report is consistent with the Agency'’s
Business Goal of Fiscal Responsibility in providing transparent communication of the Fiscal Year
activity and the net position of the different programs of the Agency.
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ADVISORS

INDEPENDENT AUDITORS’ REPORT ON INTERNAL CONTROL
OVER FINANCIAL REPORTING AND ON COMPLIANCE AND OTHER MATTERS
BASED ON AN AUDIT OF FINANCIAL STATEMENTS PERFORMED IN ACCORDANCE
WITH GOVERNMENT AUDITING STANDARDS

To the Board of Directors
Inland Empire Utilities Agency
Chino, California

p accepted in the United States of
overnment Auditing Standards

We have audited, in accordance with the auditing standards gener
Amerlca and the standards applicable to fmancnal audits contame B

ancy (the Agency), as of and for
ssvhich collectively comprise
ted , 2019.

Y or operation of a control does not allow management
ming their assigned functions to prevent or detect and correct

deficiency is a deficiency, of
material weakness, yet import&at.efiough to merit attention by those charged with governance.

Our consideration of internal control was for the limited purpose described in the first paragraph of this
section and was not designed to identify all deficiencies in internal control that might be material
weaknesses or, significant deficiencies. Given these limitations, during our audit we did not identify any
deficiencies in internal control that we consider to be material weaknesses. However, material weaknesses
may exist that have not been identified.

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the Agency’s financial statements are free from
material misstatement, we performed tests of its compliance with certain provisions of laws, regulations,
contracts, and grant agreements, noncompliance with which could have a direct and material effect on the
determination of financial statement amounts. However, providing an opinion on compliance with those
provisions was not an objective of our audit, and accordingly, we do not express such an opinion. The
results of our tests disclosed no instances of noncompliance or other matters that are required to be
reported under Government Auditing Standards.

Phone: 714.672.0022

203 N. Brea Blvd., Suit
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To the Board of Directors
Inland Empire Utilities Agency
Chino, California

Purpose of this Report

The purpose of this report is solely to describe the scope of our testing of internal control and compliance
and the results of that testing, and not to provide an opinion on the effectiveness of the Agency’s internal
control or on compliance. This report is an integral part of an audit performed. in accordance with
Government Auditing Standards in considering the Agency’s internal control and compliance.
Accordingly, this communication is not suitable for any other purpose.

Zﬁ,%ﬂ-&%%

Brea, California
, 2019
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CPAs AND ADVISORS

INDEPENDENT AUDITORS’ REPORT ON COMPLIANCE FOR EACH MAJOR PROGRAM
AND ON INTERNAL CONTROL OVER COMPLIANCE AND REPORT ON THE SCHEDULE OF
EXPENDITURES OF FEDERAL AWARDS REQUIRED BY THE UNIFORM GUIDANCE

To the Board of Directors
Inland Empire Utilities Agency
Chino, California

Report on Compliance for Each Major Federal Program

iance with the types of compliance
ve a direct and material effect
, 2019. The Agency’s major
accompanying schedule

We have audited the Inland Empire Utilities Agency (the Agency)’s
requirements described in the OMB Compliance Supplement t
on each of the Agency’s major federal programs for the ye
federal programs are identified in the summary of auditor’
of findings and questioned costs.

Management’s Responsibility

Auditor’s Responsibility

Our responsibility is to express &
based on our audit of the types of
compliance in accordance y
standards applicable to fine
Comptroller General cof il i States; and the audit requirements of Title 2 U.S. Code of Federal
Regulations Part 200, flgrm AdminiSirative Requirements, Cost Principles, and Audit Requirements for

fice requifements referred to above. We conducted our audit of
gndards generally accepted in the United States of America; the

compliance requirements referreg”to above that could have a direct and material effect on a major federal
program occurred. An audit includes examining, on a test basis, evidence about the Agency’s compliance
with those requirements and performing such other procedures as we considered necessary in the
circumstances.

We believe that our audit provides a reasonable basis for our opinion on compliance for each major federal
program. However, our audit does not provide a legal determination of the Agency’s compliance.

Opinion on Each Major Federal Program
In our opinion, the Inland Empire Utilities Agency complied, in all material respects, with the types of

compliance requirements referred to above that could have a direct and material effect on each of its major
federal programs for the year ended June 30, 2019.

= PrimeGIo@l
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To the Board of Directors
Inland Empire Utilities Agency
Chino, California

Report on Internal Control over Compliance

Management of the Agency is responsible for establishing and maintaining effective internal control over
compliance with the types of compliance requirements referred to above. In planning and performing our
audit of compliance, we considered the Agency’s internal control over compliance with the types of
requirements that could have a direct and material effect on each major federal program to determine the
auditing procedures that are appropriate in the circumstances for the purpose of expressing an opinion on
compliance for each major federal program and to test and report on internal control over compliance in
accordance with the Uniform Guidance, but not for the purpose of expressing an opinion on the
effectiveness of internal control over compliance. Accordingly, we do not express an opinion on the
effectiveness of the Agency'’s internal control over compliance.

n or operation of a control over
urse of performing their assigned
f compliance requirement of a

A deficiency in intemal control over compliance exists when the
compliance does not allow management or employees, in the no
functions, to prevent, or detect and correct, noncompliance witiy'a ty

possibility that material noncompliance with a type of c
be prevented, or detected and corrected, on a timely ba ificant deficiency in internal control over
ternal control over compliance with a type

of compliance requirement of a federal program i re than a material weakness in internal

afe was for the limited purpose described in the
to identify all deficiencies in internal control over
ignificant deficiencies. We did not identify any

first paragraph of this section and
compliance that might be materj;

The purpose of this repgition interie over compliance is solely to describe the scope of our testing
of internal control ovef

We have audited the financial statements of the Agency, as of and for the year ended June 30, 2019, and
the related notes to the financial statements, which collectively comprise Agency’s basic financial
statements. We issued our report thereon dated December 13, 2019, which contained unmodified opinions
on those financial statements. Our audit was conducted for the purpose of forming opinions on the financial
statements that collectively comprise the basic financial statements. The accompanying schedule of
expenditures of federal awards is presented for purposes of additional analysis as required by the
Uniform Guidance and is not a required part of the basic financial statements. Such information is the
responsibility of management and was derived from and relates directly to the underlying accounting and
other records used to prepare the basic financial statements. The information has been subjected to the
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To the Board of Directors
Inland Empire Utilities Agency
Chino, California

auditing procedures applied in the audit of the financial statements and certain additional procedures,
including comparing and reconciling such information directly to the underlying accounting and other
records used to prepare the basic financial statements or to the basic financial statements themselves, and
other additional procedures in accordance with auditing standards generally accepted in the
United States of America. In our opinion, the schedule of expenditures of federal awards is fairly stated in
all material respects in relation to the basic financial statements as a whole.

X;,.&%WW

Brea, California
December 13, 2019



INLAND EMPIRE UTILITIES AGENCY

SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FOR THE FISCAL YEAR ENDED JUNE 30, 2019

Pass-Through
Federal Entity
CFDA Identifying Passed Through Total Federal
Federal Grantor/Pass-Through Grantor/Program Title Number Number to Subrecipients Expenditures
U.S. Department of the Interior
Direct programs:
Title XVI Water Reclamation and Reuse * 156.504 N/A $ 311,432  § 311,432
Reclamation States Emergency Drought Relief 15.514 N/A - 178,257
Water Conservation Field Services 16.530 N/A - 37,127
Total U.S. Department of the Interior 311,432 526,816
Environmental Protection Agency
Passed through the State of California Water Resources
Control Board:
Capitalization Grants for Clean Water State Revolving Funds * 66.458 80-832-1913 - 1,840,201
Total Environmental Protection Agency - 1,840,201

Total Expenditures of Federal Awards $ 311,432 § 2,367,017

*Major Program

Note a: Refer to Note 1 to the schedule of expenditures of federal awards for a descg
schedule.

ccounting policies used in preparing this

Note b: There were no federal awards expended in the form of noncash assistan d ins e in effect during the year.

The accompanying notes are an integral part of this schedule.



INLAND EMPIRE UTILITIES AGENCY

NOTES TO THE SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
FOR THE YEAR ENDED JUNE 30, 2019

Note 1:

Note 2:

Summary of Significant Accounting Policies Applicable to the Schedule of Expenditures
of Federal Awards

a. Scope of Presentation

The accompanying schedule presents only the expenditures incurred by the Inland Empire
Utilities Agency (the Agency), that are reimbursable under federal programs of federal
financial assistance. For the purposes of this schedule, federal awards include both federal
financial assistance received directly from a federal agency, as well as federal funds
received indirectly by the Agency from a non-federal agency or other organization. Only the
portion of program expenditures reimbursable with such federal funds is reported in the
accompanying schedule. Program expenditures in excess of the maximum federal
reimbursement authorized or the portion of the program expenditures that were funded with
state, local or other non-federal funds are excluded from the accompanying schedule.

b. Basis of Accounting

are incurred when the Agency becomes
the related goods and services. Expendg d included any property or equipment
acquisitions incurred under the federal ¥ The Agency has elected not to use the
10-percent de minimis indirect cost rate all under the Uniform Guidance.

d and GAAP Expenditure Reporting

ewing adjustments were necessary to reconcile the
for the Capitalization Grants for Clean Water
jkam per the State Water Resource Control Board’s

For the year ended June 304204
federal awards providedft

C-06-8108§ $ 17,800
C-06-8105-128 2,189,656
Subtotal 2,207,456
Adjustment for expenditures reported in the prior fiscal period:
C-06-8105-120 (2,189,656)
Adjustment for expenditures accrued in the current fiscal period:
C-06-8105-120 580,939
C-06-8173-110 1,241,462
Subtotal (367,255)
Total Federal Expenditures of the Capitalization Grants
for Clean Water State Revolving Funds Program (GAAP) $ 1,840,201



INLAND EMPIRE UTILITIES AGENCY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2019

SECTION | - SUMMARY OF AUDITORS' RESULTS
Financial Statements
Type of auditors' report issued: Unmodified Opinion
Internal control over financial reporting:
¢ Significant deficiencies identified? ____yes _X no

e Material weaknesses identified? yes X_none reported

Noncompliance material to financial
statements noted? yes X _no

Federal Awards

Internal control over major programs:

» Significant deficiencies identified? yes X _no
e Material weaknesses identified? yes X__none reported
Type of auditors' report issued on compliance fo ram Unmodified Opinion

Any audit findings disclosed that are re
reported in accordance with Unifi

yes X _no

Identification of major programs:

CFDA Number(s) Name of Federal Program or Cluster
15.504 Title XVI Water Reclamation and Reuse
66.458 Capitalization Grants for Clean Water State Revolving Funds

Dollar threshold used to distin

between type A and type B ptogram $750,000

Auditee qualified as low risk auditee? X _yes no



INLAND EMPIRE UTILITIES AGENCY

SCHEDULE OF FINDINGS AND QUESTIONED COSTS
FOR THE YEAR ENDED JUNE 30, 2019

SECTION Il - FINANCIAL STATEMENT FINDINGS

No matters were reported.
SECTION lil - FEDERAL AWARD FINDINGS AND QUESTIONED COSTS

No matters were reported.
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SUMMARY SCHEDULE OF PRIOR YEAR FINDINGS AND QUESTIONED COSTS
FOR THE FISCAL YEAR ENDED JUNE 30, 2018

There were no findings reported for the fiscal year ended June 30, 2018.
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Director General Manager
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» Federal Cost $2.37 million:
$0.53 million US Bureau of Reclamation (USBR)
$1.84 million Environmental Protection Agency (EPA)

* In compliance with each major federal grant award program,

* No significant deficiencies in internal control over major federal award
programs,

* No findings or questioned costs to major federal award programs, and
» |[EUA qualifies as a “low-risk auditee”.

() Inland Empire Utilitles Agency

A MUNICIPAL WATER DISTRICT 2



* Increased total net position by $62 million:
— Operating activities: ($24) million
— Non-operating activities: $86 million

« Total net position as of 6/30/19 $709 million:
— $442 million net investment in capital assets
— $113 million restricted assets
— $154 million designated / unrestricted assets

* Interfund transfers $17.9 million (Note 15 to Financial Statements):
— $ 3.2 million Debt service support
— $13.6 million Capital support
— $ 1.1 million Operations and Maintenance support

() Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT 3




Total Revenue
$245 Million

Non-Operating
Revenue

41% or
$100 M

(‘ Inland Empire Utilities Agency

d A MUNICIPAL WATER DISTRICT

Operating
Revenue
59% or
$145 M

$ Million
Operating revenue:
« Water Sales $46
» Service Charges $85
* Recycled Water Sales $14
Total Operating Revenue $145
Non-Operating revenue:
* Property Tax $53
* Connection Fees $29
e Capital Grants $ 2
» Other nonoperating expenses %16
_Total Non-Operating Revenue $100




$ Million
Operating expense:
« Water Purchases $46
« Wastewater Treatment $45
* O&M and Support Services $42
* Depreciation and Amortization $36
Total Operating Expense $169
Non-Operating Expense:
* Interest on long term debt $ 6
» Other nonoperating expenses $8
_Total Non-Operating Revenue $14
$62

 Change in Net Position:

(‘ Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT

Total Expenses & Change in Net Position
$245 Million

M

e

4 ’J/

Change in

INet Position, 25%

$62 M

i ‘

Operating
| Expense, 69%

Non-Op :?;a—tin»g'
Expense, 6%
$14

$169 M



Total Assets increased $41 million |
« Capital assets, restricted assets and cash and investments grew, other
assets went down driven by reduction in deferred outflows related to

pension
$1,200

m Capital Assets, net = Restricted Assets ® Other Assets Cash and Investments

$1,000
$800

$600

Million Dollars

$400

$200

$-
Fiscal Year 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

(\ Inland Empire Utilities Agency
6

A MUNICIPAL WATER DISTRICT



Total Liabilities and Net Position
* $ 8.0 M decrease in Long Term Debt ($64M in last 3 years)
« $62.0 M increase in Net Position

1200
mL/T Debt = Other Liabilities = Net Position
1000

800

600

Million Dollars

400

200

0
Fiscal Year 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

(\ Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT



FY 2018/19 Endmg Cash P05|t|on

« $29 million increase from prior fiscal year

Operating
Debt Service, 16% Contingency, 20%
$35M $43 M

Capital Capacity
Reimbursement
~Accounts, 26%

/ $57 M

Capital
Expansion &
Replacement,

3%

$67 M

Insurance & Retirement,
7% =
$15 M
(\ Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT 8



1. Approve the Inland Empire Utilities Agency Single Audit Report for
fiscal year ended June 30, 2019;

2. Approve the Inland Empire Utilities Agency Comprehensive Annual
Financial Report for fiscal year ended June 30, 2019; and

3. Direct staff to distribute the reports as appropriate, to the various
federal, state, and local agencies, financial institutions, bond rating
agencies, and other interested parties.

() Inland Empire Utilities Agency
f NICH

A MUNICIPAL WATER DISTRICT 9




Questions

The comprehensive annual financial report is consistent with the Agency’s business goal of
fiscal responsibility

(\ Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT 1 O




oo FISCAL YEAR ENDED JUNE 30, 2019
FINANCIAL AUDIT RESULTS

LS L:::: INLAND EMPIRE UTILITIES AGENCY

CPAs AND ADVISORS

(\ Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT

— on YOU

Focused




LS L::::

CcP AND ADVISORS

HIGHLIGHTS FROM LAST MEETING

* Met last with auditors June 10, 2019
» Discussed our planning and audit approach
» Met with audit committee outside of management

 Audit fieldwork performed the week September 30, 2019

www.Islcpas.com :
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CPAs Al ADVISORS

FY 2019 Audit Communication Results

Financial Audit

* Opinion Letter

» Report on Internal Control and Other Matters

* Audit Communication Letter (SAS 114 — conclusion)
Single Audit

» Schedule of Expenditures of Federal Awards

* Report on Internal Control over Compliance

www.Islcpas.com
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CPAs ANI

L::::

DVISORS

Opinion Letter
« Unmodified Opinion

— Based on our audit of significant transactions, our understanding of the
Agency’s policies and procedures, and our testwork results, we have
issued an Opinion that the financials statements are free of material
misstatements at June 30, 2019.

www.lIslcpas.com
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‘ ADVISORS

Report on Internl ontrol over Financial Reporting
and on Compliance and Other Matters

* In planning and performing the audit, we consider the

Agency’s Internal Controls over Financial Reporting
specific to giving an opinion of the Financial Statements,
but this is not the purpose of the audit.

No opinion is expressed on the internal controls

During our course of audit procedures weaknesses may
come to our attention and communicated to
Management and to you in this letter. None to report at
this time.

www.lslcpas.com




LS L::::

CPAs AND ADVISORS

Audit Communication Letter (SAS 114 — conclusion)

» Significant Audit Findings
— Accounting Practices
« Significant and Appropriate Estimates: OPEB and Pension Liabilities

— No Difficulties Encountered in Performing the Audit
— No Disagreements with Management to disclose

— Management Representation includes a letter to the auditors regarding
their acceptance of responsibilities and disclosures of no known errors
or fraudulent activities to communicate to auditors

www.Islcpas.com
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CPAs AND ADVISOR

Audit Communication Letter (SAS 114 — conclusion)

* 2019 — Implemented this year.
— Asset Retirement Obligations (GASB 83) — none noted
— New disclosures relating to debt (GASB 88) — updated to footnotes

* FUTURE YEAR — New Accounting Pronouncements

- 2020
— Fiduciary Activity changes (GASB 84)

- 2021
— Lease reporting (GASB 87)

www.lIslcpas.com
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CPAs AND ADVISORS

Single Audit

« Federal Expenditures of $2.4 million.

— Title XVI Water Reclamation and Reuse s $311 thousand
— Water State Revolving Fund $1.8 Million

» No findings noted

www.Islcpas.com
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Thank you

* Contact information:
— Deborah.harper@lslcpas.com
— Ryan.Domino@)]Islcpas.com

— 714-672-0022

 Any Questions -
y Q (\ Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT

www.Islcpas.com




Audit Committee

ACTION
ITEM

1C



( Inland Empire Utilities Agency
A MUNICIPAL WATER DISTRICT

Date: December 18, 2019
To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit

Committee: Audit 12/09/19

Manager Contact%@ger(gﬁhtemal Audit

Subject: Internal Audit Department Charter and Audit Committee Charter

Executive Summary:

The Board approved charters require that the Internal Audit Department (IA) perform periodic
reviews of both the Audit Committee Charter and the IA Charter, and make recommendations
for any necessary updates and revisions. IA brought the Charters in draft form to the Audit
Committee in September 2019 for review and discussion with proposed changes and edits.
Attached for final approval are the charters in final form with all edits incorporated as discussed.

The Audit Committee Charter documents the Audit Committee’s purpose, composition,
authority, and responsibilities. The IA Charter documents IA's mission, purpose, authority, and
responsibilities. The purpose is to assist the Board and Audit Committee in fulfilling their
oversight responsibilities for financial reporting, internal controls, and compliance with legal
and regulatory requirements and to assist management by providing objective evaluations and
recommendations to improve operations and achieve organizational goals.

Both charters follow best practices and the guidance set fort by the Institute of Internal Auditing
(ITA) International Standards for the Professional Practice of Internal Auditing (Standards).

Staff's Recommendation:
1. Approve the Audit Committee Charter and the Internal Audit Department Charter; and

2. Direct staff to implement the charters.

Budget Impact Budgeted (vn):Y Amendment (/). N Amount for Requested Approval:

Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted):
N/A

Full account coding (internal AP purposes only): - - - Project No.:
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Prior Board Action:

On December 19, 2018, the Board of Directors reconfirmed the approved Audit Committee and
the Internal Audit Department Charters.

Environmental Determination:
Not Applicable

Business Goal:

The Charters are consistent with the Agency's Business Goals of Fiscal Responsibility,
Workplace Environment, and Business Practices by documenting the Audit Committee's and the
IA's purpose, authority and responsibilities.

Attachments:

Attachment 1 - Audit Committee Charter
Attachment 2 - Internal Audit Department Charter

Board-Rec No.: 19281



( Inland Empire Utilities Agency
A MUNICIPAL WATER DISTRICT
/\__,

INLAND EMPIRE UTILITIES AGENCY
Audit Committee Charter

Approved on December 18, 2019
PURPOSE
The Audit Committee (Committee) is established under the authority of the Inland Empire Utilities
Agency (IEUA or Agency) Board of Directors (Board) and reports directly to the Board. The
primary purpose of the Audit Committee is to assist the Board in fulfilling their oversight
responsibilities for financial reporting, internal controls, and compliance with legal and regulatory
requirements applicable to Agency operations.

While assisting the Board with these fiduciary duties, the Committee also provides an open avenue
of communication between the Board, IEUA Management, the Internal Audit Department, and the
external auditors. This advisory and oversight link provides the following benefits to the
organization and stakeholders:

Increased objectivity and credibility of financial reports.

Increased management accountability.

Support for measures to improve management performance and internal controls.
Increased employee awareness of unethical, questionable, or illegal activities.

Enhanced independence and effectiveness of the Internal Audit Department.

Assurance that appropriate management action plans are implemented for audit findings
and recommendations.

e Support the Internal Audit Department audit projects, evaluations and analysis.

COMPOSITION, COMPENSATION & TERM OF SERVICE

The Committee shall consist of two members from the Board of Directors, each with equal voting
rights, with one selected as the Committee Chairperson. The members will be appointed by the
Board President.

The Audit Committee shall have access to at least one financial expert, an outside party with no
voting rights, who will provide advisory and consulting duties and shall be compensated as agreed
upon, in writing with the Audit Committee, the Board, Agency management and/or its designees.

All members of the Audit Committee shall possess or obtain a basic understanding of
governmental financial reporting, accounting and auditing and shall have a requisite interest in
financial reporting issues of the Agency. The financial expert shall be an individual with sufficient
financial experience and interest to provide guidance and assistance to the Audit Committee. The
financial expert should through both education and experience, and in a manner specifically
relevant to the government sector, possess: 1) an understanding of generally accepted accounting
principles and financial statements; 2) experience in preparing or auditing financial statements of
comparable entities; 3) experience in applying such principles in connection with the accounting
for estimates, accruals, and reserves; 4) experience with internal accounting controls; and 5) an
understanding of Audit Committee functions. .



INLAND EMPIRE UTILITIES AGENCY
Audit Committee Charter
Approved on December 18, 2019

The members of the Board serving on the Audit Committee shall be compensated in accordance
with the guidelines established for the IEUA Board of Directors in the most current Board-
approved Ordinance, and as amended from time to time, entitled:

"Ordinance of the Inland Empire Utilities Agency, a Municipal Water District, San Bernardino
County, California, establishing compensation/benefits and authorizing reimbursement of
expenses for the Board of Directors and their appointed representatives to the Metropolitan
Water District of Southern California Board of Directors and outside Committee Members.”

The service term for each Committee member will be two years. Prior to term expiration, the
Board President or their designee will conduct a review of Board Committee members’ eligibility
and the Board of Directors will conduct a review of the external/outside Committee member’s
eligibility. The Board President will then reconfirm the Committee members or select and confirm
new members as needed. All activities and actions pertaining to selection or reconfirmation of
Committee members will be documented by the Board, or their designee, and recorded in the next
regularly scheduled IEUA Board of Directors’ meeting minutes.

AUTHORITY

The Audit Committee has unrestricted access to all information and records, including IEUA
personnel and documents. The Committee will have adequate resources to fulfill its oversight
responsibilities, including the right to seek independent professional advice and counsel. The
Committee is empowered to:

e Meet, as deemed appropriate and necessary, with IEUA Management and employees, the
Manager of Internal Audit and audit staff, external auditors and legal counsel.
e Recommend to the Board the approval of the Internal Audit Department’s Annual Audit
Plan and any changes to the Plan or the Manager of Internal Audit duties.
e Authorize special audits and investigations into any matters within its scope of
responsibility.
e Authorize an internal audit or review of any department or function under the control of
the Board of Directors, or within the scope of influence of the IEUA.
e Recommend to the Board the appointment, compensation and scope of work of any public
accounting firm employed by the IEUA.
Recommend to the Board the approval of any auditing and consulting services.
e Review and recommend to the Board the external auditor’s audit scope and approach,
ensuring that the scope:
1. Is in compliance with Generally Accepted Auditing Standards (issued by the
American Institute of Certified Public Accountants).
2. Is in compliance with Government Auditing Standards (issued by the Government
Accountability Office).

Page 2 of 8



INLAND EMPIRE UTILITIES AGENCY
Audit Committee Charter
Approved on December 18, 2019

3. Willinclude a Single Audit that will be performed, if required, subject to the Office
of Management and Budget (OMB) Circular A-133.
4. Will include an opinion on each major fund presented in the Agency’s financial
statements.
e Review and recommend to the Board the approval of external auditors’ reports, along with
Management’s written responses, when appropriate.
¢ Resolve any disagreements between Management, the Internal Audit Department, and the
external auditors regarding financial or operational controls and reporting.
e Ensure corrective action is taken on internal accounting control weaknesses identified by
the internal and external auditors.
e Ensure corrective action is taken on audit findings, risks and recommendations identified
by the Internal Audit Department and/or accept risks identified through audit findings in
lieu of corrective action, as deemed appropriate and necessary.

RESPONSIBILITIES

The Audit Committee is chartered with performing oversight for the Board of Directors. In
addition to reviewing this Charter annually and updating it as needed, the Committee has
responsibilities in the areas of Financial Reporting, Internal Controls, the Internal Audit
Department, the External Audit and external auditors, Compliance requirements, and Other
Matters as provided in the following sections. The Committee has the overall responsibility to
ensure the general requirements underlying these items are carried out. However, the Audit
Committee has the flexibility and authority to determine and choose the best course of action and
the best method for carrying out its responsibilities. The following items are best practice
guidelines that may be employed:

Financial Reporting:

> Review annual financial statements and consider whether they are complete, consistent
with information known to Committee members, and reflect appropriate accounting
principles.

» Advise the Board and management of any situations that would cause the Committee to
believe the audited financial statements may contain material misstatements or omissions.

> Inquire of the General Manager and Chief Financial Officer (CFO) regarding the fiscal
health of the Agency as well as the financial status of the Agency in relation to its adopted
budget.

> Inquire of management, the Manager of Internal Audit, and the external auditors about
whether significant financial, managerial, and operational information is accurate, reliable,
complete, and timely.

» Inquire of Agency management, the Manager of Internal Audit, and the external auditors
about significant risks or exposures facing the Agency; assess the steps management has
taken or proposes to take to minimize such risks to the Agency, and periodically review
compliance with such steps.

Page 3 of 8



INLAND EMPIRE UTILITIES AGENCY
Audit Committee Charter
Approved on December 18,2019

Internal Controls:

>

>

Discuss with Agency management, the Manager of Internal Audit, and the external auditors
the reliability and effectiveness of the Agency’s internal control environment to mitigate
risk, including information technology security and control.

Discuss with Agency management, the effectiveness of the Agency’s process for
identifying and assessing significant risks and exposures, and the steps Agency
management has taken to communicate, monitor and mitigate these risks.

Understand the scope of the internal and external auditors’ reviews of internal controls,
and obtain and review reports of significant findings, recommendations, and Agency
management’s action plans to mitigate risks.

Review all significant accounting policy changes submitted by Agency management with
the Internal Audit Department, and/or the external auditors, and provide recommendations
to the Board and Agency management.

Periodically review Agency policies and procedures governing Board of Director and
employee conduct, including conflict of interest, misconduct, fraud and other sensitive
issues or non-compliance and recommend changes to the Board and Agency management
as appropriate.

Discuss with Agency management, the Manager of Internal Audit, and the external auditors
whether adequate policies have been established and the Agency complies with policies,
standards and applicable laws and regulations.

Discuss with Agency management, the Manager of Internal Audit, and the external auditors
whether significant legislative or regulatory issues impacting Agency operations are
identified, recognized, communicated and appropriately addressed.

Review with Agency management, the Manager of Internal Audit, and the external auditors
the audit scope and plan of the Internal Audit Department and the external auditors.
Address the coordination of audit efforts to assure the completeness of coverage, reduction
of redundant efforts, and the effective use of audit resources.

Review with Agency management and the Manager of Internal Audit:

e Significant findings, recommendations, and management’s responses thereto.

e Any difficulties the Internal Audit Department encountered in the course of their
audits, including any restrictions on the scope of their work or access to required
information.

Any changes required in the scope of their internal audits.

The Internal Audit Department budget and staffing.

The Internal Audit Department Charter.

The Internal Audit Department’s compliance with applicable standards (for
example, Governmental Auditing Standards, or the Institute of Internal Auditors’
International Standards for the Professional Practice of Internal Auditing).
Periodically review the Agency’s Code of Conduct/Ethics Policy to ensure that it is
adequate and up to date.

Page 4 of 8



INLAND EMPIRE UTILITIES AGENCY
Audit Committee Charter
Approved on December 18, 2019

Review with the Manager of Internal Audit and the Agency’s general counsel the results
of their reviews of compliance monitoring with the Code of Conduct/Ethics Policy.
Review the procedures for the receipt, retention, and treatment of complaints received by
the Agency regarding accounting, internal accounting controls, auditing matters, or
suspected fraud that may be submitted by any party internal or external to the organization.
Review any complaints that might have been received, the current status, and resolution if
one has been reached.
Review procedures for the confidential, anonymous submission by Agency employees of
concerns regarding questionable accounting or auditing matters, or suspected fraud.
Review any submissions that have been received, the current status, and the resolution if
one has been reached.
Inquire of Agency management, the Manager of Internal Audit, and the external auditors
about significant risks or exposures facing the Agency. Assess the steps management has
taken or proposes to take to communicate, manage, and minimize such risks to the Agency;
and periodically review compliance with such steps.
Review with the Manager of Internal Audit, and the external auditors:

e The adequacy of the Agency’s internal controls including computerized

information system controls and security.
¢ Any significant findings and recommendations of the Manager of Internal Audit,
and the external auditors together with management’s responses thereto.

Internal Audit Department:

>

A\

YV VV VYV

Request that the Agency’s Manager of Internal Audit prepare the Audit Committee’s
meeting agendas designed to ensure that all of the responsibilities of the Audit Committee
as described herein are addressed at least once a year.

Ensure there are no unjustified restrictions or limitations placed on the Internal Audit
Department.

Review with the Board, General Manager, and the Manager of Internal Audit the Internal
Audit Department Charter, Annual Audit Plan, staffing, budget, and organizational
reporting structure to ensure they meet the Committee’s goals, objectives, and
responsibilities to the Board and Agency management.

Review and recommend to the Board the approval of the Internal Audit Department’s
Annual Audit Plan and any significant changes that may occur during the year.

Review, as needed, all internal audit reports, findings, and recommendations.

Review and recommend to the Board the appointment, replacement, dismissal, or change
in duties of the Manager of Internal Audit.

Review the effectiveness of the Internal Audit Department’s function, including
compliance with The Institute of Internal Auditors’ International Standards for the
Professional Practice of Internal Auditing (Standards).

Conduct the Manager of Internal Audit performance appraisals and recommend Manager
of Internal Audit merit increases and incentive compensation to the Board.

Page 5 of 8
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INLAND EMPIRE UTILITIES AGENCY
Audit Committee Charter
Approved on December 18,2019

Hold management accountable for the appropriate resolution of Internal Audit
Department’s recommendations and ensure that disposition has been determined for Audit
Department recommendations from the prior year. If management has determined that
Internal Audit Department recommendations need not be implemented because of adequate
compensating controls, based upon a cost/benefit analysis or because the risks are at an
acceptable level in accordance with the Agency’s goals and objectives, evaluate the
reasonableness of such determinations and advise the Board of Directors accordingly.

External Audit:

>

>

Review the external accounting firm’s proposals and fee structure, and provide
recommendations and external audit plan approval to the Board.
Review the external auditors’ proposed audit scope and approach to ensure emphasis is
placed on areas the Committee, Board, Management and external auditors believe special
attention is warranted and that efforts are coordinated with the Internal Audit Department.
Evaluate the external auditor’s independence, and if needed, recommend the Board take
the appropriate action to satisfy the Agency with the external auditor’s independence.
Review the effectiveness of the external auditor’s work and provide the Board with the
final approval to continue or discharge the current firm.
Communicate to the external auditors areas of internal control with a heightened risk of
fraud or error, any known or suspected employee fraud, management fraud, pressures or
incentives for management to distort reported financial results, or any known or suspected
accounting errors or misstatements.
Communicate to the external auditors any areas of concern applicable to the external
auditors’ scope of responsibility (fraud, errors, or misstatements involving amounts
significant to the financial statements taken as a whole).
Review all significant written communications between the external auditors and
management, such as any management letter comments or schedule of unadjusted
differences (i.e. management letter, schedule of audit, or significant unusual or non-routine
items, etc.)
Hold management accountable for the appropriate resolution of external auditor
recommendations, ensure that disposition has been determined for auditor
recommendations from the prior year, and where management has determined that auditor
recommendations need not be implemented because of adequate compensating controls or
based upon a cost/benefit analysis, evaluate the reasonableness of such determinations and
advise the Board of Directors accordingly.
Review with the external auditor that performs the financial statement audit:

e All critical accounting policies and practices used by the Agency.

e All alternative treatments of financial information within generally accepted

accounting principles that have been discussed with the Agency’s management, the
ramifications of each alternative, and the treatment preferred by the Agency.

Page 6 of 8
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INLAND EMPIRE UTILITIES AGENCY
Audit Committee Charter
Approved on December 18, 2019

Review with management and the external auditors:

e The Agency’s annual financial statements, related notes, and management’s
discussion and analysis.
The external auditors’ audit of the financial statements and their report thereon.
The external auditors’ judgments about the quality, not just the acceptability, of the
Agency’s accounting principles as applied in its financial reporting.

e The external auditors’ single audit of the federal awards administered by the
Agency and their reports thereon.

e Any significant changes required in the external auditors’ audit plan.

e Any serious difficulties or disputes with management encountered during the audit.

e Matters required by Statement on Auditing Standards (SAS) No. 114, The
Auditor’s Communication With Those Charged With Governance; U.S.
Government Accountability Office’s (GAO) Government Auditing Standards; and
the U.S. Office of Management and Budget’s Circular A-133 related to the conduct
of the audits.

Evaluate whether or not the performance of any extra work or special projects requested of
the Agency’s external audit firm violates the independence standards of the GAO.

Recommend that the Board of Directors approve the Agency’s annual financial report, if
the Committee believes that they are fairly presented, to the extent such a determination
can be made on the basis of reading the financial statements and discussions with Agency
management and the external auditors.

Compliance:

>

>

Review with management and the external auditors the Agency’s internal controls for
identifying laws and regulations affecting operations, risks for non-compliance including
litigation and fines, and implementing controls to prevent recurrence.

Review the reports, findings and recommendations of any audits or examinations
performed by external agencies.

> Review with Agency counsel any legal, tax, or regulatory matters that may have a material
impact on the Agency’s operations and its financial statements.
Other Matters:
» The Audit Committee shall engage consultants, specialists, or other audit firms as

>

necessary to assist the committee in the discharging of its responsibilities.

The Audit Committee shall direct the Manager of Internal Audit to review the Agency’s
Audit Committee Charter annually in order to advise the Audit Committee as to needed or
recommended changes.
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» The Audit Committee shall report to the Board of Directors issues discussed in the Audit
Committee meeting that, in the judgment of the committee, warrant communication to the
Board to help the Board fulfill its oversight responsibility.

ETHICAL CONDUCT »

Audit Committee members are prohibited from participating in any event or matter that would
create, or appear to create, a conflict of interest. These activities may include having a significant
financial interest or operational influence in vendors, contractors, customers or competitors of
IEUA. Any activity creating an actual or apparent conflict should be immediately reported to the
Audit Committee Chair and the Board of Directors for resolution.

MEETINGS
The Audit Committee shall meet no less than quarterly.

The Manager of Internal Audit will schedule and coordinate all quarterly Committee meetings,
and will call additional meetings if requested to do so by any Committee member, the Board, the
General Manager or the external auditors. The Manager of Internal Audit will provide all
Committee members with written notification and an agenda at least 72 hours before the scheduled
quarterly meetings or as soon as reasonably possible for any special meetings, all in accordance
with the requirements of the Brown Act.

The General Manager and Manager of Internal Audit will be provided written notification and an
agenda at least 72 hours before quarterly and special Committee meetings. These parties will be
provided an opportunity to attend and speak at all Committee meetings but are not considered
members of the Committee and have no voting rights.

The Board or the General Manager will provide administrative support to the Audit Committee

and its meetings, including agenda preparation, participant notification, and documentation of
meeting minutes.
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PURPOSE
This Charter establishes the authority and responsibilities of the Inland Empire Utilities Agency
(IEUA or Agency) Internal Audit Department.

The purpose of the Internal Audit Department (IA) is to assist the Board of Directors (Board) and
the Audit Committee (Committee) in fulfilling their oversight responsibilities for financial
reporting, internal controls, and compliance with legal and regulatory requirements applicable to
Agency operations and to provide objective assurance about the Agency’s operations. The purpose
of the Internal Audit Department is also to provide as a service to management and as a way of
adding value to improve the operations of the Agency, consulting services, analyses,
recommendations, and information concerning operations.

The Internal Audit Department reports to the Board through the Audit Committee and is an
independent function from management. The purpose, responsibilities and authority of the
Internal Audit Department are defined in this Charter.

MISSION

The Internal Audit Department seeks to improve the operations of the Agency by providing
independent and objective assessments and recommendations to ensure Agency resources are
efficiently and effectively managed in order to achieve Agency goals and objectives. The Internal
Audit Department will help the Agency achieve its goals and objectives, improve operations, and
instill confidence among its employees and the citizens it serves by providing independent,
objective assurance and consulting services and provide management and the Board of Directors
with recommendations to: -

Promote and strengthen a sound control environment.

Provide independent, objective assurance and consulting services.

Improve Agency risk management, control and governance.

Promote the Agency’s vision and mission through a high degree of professionalism.
Assist the Board of Directors and senior management achieve organizational goals and
objectives.
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VALUES
The Internal Audit Department has adopted the following value statements that form the
foundation for the Internal Audit Department.

Independence

As documented in this Charter, the Internal Audit Department is an independent function of the
Agency for the purpose of providing independent, objective, unbiased recommendations and
opinions.

Integrity
The Internal Audit Department staff is required to maintain the highest degree of integrity in
conducting its audit work.

Professionalism
The Internal Audit Department will perform its work with due professional care at all times.

Collaboration
The Internal Audit Department will foster collaboration with and among all Agency personnel to
promote teamwork within the various business units.

ACCOUNTABILITY

The Internal Auditor is the Manager of the Internal Audit Department. The Internal Auditor is
accountable and reports to the Board of Directors, through the Audit Committee appointed by the
Board. The intent of this reporting relationship is to establish the Internal Audit Department’s
independence to function effectively and in accordance with best practices.

Annually, the Internal Auditor will submit an Audit Plan for the following fiscal year to the
Committee for review and approval by the Board. Quarterly status reports of significant Internal
Audit activities shall be presented at Committee meetings and shall include a status of major
activities and any changes or deviations from the approved Annual Audit Plan. The Internal
Auditor has the authority to deviate from the approved Annual Audit Plan, when necessary and if
warranted by unforeseen issues that require immediate attention. Significant changes to the
Annual Audit Plan shall be reported to the Audit Committee in a timely manner or immediately
and to the Board at the next regularly scheduled Audit Committee Meeting through the Quarterly
Status Report and/or an amendment to the Annual Audit Plan and/or other communication.

Annually, a listing of outstanding audit recommendations provided by the Internal Audit
Department and the corresponding corrective actions taken by Agency management will be
presented to the Committee for the purpose of providing a progress report on the status of open
audit recommendations.
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The Internal Auditor shall inform the Committee on the sufficiency of department staffing and
resources.

Annually, the Internal Audit Department must also ensure the Committee fulfills their
responsibilities as required under the Audit Committee Charter. Additionally, IA must ensure the
Internal Audit Department Charter and the Audit Committee Charter are reviewed annually and
updated as necessary.

INDEPENDENCE

Independence is essential to the effectiveness of internal auditing and is strongly emphasized by
the Institute of Internal Auditors (ITA), the American Institute of Certified Public Accountants
(AICPA), and the U. S. General Accountability Office (GAO). The Internal Audit Department
should be free, both in fact and appearance, from impairments to independence.

The Internal Auditor and the Internal Audit Department shall have no direct responsibility or
authority over the day-to-day operations of the Agency or any activities they would audit. The
Internal Audit Department shall not engage in any activities that would compromise their
independence or would appear to be a conflict of interest.

To ensure independence is maintained, the Internal Audit Department shall report administratively
to the Agency’s General Manager or his designee and functionally to the Board through the Audit
Committee, as stated under “Accountability”.

AUTHORITY

The Internal Audit Department’s authority is derived from the direction of management and the
Agency’s Board through the Committee as set forth in this Charter. Specifically, the Internal Audit
Department is authorized to:

e Audit all areas of the Agency’s operations.

e Perform audits of the Regional Sewage Service Contract agreement between the Agency
and the Regional Contracting Agencies (RCA), including performing necessary audit field
work and review of required supporting information and documents of the RCA’s.

e Have unrestricted access to all Agency functions, records, information, property, and
personnel.

» Have full and free access to Agency management, the Board of Directors and the Audit
Committee.

s Allocate resources, set frequencies, select subjects and set objectives, determine the scope
of work, and apply the techniques required to accomplish audit objectives, without
interference from Agency management.
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e Authority to deviate from the approved Annual Audit Plan, when necessary, urgent, and if
warranted by unforeseen issues that require immediate attention. The Manager of Internal
Audit will use professional discretion and judgment in response to such unforeseen issues
and resolve them according to the requirements of the Charter. Significant changes to or
deviations from the approved Annual Audit Plan shall be reported to the Audit Committee
in a timely manner or as soon as possible and to the Board at the next regularly scheduled
Audit Committee meeting.

e Obtain the necessary assistance of Agency staff where Internal Audit performs audits, as
well as other specialized services from within or outside the organization.

e Obtain regular updates from management and Agency legal counsel regarding compliance
matters affecting operations.

e Establish procedures for the receipt, retention, and treatment of comments or complaints
received regarding Agency accounting, operations, or internal controls, including those
matters received through Ethics Point or other channels.

e Investigate and make recommendations to the Board, Audit Committee, Executive
Management and/or Human Resources, as appropriate about reported instances of
inappropriate activities, misappropriation of funds or fraud, including those matters
received through Ethics Point or other channels.

e Obtain additional internal or external resources when the Internal Audit Department does
not possess all the necessary skills or experience to complete an audit or review, subject to
the approval of the Audit Committee and when necessary from the Board.

e Assist with the evaluation of the External Auditors and the Audit Committee Advisor and
make appropriate recommendations to the Audit Committee and the Board.

The Internal Auditor and the Internal Audit Department staff are not authorized to:

e Have any responsibilities or authority for any of the activities they audit or perform any
operational duties for the Agency or its affiliates. '
Initiate or approve accounting transactions external to the Internal Audit Department.
Direct the activities of any organization employee not employed by the Internal Audit
Department, except to the extent such employees have been appropriately assigned to
auditing teams or to otherwise assist the Internal Auditor in audit activities.

e Participate in any activities that would compromise their objectivity and independence or
any activities that would appear to be a conflict of interest.

e Draft or write any Agency Policies and Procedures, or Standard Operating Procedures
outside the Internal Audit Department.

RESPONSIBILITIES

The responsibilities of the Internal Audit Department consist of the examination, review and
evaluation of the reliability and effectiveness of the Agency’s governance, risk management,
internal controls, and the quality of operations and systems utilized in carrying out the Agency’s
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goals and objectives. The Internal Audit Department has the responsibility to perform its work
with due professional care.

The Internal Auditor and audit staff shall be responsible for, but not limited to, incorporating
periodically, as deemed necessary and/or in agreement with the Annual Audit Plan, activities in
the following key areas:

Internal Controls

Assess the adequacy of internal controls in place and determine if they are operating
effectively.

Review the reliability and integrity of financial and operating information and the means
used to identify, measure, classify, and report such information.

Review compliance with Agency policies and procedures, and with applicable laws and
regulations which could have a significant impact on the operations of the Agency.
Evaluate the means implemented and the extent Agency assets are identified, tracked, and
safeguarded against misuse, unauthorized use, theft and loss. Make recommendations to
encourage the efficient use of and safeguard of Agency assets.

Provide recommendations that encourage efficient use of Agency resources. Review
operations, programs or projects to determine if results are consistent with established
objectives and goals.

Assess the efficient and effective use of Agency resources and the controls over those
resources.

Provide consulting services on current and proposed policies, procedures, and systems to
ensure adequate internal controls are considered and maintained.

Provide consulting services to evaluate contractual agreements and determine if
compliance exists.

Use documents and information obtained from Departments in the same prudent manner
as by those employees who are normally accountable for them.

Perform “Follow-up Procedures” on all management responses to audit findings and
recommendations to determine if internal control improvements and/or corrective actions
have been implemented.

Perform “Follow-up Procedures” on known external auditor’s or regulatory agency’s
reported findings and recommendations to determine if internal control improvements
and/or corrective actions have been implemented.

Hold staff accountable for the resolution of audit recommendations and expect resolution
of audit recommendations that have been agreed to and discussed during audit meetings
and Audit Committee meetings. Resolution of audit recommendations is achieved through
the implementation, a corrective action plan or adopting alternate controls to mitigate the
risk identified through the audit. Conduct special projects, studies, or audits as requested
by management, the Audit Committee and the Board of Directors.
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Ensure known or suspected acts of fraud or improprieties involving Agency funds, property
and employees are investigated in coordination with the Agency’s legal counsel, Human
Resources, senior management, and/or others as required.

Provide recommendations to mitigate risks related to fraud, waste and abuse.

Conduct work in accordance with the International Standards for the Professional Practice
of Internal Auditing (Standards)and Code of Ethics as required by the Institute of Internal
Auditors (ITA).

Develop a comprehensive and flexible Annual Audit Plan using an appropriate risk-based
methodology, including consideration of any risks or control concerns identified by
management, the Audit Committee, the Board or the external auditor and submit that plan,
as well as any periodic updates, to the Audit Committee and the Board for review and
approval. ,

Implement the Annual Audit Plan, as approved, including as appropriate, any special tasks
or projects requested by management, the Audit Committee, or the Board.

Provide Agency management with reasonable notice of intent to audit and with information
about the audit process, except in those situations that warrant an unannounced audit.
Consider the scope of work of the external auditors for the purpose of providing optimal
audit coverage, at a reasonable cost, without redundancy or omission.

Perform advisory services to assist the Agency in achieving its objectives; for example,
reviewing controls, systems or process designs prior to implementation and providing
recommendations to improve and enhance the effectiveness of controls and operations.
Maintain a professional audit staff with sufficient knowledge, skills, experience, and
professional certifications to meet the requirements of this Charter.

Maintain technical competence through continuing professional education supported by
Department goals and budgets.

Maintain a quality assurance program whereby the Internal Auditor assures the operations
of the Internal Audit Department.

Perform a periodic review of the Internal Audit Department Charter and the Audit
Committee Charter. Additions, deletions, or other changes to the Charters are subject to
the approval of the Board of Directors.

Reporting

Issue quarterly reports to and meet with the Audit Committee and management to
summarize results of audit activities and status of findings and recommendations.

Provide written status reports of IA activity to the Audit Committee quarterly. The
Quarterly Status Report will include a summary of significant internal and external audit
activities for the reporting period. The Status Report will be submitted for approval by the
Committee and the approved Quarterly Status Report will be presented at the next regularly
scheduled IEUA Board of Directors meeting.
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e Provide a written report listing all outstanding recommendations with expected resolution
dates annually. The report of all outstanding recommendations will be submitted for
approval by the Audit Committee and provided at the next regularly scheduled IEUA Board
of Directors meeting.

e Keep the Audit Committee informed of emerging trends and successful practices in internal
auditing, as well as new audit requirements, when applicable.

e Immediately report any reservations concerning control risks, accounting or disclosure
practices to the Audit Committee.

» If during the scope and progress of its reviews and audits, the Internal Audit Department
identifies opportunities for improving the Agency’s control environment, processes and
procedures to ensure an environment where assets are safeguarded, internal controls are in
place and risk is mitigated, these recommendations will be communicated to the
appropriate level of management and the Audit Committee as timely as necessary and in
the written report.

e When deemed appropriate and necessary, provide responsible unit management with a
preliminary written report of the results and recommendations of each audit, analysis,
review, or investigation performed and sufficient time to respond in writing with a plan of
corrective actions. Sufficient time to reply would be 30 to 60 days from the date of the
final report.

Provide final reports of results and recommendations for each review and audit performed,
including the responsible management’s responses to the Audit Committee, Executive
management and responsible management. All final reports with any responses will be submitted
to the Audit Committee for discussion and to the Board for approval. However, in cases where
the auditee does not provide a response that is timely or deemed responsive, the final report will
not be held up pending a response and will be submitted for discussion during the next scheduled
Audit Committee meeting.

STANDARDS OF ETHICAL CONDUCT

The Internal Audit Department staff have a responsibility to govern themselves so that their
independence is not open to question. To this end, adherence to the Institute of Internal Auditor’s
“Code of Ethics” will ensure integrity, objectivity, confidentiality and competency in Internal
Audit work performed on behalf of the Agency’s Board and Audit Committee. These principles
include:

e Performing internal auditing services in accordance with the International Standards for
the Professional Practice of Internal Auditing (Standards).
Exercising honesty, diligence, and responsibility in performing duties.
Observing the law and making disclosures expected by the law and the profession.
Not knowingly being a party to any illegal activity, or engage in acts that are discreditable
to the profession of internal auditing or to the Agency.

e Respect and contribute to the legitimate and ethical objectives of the Agency.
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Not participating in any activity or relationship that may impair, or be presumed to impair,

‘unbiased assessments, including activities or relationships that may be in conflict with the

interests of the Agency.

Not accepting anything that may impair or be presumed to impair professional judgment.
Disclosing all material facts known that, if not disclosed, may distort the reporting of
activities under review.

Being prudent in the use and protection of information acquired in the course of duties.
Not using information for personal gain or in any manner that would be contrary to the law
or detrimental to the legitimate and ethical objectives of the Agency.

Engaging in only those services or audit activities for which Internal Audit staff have the
necessary knowledge, skills, and experience.

Continually improving staff proficiency, and the effectiveness and quality of services.

MANAGEMENT RESPONSIBILITIES

It is the responsibility of the Board of Directors and senior management to foster a control
environment that supports the Internal Audit Department’s objectives and independence within the
Inland Empire Utilities Agency. The existence of the Internal Audit Department does not diminish
Agency management’s financial and operational responsibilities for prudent execution and control
of activities, including their responsibilities for the periodic evaluation of risk, control, and
governance systems.

Management’s responsibilities include:

Providing Internal Audit with its full support and cooperation at all operating levels,
including full and complete access to all records, property, and staff relative to their
assigned areas of responsibility, and active participation in the audit process.

Immediately notifying the Manager of Internal Audit and the Audit Committee of any
known or suspected cases of illegal, criminal or unethical activity involving Agency funds,
property, employees, or any activity which appears to present a conflict of interest.
Timely notification to Internal Audit of any new or proposed modifications to Agency
systems, procedures, operations or services, ensuring controls are built into the new or
modified processes.

Providing the Internal Audit Department with written responses to all audit findings and
recommendations, including action plans, responsible employees, and targeted resolution
dates or the acceptance of the risks identified.

Implementation and resolution of audit recommendations agreed to. Resolution of audit
recommendations is achieved through the implementation, a corrective action plan or
adopting alternate controls to mitigate the risk identified through the audit.

Providing the Internal Audit Department with adequate budget, staffing, assistance from
staff of audited Departments, and the tools needed for the Internal Audit Department to
execute its duties as defined in this Charter.
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Date: December 18, 2019

To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit
Committee: Audit 12/09/19

Manager Contact: Teresa Wﬁ%

Subject: Human Resources Audit: Hiring and Promotions Operations Review

Executive Summary:

Internal Audit completed an audit of the Human Resources Department(HR) related to Hiring
and Promotions. Overall, HR has effective processes in place to assist Agency departments in
their recruitment and promotion efforts. The audit identified opportunities to further strengthen
and tighten processes and controls, including:

* Consider including additional justifying information to support the final candidate selection,
* Consider implementing automation opportunities for HR documents and files,

* Consider investing in fireproof and waterproof cabinets to safeguard HR files,

* Consider the best process to ensure compliance with Agency Policy A-20, to ensure
performance appraisals are completed and provided to employees in a timely manner,

* Consider a additional controls/oversight over internal promotions (specifically during periods
of interim General Manager, Executive Management, and/or Manager of Human Resources),

* Consider formalizing a comprehensive Agency-wide Ethics and Conflict of Interest policy and
training for all employees,

* Establish written contracts with vendors used by HR, and

* Update Agency policies and department-specific SOPs related to hiring and recruitment.

The report attached provides details of the observations and recommendations.

Staff's Recommendation:
This is an information item.

Budget Impact Budgeted vv):Y Amendment (vN): N Amount for Requested Approval:

Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted):
N/A

Full account coding (internal AP purposes only): - - - Project No.:
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Prior Board Action:

On September 18, 2019, the Board of Directors approved the amended Fiscal Year 2019/20
Annual Audit Plan. The original Fiscal Year 2019/20 Annual Audit Plan was approved on June
19, 2019. This audit was scheduled in the Annual Audit Plan.

On December 19, 2018, the Board of Directors reconfirmed the approved Audit Committee and
the Internal Audit Department Charters.

Environmental Determination:
Not Applicable

Business Goal:

The Human Resources Audit: Hiring and Promotions Operations Review is consistent with the
Agency's Business Goals of Fiscal Responsibility, Workplace Environment, and Business
Practices by providing an independent evaluation of the Human Resources Department,
suggesting recommendations for improvements, monitoring the internal control environment of
the Agency, and assisting Agency management in achieving organizational goals and objectives.

Attachments:

Attachment 1 - Human Resources Audit: Hiring and Promotions Operations Review Report

Board-Rec No.: 19280
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TO: Shivaji Deshmukh

General Manager
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FROM: Teresa V. Velarde
Manager of Internal Audit

SUBJECT: Human Resources Audit: Hiring and Promotions Operations Review

Audit Authority

The Inland Empire Utilities Agency (IEUA or Agency) Internal Audit Department (IA)
performed an audit of the Human Resources Department Hiring and Promotions Policies,
Procedures and Operations. The audit was performed under the authority given by the
IEUA Board of Directors and the Fiscal Year 2019/20 Annual Audit Plan. The attached
report provides IA’s observations and recommendations.

Audit Objective and Scope

The objectives of the Human Resources Audit are to evaluate various processes and
operations of the Human Resources Department (HR) and determine whether Agency
policies are followed, and department standard operating procedures are implemented.
Additionally, the audit will evaluate the department’s published business goals, key
performance indicators and workload indicators to determine whether those are met and
to evaluate key functions and compare those with other similar agencies. Lastly, the audit
intends to follow up on any outstanding recommendations from prior audit reports.

IA intends to perform the Human Resources audit in multiple stages. The Hiring and
Promotions Operations Review is the first report and it evaluated policies and processes
for hiring and promoting employees, including recruitment, applications, background
checks and document retention processes. The Hiring and Promotions Operations
Review Report is the first of the Human Resources Audit reports. IA will finalize an audit
report after the completion of each area reviewed.

Water Smart - Thinking in Terms of Tomorrow

Paul Hofer Jasmin A. Hall Kati Parker Michael Camacho Steven J. Elie Shivaji Deshmukh
President Vice President Secretary/Treasurer Director Director General Manager
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Audit Techniques:

Audit techniques included:

Interviews of Agency staff

Walkthroughs of department processes

Review of Agency policies, department procedures, and practices
Review of recruitment and employee personnel files

Analysis of financial transactions and supporting documents

Audit Results — Executive Summary

Overall, HR has effective processes in place to assist management in their recruitment
and promotion efforts. IAs review identified opportunities to improve and strengthen
processes and controls. The bullet points below provide a summary:

e Candidate selection: Consider including additional information in the recruitment file of the
final candidate selected and ensure the justification is included to close out the file.

e Workflows & electronic files: Implement processes to automate workflows and retain
electronic files.

e Fireproof & waterproof cabinets: Consider acquiring cabinets that are fireproof and
waterproof to safeguard personnel, recruitment, and other HR related files.

e Performance appraisals: Determine the best method to ensure compliance with Agency
Policy A-20, to ensure employee performance appraisals are completed timely.

e Internal promotions: Consider additional controls and oversight over internal promotions
for management level positions during periods of temporary leadership and changes (such
as interim General Manager, Executive Managers and/or Manager of Human Resources).

o Confidentiality Agreement/Conflict of Interest Policies: Implement a comprehensive Ethics
and Conflicts of Interest policy and training for all employees.

e Contracts: Establish written contract with vendors used by HR.

Policies & SOPs: Ensure Agency policies and department-specific SOPs related to hiring
and recruitment are updated to the current format and requirements, and
processes/procedures listed are up to date.

The Human Resources Audit: Hiring and Promotions Operations Review is consistent
with the Agency’s Business Goals of Fiscal Responsibility, Workplace Environment, and
Business Practices by providing an independent evaluation of the Human Resources
Department, suggesting recommendations for improvements, monitoring the internal
control environment of the Agency, and assisting Agency management in achieving
organizational goals and objectives.

Acknowledgements
IA would like to extend our appreciation to the Human Resources Department staff for
their cooperation and assistance during this review.

Discussions with Management
Drafts of this audit report were provided to the Human Resources Department for their
review and input; prior to finalizing, their comments have been incorporated.
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Background

The Human Resources Department (HR) is responsible for providing support to Agency
management and employees, in the areas of recruitment, employee retention, benefits
and training programs. Additionally, HR is responsible for assisting in the application and
administration of the various bargaining units’ Memorandum of Understanding (MOU) and
Personnel Manuals, establishment of positive labor relations with bargaining units,
motivation for staff, and compliance with personnel State and Federal laws and
regulations.

Reorganization _

During Fiscal Year (FY) 2018/19, HR Department was moved from the Finance and
Administration Division to the Agency Management Division, reporting directly to the
General Manager. In addition, the Safety unit was moved from HR to the Contracts and
Procurement Department.

Department Staffing
As of July 1, 2019, the staffing and reporting structure for the HR Department is as follows:

Position Number Manager of Human|
Manager of Human Resources 1 L Resourcgs :
Deputy Manager of Human ] = S— "
Resources Deputy Manager of r , W———
Human Resources Officer 1 e R | |
Human Resources Analysts 2 R Se—— L f
. . Human Resources ,
Human Resources Technician 1 Analystifl 2)
Interns 0 e E———
I Rl T TR
Total HR Positions 6 | Human Resources |

Technician |

Human Resources Department Expenses
The table below provides expense information for the HR Department, which includes
HR, Benefits and Training. HR department expenses are mostly for wages and benefits.

e FY 2017 FY 2018 FY 2019

Resetintion (actual) (actual) (actual)
Wages $ 821940 | $ 736,792| $ 667,978
Benefits 1,473,180 385,462 289,593
Office & Administration 121,043 88,511 94,832
Professional Fees & Services 197,157 381,885 406,045
Other 462 534 22,244
Total Expenses $2,613,782 | $ 1,593,184 $ 1,480,692

Source: Department information obtained from the Agency's financial system (SAP).
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Agency-Wide Employment Information

Salaries and benefits expenses amount to approximately a quarter of the Agency’s total
expenses for an estimated 300 or more employees, and the expenses range between

$49 to $ 51 million for each of the last three Fiscal Years 2016/17 to 2018/19.

Agency Staffing

Agency-wide Staffing levels are in the table below:

gl Authorized Filled
Description Positions Positions Vacant
Staff 290 267 23
Interns 38 22 16
Directors 5 5 -
Limited Term 16 12 4
Totals 349 306 43

Source: Position Control Report, August 2019.

Hiring & Internal Promotions Processes

The HR Department is responsible for facilitating and processing all hiring and internal

promotions.

The process must follow the requirements of Agency Policies and HR
Standard Operating Procedures (SOPs), including:

Agency

Policy/SOP Title/Topic g
& Number
A-26 Procedure to Conduct a Recruitment to Fill a Vacant Position, which includes 7/15/2005
A-83, Guide on Pre-Employment Inquiries and Interviewing Techniques
A-29 Equal Employment Opportunity 3/26/2007
HR4-20 New Hire Background Checks 10/13/2016
HR4-27 New/Reclassified Employee Notification Form 7/1/2008
HR4-29 New Hire Processing 10/13/2016

The recruitment process for both new hires and promotions includes the following steps:

e An Agency department determines a position needs to be filled and completes a Request

to Fill a Vacant Position form and submits to HR.

¢ HR will work with the requesting department to obtain the various approvals and determine
the needs of the department.

* HR will begin recruitment for the position and utilize various sources to advertise for a 2-
week period and/or until the 15t review of applications.
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¢ HRreceives all applications electronically. Any applications that do not meet the minimum
qualifications and/or are incomplete do not continue through the recruitment process.

¢ HR forwards the remaining applications to the hiring department for Subject Matter Expert
(SME) review.

o After SME review of the applications, candidates:

o May be invited to participate in a test and/or practical exam. Candidates’ responses
are reviewed by a rater for pass/fail and can be used to filter for eligible candidates
that are invited for in-person interviews.

o May be invited for in-person interviews.

e Interviews are scheduled. Interviewers are selected that include staff and/or external
resources (such as representatives from member or similar agencies).

» Interviews are conducted, candidates are scored and ranked by the interviewers. All
supporting and scoring documents are retained in the corresponding recruitment files
and/or personnel files.

e An eligibility list is established listing all eligible candidates based on the practical exam
and the interviews.

e Recommendation memo is completed, including reference checks if applicable. Fact sheet
is prepared and signed by all necessary parties. Job offer is made to the candidate
selected by the Hiring Manager. Once the offer has been accepted, HR will complete all
the required items:

o New Hire Process Checklist: Lists the pre-employment processing (i.e.,
background check, physical, etc.); benefit, employment, and final new hire
documents required; new employee resource guide & handbook.

o Classification Change Checklist: Lists the items to be provided and/or completed
for internal promotions, i.e., offer letter/job description, Resolution 2013-5-1 (at will
employment), MOU/Personnel Manual/Salary Matrix, Confidentiality Agreement,
Benefits Eligibility, etc. For internal promotions, a background check is not required
as with New Hires, pre-employment physical may be required only if the position
requires a higher physical exam than given when first hired.

e New hire/promotion announcement is distributed Agency-wide. HR compiles and closes
out the recruitment file, updates the employee’s personnel file and updates the Agency’s
financial system with the corresponding payroll information.

Attachment 1 provides a process flow diagram of the hiring and promotion process.
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Observations and Recommendations

NEW HIRES
A new hire is a new employee selected through the recruitment process.

To evaluate whether the recruitment process follows Agency policy requirements, IA
selected 20 of 150 new hires that began employment with the Agency during the period
from January 1, 2016 to July 3, 2019 (42 months). IA reviewed the recruitment files and
personnel files to verify that the various steps in the recruitment process were followed
and documented.

IA noted that in all 20 instances HR followed the requirements of Agency Policy A-26
Procedure to Conduct a Recruitment to Fill a Vacant Position (effective 7/15/2005)
and related HR SOPs. |IA’s review of the selected files and supporting documentation
noted that the recruitment process has evolved over the period examined. Changes to
the process were attributed to refinements due to HR staff experiences and training. This
resulted in updates and new ideas to incorporate into and improve the hiring process. For
example, IA noted some changes in the sequence of required steps, such as the timing
of a written exam and interview. In other instances, additional tools and documents were
used and retained in the files that documented the selection process, for example scoring
tools and other notes. The enhancements observed in the process followed Agency
Policy A-26 and provided additional support and documentation in the various files.

IA reviewed the recruitment files for the 20 candidates/positions selected. IA noted:

e Recruitment files are kept for all positions advertised. These are locked and
safeguarded in HR’s office for the required retention period of two years, then sent
to storage for records retention.

e Multiple applicants applied and submitted the required applications for all
recruitments. Incomplete applications were not accepted by HR for any positions.

¢ In some instances, if the hiring manager required an additional assessment, such
as a practical/written exam as part of the selection criteria, the additional
assessment tested for questions and topics relevant to the position.

¢ Additional information about the position from the recruitment website is retained.

¢ In the recruitment files, 1A observed:
o The same interview panel interviewed all candidates. (IA noted only one
instance where there was a change in the interview panel for some of the

interviews, and this was for an internship position).
o The same questions were asked of all candidates during interviews.
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o Interviewers gave each candidate a numerical assessment and provided
some evaluation notes and a recommendation to hire or not hire the
candidate.

Overall, IA noted that the recruitments followed Agency policies, are well documented
and files contain the required supporting information. IA provides the following
recommendations for HR to consider.

Observation:
Recruitment files should include additional justification for the final selection.

IA noted that based on high scores and positive comments, most recruitments resulted in
more than one acceptable candidate. In some cases, the top-ranked candidate was not
always the hired candidate. From the documentation reviewed, it is initially unclear
whether a higher ranked candidate informally declined the position or whether there were
other reasons for hiring a similarly ranked, but not the highest ranked candidate. |1A
recommends that the recruitment file include the justification for the final selection in order
to close-out the selection process and document the reasoning for the selection. HR
indicated that this information is documented in the selected candidate’s personnel file,
and they agree justification should be added to the recruitment file (separate from the
individual’s personnel file) so that the recruitment file stands alone and does not leave
any unanswered questions.

2019 Recommendation #1:

Human Resources should include additional justification information for the final
selection made in the recruitment file to close out the recruitment file and ensure
it stands alone.

Observation:
There are opportunities to automate the recruitment processes and transition
from manual files to electronic files.

IA noted some steps in the recruitment process are automated. The Agency uses the
“Neogov” system for candidates to submit applications and their resumes and this same
system tracks all candidates through the recruitment process. HR maintains manual
“recruitment” and “personnel” files, stored within the HR offices (until they are moved to
Records Management for storage). The recruitment processes are primarily manual. For
instance, the “Request to Fill” form is circulated manually and requires up to 5 “‘wet”
signatures to process. The applications, interview questions and responses, and ranking
information are all printed documents and included in either the recruitment or personnel
files. Some recruitment files are inches thick with paper documents that may add up to 2
volumes. This means files reaching 300 pages or more of manual documents for each
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recruitment. There were 150 recruitments since January 2016 amounting to 9 or 10 filing
boxes of manual recruitment documents.

To make the recruitment process more efficient, HR should consider implementing
automated “workflows” and electronic document retention processes to streamline the
hiring and personnel processes and retain the recruitment documentation electronically
and to be more environmentally conscious.

2019 Recommendation #2:

Human Resources should take the lead and work with Business Information
Services and determine ways to implement automated workflows for recruitment
documents and forms and utilize electronic files.

Observation:
Hardcopy files should be safeguarded in fireproof and waterproof cabinets.

IA had previously completed a Payroll Operations Audit (dated August 30, 2017) and
recommended that, until the Agency automates personnel and other HR related files, the
printed physical files should be maintained in fireproof and waterproof cabinets for
safeguarding as a disaster preparedness effort to safeguard the original manual
personnel documents.

2019 Recommendation #3:

Human Resources should take the lead to install fireproof and waterproof filing
cabinets to safeguard manual personnel, recruitment, and other HR related files, in
the event of a disaster.

Observation:
Agency Policies and department Standard Operating Procedures for recruitment
and hiring processes require updates.

Currently, the following policies and SOPs address recruitment and hiring policies:

Agency Policy/SOP : , Effective
9 &)I(lumbgr Title/Topic Date
A-26 Procedure to Conduct a Recruitment to Fill a Vacant Position, which includes 7/15/2005
A-83, Guide on Pre-Employment Inquiries and Interviewing Techniques

A-29 Equal Employment Opportunity 3/26/2007
HR4-20 New Hire Background Checks 10/13/2016

HR4-27 New/Reclassified Employee Notification Form 7/1/2008
HR4-29 New Hire Processing 10/13/2016

IA recommends HR ensure all policies and SOPs are brought to the most current Agency
required format as described in A-01: Documentation of Policies and Procedures,
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effective November 11, 2013 and A-51: Standard Operating Procedures, effective
November 11, 2013. Additionally, HR should ensure all policies and SOPs contain the
most current requirements and match the Agency’s current practices to ensure policy
matches practices. Keeping policies updated and current ensures employees are
provided with the most current and accurate information and can be held accountable to
the policy requirements.

2019 Recommendation #4:

Human Resources should take the lead to ensure all Agency policies related to
hiring and recruitment, as well as the department’s SOPs are updated to include
the most recent and accurate requirements for the processes and Agency formats.

PROMOTIONS

A promotion is the advancement of an employee within the Agency. IA evaluated the
processes for internal promotions to determine if the documentation complied with
Agency policy requirements, and to evaluate whether the process and documentation
support the promotion decisions and minimize any potential risks for the Agency.

To evaluate the Agency’s promotion process, IA selected 10 of the 37 promotions that
occurred over the previous 42 months. |A reviewed the personnel files and documents
for the selected employees. |A tested the following:

Ensure Agency Policies and Department SOPs were followed

All HR checklists were followed an<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>