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A MUNICIPAL WATER DISTRICT

AGENDA
AUDIT COMMITTEE MEETING
OF THE BOARD OF DIRECTORS
INLAND EMPIRE UTILITIES AGENCY*
AGENCY HEADQUARTERS, CHINO, CA 91708

MONDAY, JUNE 10, 2019
9:00 A.M.

CALL TO ORDER

PUBLIC COMMENT

Members of the public may address the Board on any item that is within the jurisdiction of the Board;
however, no action may be taken on any item not appearing on the agenda unless the action is otherwise
authorized by Subdivision (b) of Section 54954.2 of the Government Code. Those persons wishing to
address the Board on any matter, whether or not it appears on the agenda, are requested to complete and
submit to the Board Secretary a “Request to Speak” form, which is available on the table in the Board
Room. Comments will be limited to five minutes per speaker. Thank you.

ADDITIONS TO THE AGENDA

1.

In accordance with Section 54954.2 of the Government Code (Brown Act), additions to the agenda
require two-thirds vote of the legislative body, or, if less than two-thirds of the members are present, a
unanimous vote of those members present, that there is a need to take immediate action and that the
need for action came to the attention of the local agency subsequent to the agenda being posted.

ACTION ITEM

A. MINUTES

The Committee will be asked to approve the Audit Committee meeting
minutes of March 11, 2019.

B. FY 2019/20 ANNUAL AUDIT PLAN (WRITTEN)
Staff recommends that the Committee/Board:

1. Approve the FY 2019/20 Annual Audit Plan; and

2. Direct the Manager of Internal Audit to implement the FY 2019/20
Annual Audit Plan.
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2, INFORMATION ITEMS

A.  FY_2019/20 FINANCIAL AUDIT — COMMUNICATIONS REQUIRED BY
SAS 114 (WRITTEN)

B. BOARD OF DIRECTOR’S TRAVEL AND CONFERENCE EXPENSES
(WRITTEN)

C. VOYAGER FUEL CARD AUDIT (WRITTEN)

D. ACCOUNTS PAYABLE FOLLOW-UP AUDIT (WRITTEN/POWERPOINT)

E. PAYROLL FOLLOW-UP AUDIT: ETHICS RESOLUTION AND
CONFIDENTIALITY AGREEMENT (WRITTEN)

F. REPORT OF OPEN AUDIT RECOMMENDATIONS (WRITTEN)

G. INTERNAL AUDIT DEPARTMENT QUARTERLY STATUS REPORT FOR
JUNE 2019 (WRITTEN)

3. GENERAL MANAGER’S COMMENTS

4, AUDIT COMMITTEE ADVISOR COMMENTS

5. COMMITTEE MEMBER COMMENTS

6. COMMITTEE MEMBER REQUESTED FUTURE AGENDA ITEMS
7. ADJOURN

*A Municipal Water District

In compliance with the Americans with Disabilities Act, if you need special assistance to participate in
this meeting, please contact the Board Secretary (909-993-1736), 48 hours prior to the scheduled
meeting so that the Agency can make reasonable arrangements.

Proofed by: 51 s& \
DECLARATION OF POSTING

1, Sally H. Lee, Executive Assistant of the Inland Empire Utilities Agency, A Municipal Water District, hereby certify that a copy of this
agenda has been posted by 5:30 p.m. in the foyer at the Agency's main office, 6075 Kimball Avenue, Building A, Chino, CA on

Thursday, June 6, 2019.
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Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT

MINUTES
AUDIT COMMITTEE MEETING
INLAND EMPIRE UTILITIES AGENCY*
AGENCY HEADQUARTERS, CHINO, CA
MONDAY, MARCH 11, 2019
9:00 A.M.

COMMITTEE MEMBERS PRESENT
Steven J. Elie, Chair
Kati Parker

COMMITTEE MEMBERS ABSENT
None

STAFF PRESENT
Kirby Birill, Interim General Manager
- Randy Lee, Executive Manager of Operatlons/AGM
Christina Valencia, Executive Manager of Finance & Admmlstra’uon/AGM
Sapna Nangia, Senior Internal Auditor
Craig Proctor, Source Control/Environmental Resources Supervisor
Peter Soelter, Senior Internal Auditor
Teresa Velarde, Manager of Internal Audit
Laura Mantilla, Executive Assistant

OTHERS PRESENT i
Travis Hickey, Audit Committee Advisor

The meeting was called to order at 9:07 a.m. There were no public comments received or
additions to the agenda.

ACTION ITEMS
The Committee:

¢ Approved the Audit Committee meeting minutes of December 11, 2018.

INFORMATION ITEMS
The following information items were presented, received, or filed by the Committee:

¢ Water Connection Fees Audit: Teresa Velarde reviewed the water connection fee
revenues and discussed the recommendations.

¢ Account Receivable Follow-Up Audit — Watermaster Agreement: Ms. Velarde stated that
there was one outstanding recommendation from the 2011 original audit and follow up
review in 2015. The recommendation is regarding the quarterly billing in advance and
payment from Watermaster for O&M costs. Ms. Velarde stated Accounting has made
improvements in billing closest to the beginning of the quarter as required by the
agreement and recommended this item be closed-out.
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é Southern California Edison Utility Payments Follow-Up Audit: Ms. Velarde reported the
utility account for lighting services was transferred from IEUA to the City of Chino as of
April 30, 2018. Therefore, this item is closed-out.

é The Audit Function: Ms. Velarde reviewed the audit function, structure, and charter
requirements. She informed the Committee that an audit committee toolkit is included for
their reference.

é Internal Audit Department Quarterly Status Report

GENERAL MANAGER’S COMMENTS
Interim General Manager Kirby Brill had no comments.

AUDIT COMMITTEE ADVISOR COMMENTS
Audit Committee Advisor Travis Hickey thanked the Committee for having him on the team and
looks forward to continuing working with the Agency.

COMMITTEE MEMBER COMMENTS
There were no Committee Member comments.

COMMITTEE MEMBER REQUESTED FUTURE AGENDA ITEMS ;
There were no Committee Member requested future agenda items.

With no further business, the meeting adjourned at942 é.‘m."}k'fﬁj?‘f‘f’ '

Respectfully submitted,

Laura Mantilla
Executive Assistant

*A Municipal Water District:;’-‘;z-;,

APPROVED: JUNE 10,2019
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A MUNICIPAL 'WATER DISTRICT

Date: June 19, 2019
To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit
Committee: Audit 06/10/19

Manager Contact: Teresa&mt(?ﬁﬁ%dﬁ

Subject: FY 2019/20 Annual Audit Plan

Executive Summary:

The Board-approved Audit Committee Charter requires the Audit Committee to approve a
flexible Annual Audit Plan of proposed audit projects, and recommend the plan and periodic
updates to the Board of Directors for review and approval.

The Board-approved Internal Audit Department (IA) Charter requires that IA submit a flexible
Annual Audit Plan of proposed audit projects, with the goal of targeting for audit the activities
and business units depending on the assessed risk, level of priority, and/or specific requests.

The Institute of Internal Auditors (ITA) audit standards require that periodic risk assessments be
performed to ensure information captured is relevant, timely, and aligned with the Agency's
changing environment, goals, and objectives. IA performs the required risk assessment,
prepares the Annual Audit Plan, and submits quarterly status reports and amendments, as
required. The audit projects proposed for FY 2019/20 include: Human Resources Operational
Audit, Recycled Revenue Water Audit, Computer Loan Program Review, Travel Policy Review,
and follow-up reviews to evaluate the implementation status of prior audit recommendations
provided and miscellaneous on-going audit projects and responsibilities.

Staff's Recommendation:
1. Approve the FY 2019/20 Annual Audit Plan; and

2. Direct the Manager of Internal Audit to implement the FY 2019/20 Annual Audit Plan.

Budget Impact Budgeted (Y/N): N Amendment (¥/N): N Amount for Requested Approval:

Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted).

Only when additional outside auditing or consulting services are required to provide assistance
to IA or fulfill the responsibilities of the Audit Committee for appropriate action. Additionally,
some audit projects are intended to identify opportunities for cost containment.

Full account coding (internal AP purposes only): - - - Project No.:
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Prior Board Action:

On December 19, 2018, the Board of Directors reconfirmed the approved Audit Committee and
the IA Department Charters. Both Charters require the Manager of IA to complete and present
the Annual Audit Plan.

Environmental Determination:
Not Applicable

Business Goal:

The Annual Audit Plan is consistent with the Agency’s Business Goals of Fiscal Responsibility,
Workplace Environment, and Business Practices by ensuring that audits and recommendations
evaluate and promote a strong internal control environment, evaluate efficiency and
effectiveness of processes and operations and assist management in achieving organizational
goals and objectives.

Attachments:
Attachment 1 - FY 2019/20 Internal Audit Department Annual Audit Plan

Board-Rec No.: 19125
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Submitted by:

Teresa V. Velarde

Manager of Internal Audit Department
June 19, 2019
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Purpose of the Internal Audit Department

According to the Board-approved Charter, the purpose of the Internal Audit Department (Internal
Audit or IA) is to assist the Board of Directors and the Audit Committee in fulfilling their oversight
responsibilities for reporting, internal controls, and compliance with legal and regulatory
requirements applicable to Agency operations, and to provide objective assurance about the
Agency’s operations.

The purpose of the Internal Audit Department is also to provide consulting services, analyses,
recommendations and information concerning the operations of the Agency as a service to
management and as a way of adding value to improve the operations of the Agency. Internal Audit
assists management and staff in achieving organizational goals and objectives by providing
recommendations and advisory services based on results of analysis of the Agency’s processes,
procedures, governance, internal controls, financial reporting, and compliance with applicable
laws and regulations.

The Internal Audit Department follows the guidance of the globally accepted International
Standards for the Professional Practice of Internal Auditing (Standards) as documented in the
International Professional Practices Framework (IPPF) and the Code of Ethics issued by the
Institute of Internal Auditors (IIA) (https://theiia.org). This guidance is documented in the Internal
Audit Department Charter and a requirement in the Internal Audit Department Standard Operating
Procedures, as all auditors are required to follow.

The Internal Audit Department reports directly to the Board of Directors through the Audit
Committee. The Internal Audit Department has a dotted line reporting relationship to the General
Manager and works in cooperation with the Executive Management Team to coordinate audit
projects and resources. As described in the Charter and according to the IIA Standards and best
practices, Internal Audit is an independent function from Agency management, to provide
objective analysis and recommendations, as a value-added service for the Board and Agency
Management. Independence is essential to the effectiveness of internal auditing and is emphasized
by the Institute of Internal Auditors (IIA). The authority and responsibilities of the Internal Audit
Department are specifically defined in the Internal Audit Department Charter approved by the
Board of Directors.
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Mission Statement
. The Internal .4udit Department seeks to improve the operations of the Agency by promdmg
- unbiased and objective assessments to ensure Agency resources are efficiently and effectively
' managed in order to achieve Agency goals and objectives. The Internal Audit Department
" will help the Agency achieve accountability and integrity, improve operanons and Lnstlll
con wlence among Lts employees and the citizens it serves by: e e

; P romotlng a sound control enmronment

g Provuhng mdependent, objective assurance and consultmg services.

- Improving Agency risk management, control and governance ,

Teile o;o'~

<ot

Promotmg the Agency s vision and mission wuh a high degree of professwnahsm

Internal Audit Department Values
The Internal Audit Department has adopted the following value
statements that form the foundation for the Internal Audit Department:

Independence

As documented in the Charter, the Internal Audit Department is an independent
function of the Agency for the purpose of providing independent, objective, unbiased
opinions.

.Tntegrity

The Internal Audit Department staff is required to maintain the highest degree of
integrity in conducting its audit work.

Professionalism
The Internal Audit Department will perform its work with professionalism at all times.

Collaboration
The Internal Audit Department will foster collaboration with all Agency personnel to
promote teamwork within the various business units.
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Purpose of the Annual Audit Plan

The Annual Audit Plan (Audit Plan) has been prepared in accordance with recommendations and
best practices provided by the Institute of Internal Auditors (IIA). The Audit Plan allows the
Manager of Internal Audit to carry out the responsibilities of the Internal Audit Department by
prioritizing projects and allocating necessary resources where audit efforts are deemed appropriate
and necessary. The Audit Plan is created to assist management and the Board in achieving
organization goals and objectives.

The Audit Plan is a flexible plan of internal audit activities and was developed using an appropriate
risk-based methodology, including any risks or control concerns identified or communicated by
Management, the Internal Audit Department, External Auditors, the Audit Committee’s
Independent Advisor, the Audit Committee or Board. Additionally, IA discussed with the
Agency’s legal counsel information that came through the Agency’s anonymous hotline, Ethics-
Point, to determine if any of the reported items are under the responsibility and scope of IA’s
activities or should be considered in planning audit projects. The overall objective is to develop a
plan consistent with the Agency’s goals and objectives, to address the highest risk areas within the
Agency and to evaluate and contribute to the improvement of risk management, control and
governance processes, additionally to add value by recommending opportunities for improvements
to increase effectiveness and efficiency of operations.

To provide practical guidance and an authoritative framework for the development of the Annual
Audit Plan, the Internal Audit Department recognizes the following items: Achieving one hundred
percent audit coverage each year is not practical or achievable. It should be noted that audit
resources are limited; therefore, a system for prioritizing audits has been employed. The Annual
Audit Plan must be a flexible plan and should be amended periodically as deemed necessary to
reprioritize areas that require attention. In preparing the Annual Audit Plan, consideration is given
to the work performed by other auditors, regulatory authorities, established rules, laws and
ordinances and the Agency’s system of controls. Auditable areas are ranked by knowledge of
known or perceived areas of risk and understanding of the systems of internal controls. It should
be noted that there are inherent risks, residual risks and limitations with any methodology applied
when prioritizing risks and ranking audit projects; risk factors exist with any system of controls.

As stated in the Internal Audit Department Charter, the Manager of Internal Audit will set audit
frequencies, select the subjects and set objectives, determine the scope of work and apply the
techniques required to accomplish the audit objectives. The Manager of Internal Audit has the
authority to deviate from the approved annual Audit Plan, when necessary, and if warranted by
unforeseen issues that require immediate attention. The Manager of Internal Audit will use
professional discretion and judgment in response to such unforeseen issues and resolve them
according to the requirements of the Charter. Significant changes to or deviations from the
approved Annual Audit Plan shall be reported to the Audit Committee and to the Board at the next
regularly scheduled Audit Committee meeting.
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Both the IAD Charter and the ITIA's Code of Ethics have strict standards of ethical conduct for
internal auditors. Internal auditors have a responsibility to maintain independence, ensure integrity,
objectivity, confidentiality and competency in work performed.

Annual Audit Plan Methodology

In planning for the Internal Audit projects the following were also considered:

. The Internal Audit Department Charter

. The Audit Committee Charter

. Communications with the Audit Committee and the Board of Directors

o Communications with Executive Management and key Agency personnel
o Communications with the External Financial Auditors

o Communications with the Audit Committee Independent Advisor

o Prior audit findings and recommendations

. Assessed risks in business practices and operations

. Agency’s goals and objectives, including activities, developments and changes
. Agency policies & procedures

. Key areas that affect revenue and expenses

. Identified opportunities to improve operations and add value to services

. New audit requirements, audit trends and leading practices

. Audit Department resources

For the Fiscal Year 2019/2020 Annual Audit Plan, the audits were selected based on all things
considered as discussed above, the results of audits completed, risks identified, discussions with
key individuals and auditor judgement. Significant deviations and changes to the Audit Plan will
be communicated to the Audit Committee through an Amended Audit Plan and progress
information is provided through Quarterly Status Reports presented to the Audit Committee.
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FV 2019/20 Annual Audit Plan:

Human Resources Operational Audit

To evaluate all processes and operations of the Human Resources Department. To evaluate
whether department standard operating procedures, policies and guidelines are implemented and
followed. To evaluate the department’s published mission statement, department purpose, business
goals, key performance indicators and workload indicators to determine that those are met
effectively and efficiently. To evaluate key functions and compare with other similar agencies.
And finally, to follow up on any outstanding recommendations previously provided through other
audit reports. The Human Resources Department and the Finance and Accounting Department
will be the primary contact departments.

Recycled Water Program — Revenue

Recycled water revenue in FY 2017/18 was approximately $16.9 million. An audit of this area
would determine the accuracy of revenues and identify any additional revenue due the Agency.
Additionally, the audit would evaluate that policies and procedures are being followed. The audit
would also evaluate whether all reports presented provide complete information that is useful and
reliable to the readers. The Finance and Accounting and the Planning departments will be the
primary contact departments.

Personal Computer Loan Program and Policy Compliance

Review Agency policies and internal controls as they relate to the employee personal computer
loan program and reimbursements to ensure adequate controls and that policy requirements are
followed. The Finance and Accounting Department and the Integrated Systems Services
Department will be the primary contact department. ‘

Travel Expenses and Policy Compliance

Review Agency policies and internal controls as they relate to employee travel expenses and
reimbursements to ensure adequate procurement methods are followed and policy requirements
for appropriate approvals, limits and reimbursements are followed. The Finance and Accounting
Department will be the primary contact department.

Follow-up Reviews to evaluate the status of outstanding recommendations

As required by the Charters and audit standards, IA will follow up on the status of outstanding
recommendations to determine if corrective actions or alternate internal controls were
implemented. There are currently 116outstanding audit recommendations, 85 of which require
follow-up action and 31 of which are associated with the renegotiation of the Regional Contract
and are deferred. Follow-up reviews are scheduled as noted in the chart on Page 9.
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On-Going Projects for FY 2019/20

7

% Internal Audit Department Quality Assurance and Improvement Program

R/
R4

Assist with annual CAFR Review and Filing

R/
*

% Review and update IA Department and Committee Charters

R/
%*

Continue to assist with SAP internal control inquiries

R/
L X4

Continue to participate with the Enterprise Content Management System (ECMS)
Committee, Safety Committee and the Technology/Cybersecurity Committee.

@
0‘0

Provide needed support related to audit topics, internal controls, Agency policies

and procedures and compliance items

R/
L4

Further utilize capabilities of SAP to enhance IA functions

R’
L4

On-going required administrative reporting, such as budget, goals/objectives, staff

appraisals, and other administrative items.

R/
L4

Conduct special requests and/or unforeseen projects

R/

¢ Provide recommendations to strengthen/streamline policies and procedures

R/
L 44

Update IA Annual Audit Plan and corresponding Risk Assessment

% Continue to work with auditees to resolve outstanding recommendations

¢ Assist with requests for internal controls questions, discussions and evaluations

+¢ Continue to review, update and document IA Policies and Procedures

¢ Continuous Professional Development of all auditors

¢ Plan, prepare and coordinate Audit Committee Meetings

+ Utilize the IA site on AIM as an Agency-wide communication tool

+¢ Unannounced Petty Cash Audits

% Provide "audit approach" presentations to requesting departments and/or for/within

professional associations as a guest speaker
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Outstanding Recommendations

The Internal Audit Department Charter requires follow-up action be taken to ensure that
management has effectively implemented recommendations or alternate controls have been
incorporated to mitigate the risks identified. Follow-up audit work includes detailed testing and
verification by Internal Audit staff. Below is a table of the Outstanding Recommendations:

No. of Recs.
Area Audited Report Issued Date Remaining to be
Verified by 1A Planned Follow-Up

Payroll Audit August 24, 2010 1 Annually
Accounts Payable Follow-Up August 29, 2013 9 FY 2019
Vehicle Security Procedures March 3, 2014 2 FY 2020
Follow-Up — IT Equipment Audit— ISS February 29, 2016 2 FY 2020
Master Trade Contracts September 1, 2016 6 FY 2020
Follow-Up — IT Equipment Audit— FAD December 5, 2016 6 FY 2020
Audit of Master Services Contracts December 5, 2016 3 FY 2020
2017 Petty Cash Audit & Follow-Up Review June 5, 2017 7 FY 2021
Water Use Efficiency Programs Audit June 5, 2017 6 FY 2021
Contracts and Procurement Follow-Up Audit August 30, 2017 1 FY 2021
Payroll Operations Audit August 30, 2017 6 FY 2021
Procurement Card Audit March 1, 2018 7 FY 2022
Wire Transfers Audit March 1, 2018 5 FY 2022
Garden in Every School® May 31, 2018 7 FY 2022
Warehouse Annual Physical Inventory — IA

Inventory Observation Report August 22,2018 4 FY 2022
Inter-fund Transactions Audit August 30, 2018 3 FY 2022
Agency Vehicle Operational Follow-up audit:

Review of Vehicle Inventory Procedures November 29, 2018 3 FY 2022
Water Connection Fees Audit February 25, 2019 7 FY 2023

Total Outstanding Audit Recommendations 85
Recommendations related to the Regional Contract 22view
(these recommendations are planned for full implementation with the renegotiation of the Regional Contract
TA will not follow up on these unless requested to do so or after. the new. contract 1s executed.
. . Pending —
Regianal Denitraot Review — December 16, 2015 31 Renegotiatiogn of the
Final Audit Report Regi
egional Contract

*See the Report of Open Recommendations under separate cover.

During FY 2018/19, IA reviewed and verified the implementation status of 30 open
recommendations related to 7 different audits. The list reports there are 85 open recommendations,
of which 24 recommendations relate to audits completed recently. An additional separate 31
recommendations stem from the Regional Contract Review, which will most likely be
implemented through the renegotiation of the Regional Contract. Because all audit resources were
utilized primarily for this effort, follow-up activities were temporarily on hold. Audit guidelines
suggest that an adequate amount of time be granted to provide auditees with sufficient time to
implement corrective action plans. Follow-up audit work for some of the open recommendations
will be incorporated and completed along with the proposed projects. Required follow-up audit
work will include a desk review of supporting documentation, follow-up discussions with the
auditee, and/or the application of testing procedures to verify implementation.
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Long Range Audit Planning - Additional / Possible Audit Areas

Internal Audit has identified additional audit areas. This list has been compiled as a preliminary
list of future potential audits and as a list of additional, important audit areas where audit resources
and efforts could be utilized. This is not a comprehensive/complete list. These audit areas have
been selected based on identified risks at the time of completing this Audit Plan. If the risk/priority
1in any of the identified auditable areas increases, IA would perform the required audit/evaluation.

Duplicate Payments/Late Payments/Fees and Penalties

This area was covered during the previous Accounts Payable audit. The goal for this audit is to
make this a recurring evaluation to check for the three types of payments (duplicates, late
payments or preventable fees and penalties). This audit would cover a greater sample and would
implement an audit program to periodically check for these types of payments.

Data Analytics

Fully utilize existing technology to gather additional data and analytical information to assist
auditing. In addition, explore and expand utilizing new technology and tools to build and
customize dashboards, reports and other analytics tools to assist with audit reviews and
monitoring of transactions in various areas, such as payments, payroll, contract payments, etc.

Accounts Payable Audit — Review of Agency Credit Cards
Select a specific vendor or types of payments, for example travel credit cards and gas credit
cards to ensure that transactions do not bypass the required procurement processes.

. Review financial transactions and supporting documents
. Evaluate internal controls

. Compliance with policies and procedures

Capital Projects

The external financial auditors have in the past noted deficiencies with the process for closing
completed capital projects. Projects were left open long after the project had been completed,
therefore, impacting the accounting value of capital assets. This audit would focus on evaluating
when open capital projects have been completed and examining when the construction in
progress balances are closed to capital assets. The departments primarily engaged are the
Finance and Accounting and the Engineering departments.

Various or Other Agreements

Evaluate the variety of special and/or other types of agreements the Agency may have with other
agencies or vendors that may or may not be formalized under an official Agency contract. This
audit would also evaluate whether the special agreements provide preferential treatment or
significant discounts/credits when compared to similar agencies for similar services.
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Telephone Expense

The Agency pays for telephone services provided by landline phones, smartphones, and for data
connections. Audit areas include the following:

Determine efficiencies that could be achieved through consolidating billings
Identify ways to streamline billing processes

Comparison of charges on different bills to ensure consistency and accuracy
Identify opportunities for savings

Evaluate whether phones issued to employees are used for the intended purpose
according to Agency policies

Bid and Selection Process for Construction Contracts

To review the bid and selection process to ensure all legal and regulatory requirements are
considered in the process, including grant requirements, where applicable, and that all contracts
include required language. Additionally, to evaluate the process to award contracts and projects
to pre-qualified contractors/vendors and ensure processes conform to legal and Board-approved
requirements and are documented in formal operating procedures.

Asset Management

The Agency currently has $1.1 billion in total assets. An audit of this area would evaluate the
accountability and controls to ensure assets are properly recorded in the Agency’s financial
records. Additionally, to determine if periodic inventories or other valuation processes are
performed to validate the amount of assets reported in accounting records.

Operations

Facility Operations, Groundwater Recharge and Organics Management are programs under
Operations Administration. The audit scope of any of these areas would focus on permit
compliance requirements, preventive maintenance of plants, staff training and staff certifications
to operate plants/facilities, chemical and equipment use, and customer service to the service
area, where applicable.

Payroll Operations Audit

Payroll Operations Audits were performed in 2010, 2012 and again in 2017. This is a sensitive
area that should be continuously monitored and evaluated. This review would be a new audit
focusing on any current changes in payroll requirements or Agency policy changes as well as
test to ensure employee requested changes took effect. This audit would also focus on any
outstanding recommendations that resulted from the prior audits.
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Risk Assessment Strategy
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The IIA IPPF standard 2120 states that Internal Audit must evaluate the effectiveness and
contribute to the improvement of risk management processes.

The ITIA IPPF defines Risk as follows:

e Risk — The possibility of an event occurring that will have an impact on the achievement of
objectives. Risk is measured in terms of impact and likelihood and;

e Residual Risks — As the risk remaining after management acts to reduce the impact and
likelihood of an adverse event, including control activities in response to a risk.

The risk assessment is a general assessment performed using best practice guidance, professional
judgment and consideration for the impact on the Agency’s operations if the targeted units fail to
function in the most effective and efficient manner or neglect to comply with required policies. In
performing the Risk Assessment for this FY 2018/19 Annual Audit Plan, the following were
considered:

e Agency Policies and Procedures

e Communication with the External Auditors

e Communication with the Audit Committee and Board

e Communications with key Agency personnel

e Assessing risks and exposures that may affect the organization
e New Agency activities, developments and major changes

e Key areas that affect revenue and expenses

e Observations resulting from previous audits and reviews

e New audit requirements and trends

e Opportunities to improve operations

Audit Universe

The ITA PPF defines Universe as all possible auditable areas. For the purposes of this Annual Audit
Plan, the universe includes all Agency Departments, operations, contracts, transactions, processes,
and activities.
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Internal Audit Department )

Quality Assurance and Improvement Program

The Institute of Internal Auditing (IIA), International Professional Practices Framework (IPPF)
defines a Quality Assurance and Improvement Program: “A quality assurance and improvement
Program is designed to enable an evaluation of internal audit activity’s conformance with the
Definition of Internal Auditing and the Standards and an evaluation of whether internal auditors
apply the Code of Ethics. The program also assesses the efficiency and effectiveness of the internal
audit activity and identifies opportunities for improvement.”

Standard 1311 of the IPPF requires that internal assessments include ongoing monitoring of the
performance of internal audit activity; and periodic reviews performed through self-assessments.

Standard 1312 of the IPPF requires that external assessments be conducted at least once every five
years by a qualified, independent reviewer or review team from outside the organization.

As part of IA’s commitment for continued quality audit services, beginning FY 2019/20, IAD will
perform internal assessments of the IAD. An external assessment by an independent reviewer is
planned for FY 2020/21. Results will be presented and discussed at the regularly scheduled Audit
Committee meetings.
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Date: June 19, 2019

To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit
Committee: Audit 06/10/19

Manager Contact: Tmﬂh@-ﬁ (%n%r’

Subject: FY 2019/20 Financial Audit - Communications Required by SAS 114

Executive Summary:

Statement on Auditing Standards No. 114 (SAS 114) requires the financial statement auditors to
communicate the planned scope and timing of the financial audit. SAS 114 also describes the
auditor's responsibility to inquire of the Audit Committee information that should be considered
in the auditor's risk assessment in planning the financial audit. The Agency's external auditors
are Lance, Soll & Lunghard, LLP (LSL), independent Certified Public Accountants (CPA),
based in Brea, CA. This year will be LSL's fourth year performing the financial audit and Single
Audit of the Agency, as well as the financial statements of the Chino Basin Regional Financing
Authority for the fiscal year ending June 30, 2019. It is their responsibility to provide an
opinion as to whether the financial statements are presented fairly.

Attached is the required communication letter under SAS 114. During the Audit Committee
meeting, Ms. Deborah Harper, a CPA and partner with LSL will provide a presentation about
the audit scope and approach, as well as the required communications. Additional one-on-one
meetings may be scheduled separately to discuss the scope and approach of the audit.

Staff's Recommendation:
This is an information item.

Budget Impact Budgeted (vn):N Amendment (vN): N Amount for Requested Approval:
Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted):
N/A

Full account coding (internal AP purposes only): = - - Project No.:
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Prior Board Action:

On March 16, 2016, the Board approved Contract Numbers 4600002079, in the amount of
$100,820, and 4600002081, in the amount of $12,450 with Lance, Soll and Lunghard, LLP, to
provide Annual Financial and Single Audit Services for the Inland Empire Utilities Agency and
the Chino Basin Regional Financing Authority for the three fiscal years ending June 30, 2016,
2017 and 2018 with options for an additional two fiscal years. The first option for an additional
year was exercised on November 5, 2018.

Environmental Determination:
Not Applicable

Business Goal:

The annual financial statement audit of the Agency is a requirement per the Agency's approved
Fiscal Ordinance and other regulatory requirements and is consistent with the Agency’s
Business Goals of Fiscal Responsibility, Workplace Environment, and Business Practices by
ensuring that the financial audit evaluate and promote a strong control environment and assist
management in achieving organizational goals.

Attachments:

Attachment 1 - Communication Letter - LSL

Board-Rec No.: 19129
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May 21, 2019

To the Honorable Chair and Members of the Board
Inland Empire Utilities Agency, California

We are engaged to audit the financial statements of each major fund, and the aggregate remaining fund
information of the Inland Empire Utilities Agency (Agency), the financial statements of the Chino Basin
Regional Financing Authority (Authority) and the Single Audit for the year ended June 30, 201S.
Professional standards require that we provide you with the following information related to our audit. We
would also appreciate the opportunity to meet with you to discuss this information further since a two-way
dialogue can provide valuable information for the audit process.

Our Responsibilities under U.S. Generally Accepted Auditing Standards, Government Auditing
Standards, and the Single Audit Act Amendments of 1996; and the provisions of the Uniform
Guidance

As stated in our engagement letter, our responsibility, as described by professional standards, is to express
opinions about whether the financial statements prepared by management with your oversight are fairly
presented, in all material respects, in conformity with U.S. generally accepted accounting principles. Our
audit of the financial statements does not relieve you or management of your responsibilities.

Our responsibility is to plan and perform the audit to obtain reasonable, but not absolute, assurance that
the financial statements are free of material misstatement. As part of our audit, we will consider the internal
control of the Agency. Such considerations will be solely for the purpose of determining our audit
procedures and not to provide any assurance concerning such internal control. We are responsible for
communicating significant matters related to the audit that are, in our professional judgment, relevant to
your responsibilities in overseeing the financial reporting process. However, we are not required to design
procedures specifically to identify such matters. We will also consider internal control over compliance with
requirements that could have a direct and material effect on a major federal program in order to determine
our auditing procedures for the purpose of expressing our opinion on compliance and to test and report on
internal control over compliance in accordance with the Uniform Guidance.

As part of obtaining reasonable assurance about whether the Agency’s financial statements are free of
material misstatement, we will perform tests of its compliance with certain provisions of laws, regulations,
contracts, and grants. However, providing an opinion on compliance with those provisions is not an
objective of our audit. Also in accordance with Uniform Guidance, we will examine, on a test basis, evidence
about the City’'s compliance with the types of compliance requirements described in the
U.S. Office of Management and Budget (OMB) Compliance Supplement applicable to each of its major
federal programs for the purpose of expressing an opinion on the City’s compliance with those requirements.
While our audit will provide a reasonable basis for our opinion, it will not provide a legal determination on
the City’s compliance with those requirements.

We are responsible for communicating significant matters related to the audit that are, in our professional
judgment, relevant to your responsibilities in overseeing the financial reporting process. However, we are
not required to design procedures specifically to identify such matters.

“_ PrimeGlobal

An Association of
Independent Accounting Firms

203 N. Brea Blvd., Suite 203 | Brea,CA92821 | Phone: 714.672.0022




LSL

To the Honorable Chair and Members of the Board
Inland Empire Utilities Agency, California

Generally accepted accounting principles provide for certain required supplementary information (RSI) to
supplement the basic financial statements. Our responsibility with respect to the management'’s discussion
and analysis, the schedule of changes in net pension liability and related ratio, the schedule of employer
contributions related to pensions, schedule of change in net OPEB liability and related ratios which
supplement the basic financial statements, is to apply certain limited procedures in accordance with
generally accepted auditing standards. However, the RSI will not be audited and, because the limited
procedures do not provide us with sufficient evidence to express an opinion or provide any assurance, we
will not express an opinion or provide any assurance on the RSI.

We have been engaged to report on the combining and individual fund statements which accompany the
financial statements but are not RSI. Our responsibility for this supplementary information, as described by
professional standards, is to evaluate the presentation of the supplementary information in relation to the
financial statements as a whole and to report on whether the supplementary information is fairly stated, in
all material respects, in relation to the financial statements as a whole.

We have not been engaged to report on the introductory and statistical sections which accompany the
financial statements but are not RSI. Our responsibility with respect to this other information in documents
containing the audited financial statements and auditor's report does not extend beyond the financial
information identified in the report. We have no responsibility for determining whether this other information
is properly stated. This other information will not be audited and we will not express an opinion or provide
any assurance on it.

Planned Scope and Timing of the Audit

An audit includes examining, on a test basis, evidence supporting the amounts and disclosures in the
financial statements; therefore, our audit will involve judgment about the number of transactions to be
examined and the areas to be tested.

Our audit will include obtaining an understanding of the entity and its environment, including internal control,
sufficient to assess the risks of material misstatement of the financial statements and to design the nature,
timing, and extent of further audit procedures. Material misstatements may result from
(1) errors, (2) fraudulent financial reporting, (3) misappropriation of assets, or (4) violations of laws or
governmental regulations that are attributable to the entity or to acts by management or employees acting
on behalf of the entity. We will generally communicate our significant findings at the conclusion of the audit.
However, some matters could be communicated sooner, particularly if significant difficulties are
encountered during the audit where assistance is needed to overcome the difficulties or if the difficulties
may lead to a modified opinion. We will also communicate any internal control related matters that are
required to be communicated under professional standards.

We expect to issue our report on approximately December 15, 2019.

This information is intended solely for the use of the governing board and management and is not intended
to be, and should not be, used by anyone other than these specified parties.

Very truly yours,

m%i,,‘ézmw;%@
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( Inland Empire Utilities Agency
A MUNICIPAL WATER DISTRICT

- e
Date: June 19, 2019

To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit
Committee: Audit 06/10/19

Manager Contact: Tem élq’c}}ng’igﬁﬁ“

Subject: Board of Director's Travel and Conference Expenses

Executive Summary:

In response to the Board's request at the March 20, 2019 Board of Directors Meeting, Internal
Audit (IA) performed a review of Directors Travel and Conference Expenses and related
guidelines and policies. The review included summarizing Board spending over the previous
five years and surveying other public agencies to gather comparable information about "best
practices". The complete report is attached.

In response to an additional request, IA provided a detailed analysis of expenditures and copies
of the Agency's relevant resolution and policies. This is included in the report as Exhibit C.
If the Board desires additional controls, IA provided suggestions on page 6 of the initial report,
some which have been adopted by other agencies surveyed:
1. Consider establishing a "prior-to-conference" approval process.
2. Consider establishing a list of potential organizations, conferences and meetings that are
important and beneficial to the Agency, where Board representation is desirable.
3. Consider establishing guidelines (minimum and/or maximum) for the number and cost of
events to be attended per Board member.
4. Consider adopting IRS guidelines for per-diem reimbursements.
5. Consider having General Counsel review the Board Handbook regularly.

Staff's Recommendation:

This is an information item for the Board of Directors to receive and file.

Budget Impact Budgeted (vn):Y Amendment (vN):Y — Amount for Requested Approval:
Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted):
N/A

Full account coding (internal AP purposes only): - - - Project No.:
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Prior Board Action:

On June 20, 2018, the Board approved the A Annual Audit Plan. The Board of Directors Travel
and Conference Expenses review was not included in the Annual Audit Plan. It is considered a
Special Project as described in the quarterly Status Report as: "Special Projects can be short or
long-term projects . . . requiring setting aside or delaying work on scheduled audit projects. The
scope of the review is not generally known, and the work must be handled with the highest
degree of confidentiality and care." Audit guidelines require IA be responsive to these requests.

Environmental Determination:
Not Applicable

Business Goal:

The Board of Directors Travel and Conferences Expenses report is consistent with the Agency’s
Business Goals of Fiscal Responsibility, Workplace Environment, and Business Practices by
providing independent evaluations and audit/consulting services of Agency activities and
making recommendations to foster a strong ethical and internal control environment, evaluate
processes and make recommendations to improve efficiencies, safeguard assets and assist
management and the Board in achieving organizational goals and objectives.

Attachments:

Attachment 1 - Board of Director's Travel and Conference Expenses report

Board-Rec No.: 19136
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DATE: May 16, 2019
TO: The Honorable Board of Directors
CC: Shivaji Deshmukh, General Manager
Jean Cihigoyenetche, General Counsel
T Tergo s (0.2 land s

FROM: Teresa V. Velarde
Manager of Internal Audit

SUBJECT: Board of Director’s Travel and Conference Expenses

Audit Authority & Scope

This report is in response to the March 2019 Inland Empire Utilities Agency (IEUA or
Agency) Board of Directors’ request for a review of Directors Travel and Conference
Expenses and related guidelines and policies. IA performed the review, which included
summarizing Board spending over the previous five years and surveying other public
agencies to gather comparable information about "best practices”. The survey results are
attached to this report.

This review focused only on evaluating the policies that guide travel and conference
attendance for Board members. The Board of Directors’ compensation for attendance at
meetings and the types of meetings attended was not evaluated in this review. Meal
and/or other expenses incidental to those meetings were not reviewed, nor were regular
monthly mileage reimbursements and other related business expenses.

Background Information

The State of California has established regulations through the California Water Code in
Sections 71255 and 20202 and Assembly Bill 1234 requiring public agencies to enact
policies for director compensation and reporting of reimbursement of expenses.

The IEUA Board of Directors has established policies and resolutions that provide
guidelines to comply with the State requirements. The policies and resolutions are
included in the Board of Directors’ Handbook, a two-volume guide for Directors which
contains information about the Agency along with those Agency policies and other
information.

The Board of Directors Handbook, Volume 2, also includes resource material including:
Guidelines for Conduct and AB1234, A Primer for Public Water Agency Officials, 2006
Update, which is published by the Association of California Water Agencies (ACWA).

Water Smart - Thinking in Terms of Tomorrow

Paul Hofer Jasmin A. Hall Kati Parker Michael Camacho Steven J. Elie Shivaji Deshmukh
President Vice President Secretary/Treasurer Director Director General Manager
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Board of Director’s Travel and Conference Expenses

At the March 2019 IEUA Board of Directors meeting, Board members requested a review
of the IEUA Board of Directors travel and conference expenses and the related policies
and guidelines. |A performed the review with approval from the Audit Committee Chair.

The comments, questions and requested information included:

Is there a need for more transparency?

How are travel/conferences approved?

How are expenses budgeted and what goes into that budget?
What guidelines are in place and are those guidelines up to date?
What are other agencies doing?

IA performed the following audit procedures:

Obtained and reviewed the IEUA policies currently in place

Compiled the expenses over the past five years

Gathered survey responses from other public agencies

Evaluated other controls that might be considered by the Board for adoption

IEUA Ordinances and Policies Currently in Place
The information and/or guidelines about Board of Directors Travel and Conference
Expenses, are included in Volume 2 of the Board of Directors’ Handbook and include:

Ordinance No. 107, adopted by the IEUA Board Directors on May 15, 2019,
establishes Compensation/Benefits and authorizes reimbursement of expenses
for the Board of Directors and their appointed representatives to meetings and
conferences, including the MWD Board and describes the compensable meeting
types. It authorizes reimbursements pursuant to Water Code Section 71255 and
20202 and requires compliance with Agency Policies A-37 and A-77.

Agency Policy A-37 Reimbursement for Attendance at a Conference, Seminar or
Meeting, last revised 7/24/2015. This policy applies to all Agency employees, and
Board Members. The purpose of the policy is to establish guidelines for expense
reimbursements for attendance at a conference, seminar or meeting. The
guidelines include procedures for approval of expenses for accommodations,
transportation, registration, per diem, etc.

Agency Policy A-77 Board of Directors Expense Reimbursement Policy, last
revised 3/16/2015. This policy applies only to the Board of Directors. It establishes
the procedure for submitting expense reimbursement requests for attendance at a
conference, seminar or training. It also provides information about compliance with
Government Code Sections 53232, 56232.1, 53232.2 and 53232.3 and
amendments provided through Assembly Bill 1234.
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Board of Directors Budget

To account for all expenses, the Agency’s financial system includes separate accounts
for Board compensation and payroll taxes, health care expenses, meeting expenses,
Agency service awards and a variety of other miscellaneous office and administrative
expense categories. It also includes an account called “Directors Expense” that tracks
travel and conference expenses. An amount of $50,000 has been budgeted annually in
each of the previous 5 years for “Directors Expense”. Actual spending averaged
approximately $21,000 per year. In summary, of the $50,000 budgeted every year,

approximately 40% has been used by all directors combined for travel, conference and
related expenses.

As part of the Agency’s biennial budget process, all Agency departments are required to
prepare the “Conference Training Travel Budget Form” to itemize the expenses for each
type of training/conference for the employees in the department that are planning or
anticipate attend in the next fiscal year. Documenting the “Conference Training Travel
Budget Form” provides a basis and justification for the budgeted amount and serves as
a planning tool for the budget about the types of training, conferences and related travel
expenses expected to be incurred. Currently, the same process is not required for
budgeting Board of Directors travel and conference expenses.

Summary of Board Expenses Over the Past Five Years
The “Directors Expense” which tracks Board conference and travel expenses, amount to

approximately 10% of the total expenditures related to the Board of Directors expenses
(see all expenses below). IA compared the expenses for travel and conferences to all
other expenses related to Board of Directors’ expenses, for comparative purposes:

Board of Directors Spending by Category and Year

CATEGORY 2018 2017 2016 2015 2014
Directors Expense Account
Conference & Travel Expenses
(Breakdown & details in next table, next page) $ 22,705 $ 23,824 $ 20,649 $ 17,256 $ 19,781
Meeting Compensation & Payroll Taxes ‘ $115,854 $ 87,099 $ 72,759 $ 99,199 $ 80,633
Healthcare $79,174 $ 56,269 $ 85,599 | $125,727 $ 86,990
Other Board Related Expenses (incl. Reg. Policy
Comp, etc. & meals for Board/other mtgs) $11,184 $ 10,780 $ 8,554 $ 7,085 $ 4,782
Mileage - Monthly reported $ 6,959 $ 6,056 $ 4,336 $ 5,775 $ 5921
Service Awards & other Administration
(Included in Board accounts) $ 5,131 $ 4,799 $ 4,757 $ 5,425 $ 3,685
TOTALS $241,007 $188,828 | $196,654 $260,468 | $201,792
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Directors Expense Account
Conference and travel expenses (details)

CATEGORY 2018 2017 2016 2015 2014
Conference Registrations and Fees $ 7,909 | $ 6,506 | $7,552 $ 6,075 $ 7,485
Lodging $ 8796 | $ 7,988 $ 6,726 $ 5,793 $ 6,988
Airfare ] $ 3,350 | $ 4,939 $ 3,238 $ 2,832 $ 3,115
Car & Transportation $ 1,984 | $§ 3,502 $ 2,426 $ 2,028 $ 1,555
Meals & per diem $ 667 $ 889 | $§ 706 $ 529 $ 637
TOTALS $ 22,705 $ 23,824 $20,649 $ 17,256 $ 19,781

Survey Responses from Other Public Agencies

IA requested information about Board Member travel and conference expense practices
and policies from other public agencies. The request was made through the California
Society of Municipal Finance Officers (CSMFQO). When available, IA also made phone
calls and reviewed the Administrative Manuals of some comparable agencies. A total of
11 results were compiled from entities that included a City, a Parks District, a Fire
Protection District and 8 Water and/or Wastewater Agencies:

Beaumont-Cherry Valley Water District
Central Contra Costa Sanitary District
City of La Quinta

Cucamonga Valley Water District

East Bay Regional Park District
Eastern Municipal Water District
Moraga-Orinda Fire Protection District
San Diego County Water Authority
San Gabriel Basin Water Quality Authority
West Valley Sanitation District
Western Municipal Water District

O O 0O O O 0O 0O O 0 0 O

The following survey questions were asked:

1. How is travel for conference and seminars approved or pre-approved or is it approved after? Who
approves it?

2. How do Board members select the conferences or training they want to attend? Are there any
restrictions to what they can select?

3. Are Board members limited to the number, dollar amount or types of Conferences and/or Seminars
they may attend per year? If so, what limits are established?

4. Is there a budget for Board Member travel and conference expenses set by the agency or district or
city for the year? If so, how much is it? Is it per Board Member or in total for all members?

5. Are Board Members required to follow per diem guidelines or limits for meal expenses? If so, what
are they? If not, are there any other limits or parameters set for any other expenses?
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Exhibit A (attached) summarizes the results of all the responses and provides
suggestions for the Board’s consideration and Exhibit B (attached) provides a compilation
of the information from the individual agencies.

The surveys noted:

All of the Agencies included in the survey have travel, conference and/or expense
reimbursement policies, many of which are directed to everyone at the Agency,
both employees and Board members. This is similar to IEUA’s Agency Policy A-
37 which applies to all Agency employees and Board Members and describes how
reimbursements should be submitted.

Seven of the eleven Agencies require approval in advance, either through the
budgeting process or through the Board agenda for at least some forms of travel
or conferences. That approval is obtained before the conference/training is
attended. IEUA requires that regular Agency employees obtain prior approval from
“their department manager and executive manager prior to attending a conference,
seminar or meeting and also requires that staff submit details of anticipated travel
and conference attendance as part of the budgeting process. For IEUA Board
members, there is no advance notification requirement.

One Agency restricts conference attendance to California Association of Sanitation
Agencies (CASA) conferences, but five Agencies have some form of guideline,
either by providing a recommended list or by restricting attendance to a particular
organization or a maximum number of conferences or by including a policy
statement about the conference addressing “topics related” to the industry. |IEUA
does not have a policy in place to restrict conference attendance nor that sets a
maximum number of conferences per year. IEUA follows the Water Code and
AB1234 that provides a limit of 12 events per year.

All the Agencies surveyed establish a budget for conference attendance. |IEUA
budgets $50,000 annually for “Directors Expenses”. The amount budgeted has
not changed over the 5-year period reviewed. -

Per diem* guidelines vary by organization; some use the IRS approved limits; one
Agency has a daily maximum of $75 for meals, another of $80 and another has a
daily maximum of $500 for food, lodging and incidentals. IEUA’s policy states that
a “$50 per diem rate guideline has been established for Agency employees” which
includes meals and other miscellaneous expenses.

* The Agency has a per diem guideline of $50 for Agency employees (for advance of funds) for travel/related
expenses for attendance at conference, seminar of meeting, to be used for meals and other miscellaneous
expenses, expenses are fully reimbursed with supporting documentation. Employees shall be reimbursed a
maximum of $50 per day for meals with supporting receipts.

In accordance with State law, all Agencies require an oral report at the next Board
meeting following conference attendance. IEUA’s Policy includes this requirement.
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Additional Controls for the Board to consider

If additional controls for travel/conference expenses are desired, the IEUA Board of
Directors may want to consider the following additional controls and guidelines, or others
suggested by the Agency’s General Counsel:

o Consider establishing a “prior-to-conference” approval process, either as part of
the budgeting process before the beginning of the fiscal year, or periodically, or
on an event by event basis. This would ensure Board members are made aware
of conferences each of the other Board members are planning to attend.

e Consider having the Board, along with the General Manager and/or Executive
Management work together to establish a list of potential organizations,
conferences and meetings that are important and beneficial to the Agency and
plan for attendance at the event.

¢ Consider establishing guidelines (potentially a minimum and/or maximum) for the
number of conferences and events that Board members are expected and/or
encouraged to attend and a range of spending on conferences and events per
Board member.

e Consider adopting IRS guidelines for meal reimbursements Agency-wide. These
may be adjusted annually or periodically.

e Consider having General Counsel review the Board of Directors Handbook
annually or at a minimum every two years to ensure all documents are up to date,
specifically with regard to legal requirements. |A is available to assist with the
review for Agency-wide policies and other pertinent information.

IA extends its appreciation to the Finance and Accounting department, Agency
Management, and IEUA’s General Counsel for their assistance during this review. Please
contact Teresa Velarde, Manager of Internal Audit at 909-993-1521 for additional
information or details related to this report.

The Board of Director's Travel and Conference Expenses Review of policies and
guidelines is consistent with the Agency’s Business Goals of Fiscal Responsibility,
Workplace Environment, and Business Practices by ensuring that IA’s evaluations
provide suggestions that foster a strong internal control environment, transparency in
business practices to mitigate risks and assist in the achievement of organizational goals
and objectives.

This review is also aligned with the responsibilities documented in the Internal Audit
Department Charter, as approved by the IEUA Board of Directors.

TV:ps
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Exhibit A — Survey Summary
Board of Directors Travel, Conferences and Expenses Policies and Practices

Survey Question

IEUA

Summary of Survey Responses
from 11 Agencies

Additional guidance to consider

How is travel for conferences
and seminars approved or
pre-approved or is it
approved after? Who
approves it?

No pre-approval requirement
for Board members.

Receipts are submitted to the
Board Secretary for
reimbursement.

7 of 11 responses require
approval in advance for at least

certain types of events, remainder

are less formal.

Consider establishing a prior-
approval process either as part
of the budget process or before
the beginning of the fiscal year
on before each event.

How do Board members
select the conferences or
training they want to attend?
Are there any restrictions to
what they can select?

No specific guideline
mentioned in the policies;
Ordinance provides
compensation for
“conference related to
Agency business” not
exceeding three days [for
compensation].

8 of 11 have a stipulation
requiring water or wastewater
connection; 2 of the 8 have a
recommended list or a restriction
to a specific organization; 3 of 11
are informal based-on Board
member interest

Consider planning ahead the
various conferences along with
the GM and/or Executive
management to list all possible
conferences and determine
those that are
important/beneficial to the
Agency.

Are Board members limited
to the number, dollar amount
or types of Conferences
and/or Seminars they may
attend per year? If so, what
limits are established?

No specific guideline
mentioned in the policies;
Policy A-37 states: “directly
beneficial to the Agency”;
Ordinance provides
compensation for
“conference related to
Agency business” not
exceeding three days [for
compensation].

7 of 11 responses mention a
budget for the overall Board for
conference expenses, 1 Agency
has a limit per Board member.
Several mention the limit on
monthly compensated meetings.

Consider establishing
guidelines.

Is there a budget for Board
Member travel and
conference expenses set by
the agency or district or city
for the year? If so, how
much is it? Is it per Board
Member or in total for all
members?

Yes, Agency budget for
“Directors Expenses”
account #510032 has a
budget amount of $50,000
per year for Director
expenses per fiscal year not
including regular meeting &
mileage expenses.

7 of 11 mention a budget. 4
Agencies provided an amount for
the fiscal year ranged from a low
of $2,500 total to a high of
$25,000 total. 7 Agencies did not
provide a budget amount.

Consider establishing
guidelines.

Are Board Members required
to follow per diem guidelines
or limits for meal expenses?
If so, what are they? If not,
are there any other limits or
parameters set for any other
expenses?

Not specific mentioned in
Policy A-77, only alcohol is
not allowed. Employee
Policy A-37 provides limit of
$50 per day with suggested
limits of breakfast $10; lunch
$15; dinner $25. Ordinance
says Board should follow
Agency reimbursement
policies.

All have limits, examples include

IRS limits, $80 per day and “limits

set by a policy”. One Agency
allows up to $500 per day to
cover lodging, meals and
incidentals.

Keep the current rates or
consider adjusting to IRS
guidelines and revising
periodically.
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Exhibit B — Comparable Survey with External Organizations
Board of Director’s Travel and Conference Expenses
Are Board members Is there a budget for
. I Board Member travel Are Board Members
How is travel for How do Board members limited to the number, i .
and conference expenses | required to follow per diem
conference & select the conferences or dollar amount or types Fi G
. At set by the agency or guidelines or limits for meal
seminars approved training they want to of Conferences and/or Syt 5
. . district or city for the expenses? If so, what are
or pre-approved or is | attend? Are there any Seminars they may - .
. o year? If so, how muchis | they? If not, are there any
it approved after? restrictions to what they attend per year? If so, | : . i AT
. Pl it? Is it per Board other limits or parameters
‘Who approves it? can select? what limits are .
established? Member or in total for set for any other expenses?
: all members?
. . . Not mentioned; Policy Not mentioned in Policy A-
ko meqtl_o norg t{ldance 0 A-37 states: “directly ',‘,‘g ency budget for . 77, other than no alcohol.
Pre-approval not the policies; Ordinance beneficial to the Directors Expenses Employee Policy A-37
required for Board. provides compensation for Agency”: Ordinance account #510032 has a . oei d': s limit o)fl $50 per da
IEUA Receipts are “conference related to %w. d}e, s’ total amount of $50,000 e/ ith suagested limi tspo £ y
submitted to Board Agency business” not I::;m nsation for for all Director expenses brea kfai? $10; lunch $15:
Secretary for exceeding three days; “co n’;:r ence related to not including regular dinner $25 O; dinance s;ys
reimbursement Policy A-37 states: “directly Agency business” not meeting & mileage Board f olh;ws Agency
beneficial to the Agency exceeding three days. SXpEnSes: reimbursement policies.
Must have a water nexus.
Directors must be informed of
& familiar with . . . water
district law . . . and about
No pre-approval national, statewide, and local L
Wes}e_rn requirement for Board water and wastewater o limite;, other than thely The maximum allowable
Municipal are only compensated
members. Receipts programs and issues. Each i No budget set pursuant to an IRS
Water for up to 10 meetings a
District are submitted for member of Board of Directors month Accountable Plan.
reimbursement is encouraged to participate in :
those outside organizations
that in the judgment of the
Board further the interests of
the District.
Board member can be
compensated for educational
seminars conducted by . e
Eastern No pre-approval various organizations on Can be compensated for L\l: ;émégc:]lg ea g;n*nrlztr::g\tleed Up to $500 per day for
Municipal requirement noted in topics related to water and up to 10 meetings a for . to 10 meetings a Ioz ing. meals anc)il
Water the District's admin wastewater issues. May also month and no more than mont% and no m oreg than inc%egt,als
District code be compensated for nonprofit one per day one per da :
& service club meetings if Y
advance approval of Board
obtained.
Must be included on Board members communicate
the District's "Calendar | their interest in attending an . - Reimbursed for actual meal
Cucamonga of Events" for approval event to the Executive Can be compensated for L\lgct‘;o%r;ilg : gror1r-:1nlztr:2tal\tl: 4 | expenses including taxes and
V:"e Wa%er on the Consent Assistant who then includes it | up to 10 meetings a for u . t 10 meetinp & gratuities for up to $80 per
Distrizt Calendar of the Board on the Calendar of Events and | month and no more than montF;\ and no mor g than day. Reimbursed for
Meeting Agenda for should be "in the performance | one per day one per da expenses for authorized
approval prior to the of their official duties as a Y- business of the District.
event representative of the District"
List of authorized
meetings and
) organizations included Self-select; for events not Not found in administrative
gzz n?lego in the policy. For specifically mentioned in the Sartlobfoc;rggt(ia: s: taed fer code. Can be compensated | $65 per day/$80 for high cost
Wat ry organizations & policy Policy, need prior m‘:: nth and no n?ore than for up to 10 meetings a cities and actual expenses of
A:,'d% rits events not specifically authorization from Board one per da month and no more than the event
Y named, authorization Chair p Y one per day.
from Board Chair
required in advance
They make their selections &
those are compiled into a :
Central caioc;xé?lzn;tfgrreenﬂ::rB’:a;ctii;o Iisgs ars o limits on Yes, there is a budget for ;;sgef'?x: &SIYZ?#E"::EG
Cintra Certain dollars for bZ?ore the bud get earestartg the number of eacl"l ear. It variesgfrom Board is not held to the per
Costa travel are included in They have to b% cl)ésel ’ conferences & seminars, ear t)c; e'a r. There are no meal per diem, they just
Sanitary the budget each year to rel atye d to District businyes s but they normally try to }: mits or¥ th e.numb or of cannot go over total for day. If
— start ! stay within a $2,000 cap f they choose, they can utilize
District ;@%R‘;Z‘?no: eﬂ:t:::: are closely for each conference conferences & seminars. entire per diem for dinner for
organizations, so will attend example
those.




Board of Directors Travel and Conference Expenses
June 10, 2019

Page 9 of 9
Is there a budget for
. 1.&re. Beard members Board Member travel Are Board Members
How is travel for limited to the number, . .
How do Board members and conference expenses | required to follow per diem
conference & dollar amount or types . .
R select the conferences or set by the agency or guidelines or limits for meal
seminars approved .. of Conferences and/or o K
training they want to attend? . district or city for the expenses? If so, what are
or pre-approved or AFéithere Al e Seminars they may 0 . o
o y restrictions to year? If so, how muchis | they? If not, are there any
is it approved after? attend per year? If so, | : . o
. what they can select? i it? Is it per Board other limits or parameters
Who approves it? what limits are .
. Member or in total for set for any other expenses?
established?
all members?
g:gir?\:? ;er :j:vz;?g?xaal cr;i?g:r?cltfa Select based on list of Yes, the budget is set Yes. A maximum of $4,000
Quality with policy and approved conference or training | annually during the annually has been set for Limits are set by the policy
Authority budget. which is part of the policy budget process each board member
Board members receive
- expense reimbursement
Only CASA related conferences | & $150 per day for t’\ll:; i(z[daggoi:ng,azggli)ar:ly
West Valley | The Board approves ?.Le offired to\:ﬁ.a ': mer?: SIS. atter:ndlng %ogference, board’s interest to attend Follqws trat\lf‘elt pqllllcg/ - The
Sanitation in advance as an ey choose which one they maximum © gays per conferences. $150 per day maximum tnat wil be
District agenda item want to attend. Board's month including board for attending conference reimbursed for meals in one
9 conference attendance is low to | meetings. Upon return, maximum 69 davs per mo‘nth day is $75, including gratuity.
none in recent years. the member is to for board me eﬁ);s 2
complete certificate & 9
\ expense report
Any Board member can
recommend, or District Staff
recommends, then taken to the P
gzaumont Taken to Board, | Board meeting to see if Board No. Ll.mltatlon is based Yes. $10,000 total'fo'r a{l Yes, they have a per diem. No
erry Board approves (note: | . f on their annual budget board members. Limitation o
Y is interested and approved if ) : " restrictions on meals other
alley Water | Per manual approved e ) and board member's is based on their annual
District by Board in advance) needed. District must benefit availability budget than no alcohol
from information or education ’ ’ i
obtained by the Board member
attending.
Moraga- . Yes, they have to comply with
Orinda Fire Yes Board chooses. Has to comply All can attend. Has to Yes, $2,500 total for the the Policy. Elected officials
Protection with Policy comply with Policy board are required to submit receipts
District for food purchases
Policy addresses
approvals; basically, if | Not aware of restrictions as to A total budget for entire There is a total budget. There are meal limits in the
it involves overnight what they can attend, & as far department. This year it This year it is $25,000. It policy that must be followed
travel it must be as | know they can select for is $25,000. Includes includes travel for all 5 by everyone, including council
City of La approved in advance themselves; but again, if it is travel for all 5 members members of Council, as members & do require
Quinta by Council (for going to involve overnight of Council & well as sponsorships like detailed itemized receipts for
anyone-even travel, they have to be ready to sponsorships like buying | buying a table at a all meals.-Have rejected travel
themselves). These justify it at a public meeting if a table at a luncheon of luncheon of local expenses for people who
items go as consent they get asked. local organizations organizations cannot provide receipts
calendar items.
Board resolution is
initiated by Clerk of As part of annual budget, a
the Board for out of cumulative lump sum is
state travel. It must be designated for such
approved in advance purposes not for each
by majority of Board in individual. Also, a Board
open session. Local | am not sure if they are Contingency Fund at a set
East Bay travel/meetings do not | It is relevant to District am ure It tney a amount annually that Board
Regional have much formality activities, and the Board Lzset':ﬁzgfl: dbeehr:\é?\tt 2?(; members decide how to éii’tf)ogowrésesa ("?;il;ederal
Park District | for prior approval. members express their interest are ve fjru gal allocate. Contingency fund -) app :
Board members rytrug amounts are always for
attend as they deem relevant District purposes
appropriate. If (never seen it used for
necessary, receive travel expenses). They use
mileage & attendance their judgement and are
fee at pre-set very frugal.
amounts
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6075 Kimball Avenue  Chino, CA 91708
Inland Empire Utilities Agency P.O. Box 9020 « Chino Hills, CA 91709
TEL (909) 993-1600 ¢ FAX (909) 993-1985

A MUNICIPAL WATER DISTRICT www.ieua.org

N

DATE: May 22, 2019

Additionai Information
RE: Board of Director’s Travel and Conference Expenses

Attached, is additional detailed analysis of the Board of Director's (Board) Travel and
Conference Expenses that is supplementary information to the Internal Audit
Department’s report on Board Travel and Conference Expenses.

The Internal Audit Department is available to provide additional information, details and/or
respond to any other questions regarding this topic. Please contact Teresa Velarde at
909-993-1521, for any questions.

Water Smart - Thinking in Terms of Tomorrow

Paul Hofer Jasmin A. Hall Kati Parker Michael Camacho Steven J. Elie Shivaji Deshmukh
President Vice President Secretary/Treasurer Director Director General Manager




INLAND EMPIRE UTILITIES AGENCY
SUMMARY OF ANALYSIS OF BOARD OF DIRECTORS
CONFERENCE AND TRAVEL EXPENDITURES

Camacho Catlin Elie Hall Hofer Koopman Parker (blank) Grand Total

2018 $ 2,339 S 6083 § 14,18 $ 16 $ 97 $ 22725
2017 $ 2,017 $ 1877 $ 5852 $ 14,282 S 1 $ 135 S 504 $ 970 $ 25,638
2016 $ 3,167 $ 1,119 $ 6987 S 9,410 $ 20,684
2015 $ 2,707 $ 75 $§ 4453 S 10,092 $ 1,059 $§ 18,387
2014 $ 5291 $ 1,194 $ 4,031 S 9,280 $ 100 S 84 S 19,980
TOTALS $ 15521 $ 4,265 $ 27,407 $ 57,253 § 17 § 235 § 601 $ 2,113 $ 107,413

(blank)  Amounts in this category consist primarily of IEUA logo clothing and/or Director Portraits

BOARD MEMBER CONFERENCE AND TRAVEL EXPENDITURES
General notes about approach to reviewing the amounts and types of events.
In order to determine the nature and types of conferences attended, IA:

1 Reviewed the account description "Registration” for all amounts in excess of $100
to determine the event sponsor.

2 Scanned the "Director Expense" accounts for any other significant expenditures
for events such as "summits", "meetings" and similar descriptions
to provide context for other travel. The analysis was not exhaustive and IA
did not review all invoices and/or other original documentation in all cases.

3 Items noted with "From expense review" were items that were noted
during the scanning process.

4 1A also reviewed other accounts in the Board of Directors budget heading to
add-back into the conference and travel category items that were included elsewhere,
but related to conferences and travel. This review also did not
include all invoices and/or other original documentation in all cases,
so there may be other items not noted.

5 1A noted a small number of items in the "Directors Expense" category that
could have been classified elsewhere, but IA did not move any expnditures
out of this category. So, some items such as "Director Portraits",

"IEUA logo clothing" and items that might have been characterized as "sponsorships"
or "contributions" are included in this analysis.




| 2018 INLAND EMPIRE UTILITIES AGENCY
Analysis of Board of Directors Conference and Travel Expenditures

Camacho Elie Hall Hofer Parker Grand Total
Airfare $ 524 $ 1,529 § 1,297 $ 3,350
Car Rental $ 160 $ 195 $ 355
Conference $ 8 $ 8
Event $ -
Flowers $ -
Gasoline $ 20 $ 20
Lodging $ 501 $ 1,876 $ 6,329 $ 8,796
Meals $ 307 $ 360 $ 667
Mileage $ 79 273 $ 407 $ 687
Parking $ 22§ 190 $ 212 20 $ 444
Photos $ -
Registration $ 1,175 $ 1,572 $ 5,061 77 $ 7,885
Toll Roads $ 8 $ 8
Tour $ -
Training 16 $ 16
Transportation $ 20 $ 169 $ 302 $ 491
Uniform $ -
Grand Total $2,339 $6,083 $14,189 $16 $97 $22,725
CONFERENCES BY BOARD MEMBER:

Association of

California Water OC Summit State of the Region

Agencies

Association of
California Water
Agencies

National Water
Policy DC

CA Water Policy

Holiday Home Tour
Program (s/b

contributions)

Water Reuse

Association of
California Water
Agencies

Association of
California Water
Agencies

From Expense
Review: Water
Now Committee,

L_Urban Wtr Conf.

Association of
Women in Water,
Energy and
Environment

California
Association of
Sanitation Agencies




2017

INLAND EMPIRE UTILITIES AGENCY
Analysis of Board of Directors Conference and Travel Expenditures

Camacho Catiin Elie Hall Hofer Koopman Parker (blank) Grand Total
Airfare S 518 $ 518 $ 3,147 S 756 $ 4,939
Car Rental S 288 S 288
Conference S 745 S 745
Event S 107 S 113 $ 220
Flowers S 135 S 135
Gasoline S 15 S 15
Lodging S 727§ 581 $ 1,034 $ 5,646 S 7,988
Meals S 30 $ 114 S 745 S 889
Mileage S 8 S 66 $ 822 S 896
Parking S 33§ 126 $ 373 S 532
Photos $ 472 S 473
Registration S 657 $ 715§ 344 $ 4,013 S 32 S 5,761
Toll Roads $ -
Tour S -
Training S -
Transportation S 907 $ 879 $ 1,786
Uniform $ ~ 970§ 970
‘Grand Total s 2,017 $ 1877 $ 5852 S 14,282 $ 135 $ 504 S 970 $ 25,638
CONFERENCES BY BOARD MEMBER:
N of of American Academy
Califomia Water Califomia Water DfE;gIr;eevs and Grow Ri Director Portraits
Agencies Agencies Scientists
R:"::MEé::z) sr:ia From Expense Association of
Special Districts Review.s aI.ceg Mtg- Cali;omia )IVater
Association gencies
From Expense | American Academy
Review: Califomia } of Environmental
Special Districts Engineers and
Association Scientists

From Expense
Review: WaterNow
Alliance Summit

CA Water Policy

Acad

N o A: iation of
of Environmental | - ¢ 2jitomia Water
Engineers and Agencies
Scientists 9
From Expense S N
. California Special
Review: Leg Mtg~ |y ivicts A i
Sac
ffom Expense Califomia

Review: Califomia
Special Districts
Association

Association of

From Expense
Review: WaterNow
Alliance Summit




| 2016 INLAND EMPIRE UTILITIES AGENCY
Analysis of Board of Directors Conference and Travel Expenditures
Camacho Catlin Elie Hall Grand Total
Airfare $604 $1,884 $750 $3,238
Car Rental $260 $407 $668
Conference $1,119 $1,119
Event
Flowers
Gasoline $10 S0
Lodging $773 $2,241 $3,712 S0
Meals $81 $299 $326 $10
Mileage $544 $143 $332 $6,726
Parking $158 $252 $706
Photos
Registration $1,165 $1,731 $3,537 $1,020
Toll Roads
Tour $25 $410
Training
Transportation $271 $58 S0
Uniform S0
Grand Total $3,167 $1,119 $6,987 $9,410 $20,684
CONFERENCES BY BOARD MEMBER:
American Water Works :;:;iiggﬁn;ec':ﬁ}x:; OC Water Summit Association of California

Association

Water Agencies

Water Agencies

Association of California
Water Agencies

From Expense Review:
Annual Awards Dinner -
Cal State

California Association of
Sanitation Agencies

Association of California
Water Agencies

California Association of
Sanitation Agencies

Association of California
Water Agencies

American Association of
Blacks in Energy

From Expense Review:
Leg Mtg - DC

Association of California
Water Agencies

From Expense Review:
Digtn - SAC

American Association of
Blacks in Energy

From Expense Review:
Witr Agencies IE Leg

Recptn

California Association of
Sanitation Agencies




[ 2015 INLAND EMPIRE UTILITIES AGENCY
Analysis of Board of Directors Conference and Travel Expenditures
Camacho Catlin Elie Hall (blank) Grand Total
Airfare $1,509 $1,323 $2,832
Car Rental S0
Conference -$300 -$300
Event $50 $50
Flowers S0
Gasoline $21 $21
Lodging $883 $1,120 $3,790 $5,793
Meals $44 $131 $354 $529
Mileage $531 $70 $264 $865
Parking $84 8229 $255 $568
Photos SO
Registration $1,165 $75 $1,340 $3,795 $6,375
Toll Roads S0
Tour S0
Training SO
Transportation $54 $540 $594
Uniform $1,059 $1,059
Grand Total $2,707 $75 $4,453 $10,092 $1,059 $18,387
CONFERENCES BY BOARD MEMBER:
Association of Association of Association of
California Water California Water California Water IEUA Logo Wear
Agencies Agencies Agencies
Association of
California Water Water 101
Agencies

From Expense

Joint: Association of

. California Water
Review: Wir . e et
. Agencies/California
Agencies |E/Orange L
Recp-Leg Recptn Association of
p-ieg PN | sanitation Agencies
From Expense California
Review: Legisltv Association of
Mtg-SAC Sanitation Agencies

Association of
California Water

Agencies

California Special
Districts
Association/SDLA

California Special
Districts Association

California
Association of
Sanitation Agencies




INLAND EMPIRE UTILITIES AGENCY
Analysis of Board of Directors Conference and Travel Expenditures

Camacho Catlin Elie Hall Koopman (blank) Grand Total
Airfare $428 $944 $1,743 $3,115
Car Rental $70 $55 $125
Conference $399 $399
Event $85 $13 $50 $148
Flowers S0
Gasoline s$7 $7
Lodging $1,546 $460 $1,164 $3,819 $6,988
Meals $129 $247 $248 $14 $637
Mileage $605 $56 $262 $923
Parking $120 $24 $136 $105 $385
Photos S0
Registration $1,955 $710 $1,271 $2,625 $100 $70 $6,731
Toll Roads $12 $12
Tour $45 $45
Training $130 $225 $355
Transportation $25 $85 $110
Uniform S0
Grand Total $5,291 $1,194 $4,031 $9,280 $100 $84 $19,980

CONFERENCES BY BOARD MEMBER:

Water Reuse
Conference

Association of
California Water
Agencies

Joint: Association of
Groundwater
Agencies/American
Groundwater Trust

Water Reuse
Conference

Association of
California Water
Agencies

Association of
California Water
Agencies

From Expense
Review: SAC

Legislative Mtg

California Special
Districts Association

Joint: California
Association of
Sanitation
Agencies/Associatio
n of California Water|
|____Agencies |
California
Association of
Sanitation Agencies

Association of
California Water

| Agencies |




ORDINARCE NO. 107

ORDINANCE OF THE INLARND EMPIRE UTILITIES AGENCY, A
MUNICIPAL WATER DISTRICT, SAN BERNARDINO COUNTY,
CALIFORNIA, ESTABLISHING COMPENSATION/BENEFITS,
AND AUTHORIZING REIMBURSEMENT OF EXPENSES FOR
THE BOARD OF DIRECTORS AND THEIR APPOINTED
REPRESENTATIVES TO THE METROPOLITAN WATER
DISTRICT OF SOUTHERN CALIFORNIA BOARD OF
DIRECTORS AND OUTSIDE COMMITTEE MEMBERS

BE IT ORDAINED by the Board of Directors of the Inland Empire Utilities Agency*
(“Agency”) as follows:

WHEREAS, it is recognized that each member of the Board of Directors expends
a considerable amount of time and effort serving on committees and attending meetings
including, but not limited to meetings of the Board of Directors;

WHEREAS, in consideration for the expenditure of time and effort, it is appropriate
to provide reasonable compensation and to authorize reimbursement of expenses for the
Board of Directors, pursuant to Section 71255 of the Water Code; and

WHEREAS, California Water Code Section 20202 provides that the Board of
Directors may adopt an ordinance authorizing compensation for the Directors for a total
of not more than ten (10) days in any calendar month and in an amount in excess of $100
per day, as may be adjusted each year.

NOW, THEREFORE, BE IT ORDAINED by the Board of Directors of the Inland
Empire Utilities Agency* as follows:

Section 1. Compensation. Subject to the limitation of Section 2 of this
Ordinance each member of the Board of Directors shall be compensated for attending:

(a) Regular, special, emergency and adjourned meeting of the Board of
Directors.

(b)  Regular, special, emergency and adjourned meeting of a committee of the
Board of Directors, provided that attendance is as a member of that committee.

(¢) Regular special, emergency and adjourned meeting of a commission,
Board, Joint Powers Authority, or committee, provided that membership on/in such
body has been authorized by the Board of Directors. However, if such member
receives compensation from the body, then the Agency shall compensate the
member only the difference between the current Agency compensation rate and
the compensation paid by the respective body.

(d) A conference related to Agency business provided that such compensation
shall not exceed three days.



(e) Regular, special, emergency and adjourned meetings of a Board or
Committee of the Metropolitan Water District of Southern California provided that
attendance is as a member of that committee.

)] At City Council meetings, other water agency meetings and other
community meetings where the member is requested to attend by the Board
President or General Manager or is making a presentation on the Agency’s behalf.

(9) Meetings with local, state or federal elected officials or staff members that
are related to Agency business.

(h)  Court hearings or other legal proceedings related to Agency business.

(i) Attendance at any meeting provided for under Sections 1.b, ¢, e, and f, shall
also include payment to both the primary representative and the alternate
representative to said body if they both attend said meeting.

G) Training sessions mandated by law including, but not limited to, ethics
training and harassment training.

(k)  Attendance at Agency sponsored events, which are not considered Board
Meetings or committee meetings such as service awards luncheons, leadership
breakfasts, and similar events.

() The Board of Directors may retroactively approve payment for attendance
at any meeting/event attended by a member of the Board, the Agency representive
to the Metropolitan Water District of Southern California, or a committee member
appointed from outside of the Agency by the Board to an Agency committee.

Section 2. Compensation for attendance at a meeting and/or conference as
specified in Section 1, shall not exceed, on a per day basis, that amount of compensation
as established by the Board, regardless of the number of meetings and/or conferences
that are attended on the same day; provided that the total compensable days in a calendar
month shall not to exceed ten days. Attendance shall mean that the Director is present
during not less than seventy five percent (75%) of the duration of the meeting or
conference presentations.

Section 3. Members of the Board of Directors are eligible to enroll in Agency
sponsored group insurance plans available to eligible employees for health, dental, vision,
and life insurance. The benefits allowed to the members of the Board of Directors shall
not be greater than the most generous schedule of benefits being received by any
category of Agency employees.

Section 4. Representatives to the Metropolitan Water District of Southern
California Board of Directors and committee members appointed from outside of the
Agency by the Board to an Agency committee or to MWD shall be paid the current Agency
compensation rate under the same terms and conditions as a Board member.

Section 5. All compensation/benefits provided to members of the Board of
Directors shall be reviewed at a regular meeting of the Board of Directors within the first
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quarter of every year and if changes are approved by a majority vote of the Board said
changes shall become effective at the beginning of the next fiscal year. Currently the rate

of compensation for members of the Board of Directors of the Agency shall be $260.00
per day’s service.

Section 6. Reimbursement of Expenses. Each member of the Board of
Directors, Metropolitan Water District representatives and committee members appointed
from outside of the Agency shall be reimbursed for reasonable out-of-pocket expenses
incurred by such member in performing services rendered pursuant to Section 1, or in
performing services otherwise authorized or ratified by the Board of Directors.
Reimbursement for lodging, conferences and travel expenses shall be in accordance with
Agency Policy A-37 and A-77 as may be amended from time to time.

Section 7. The Directors, Metropolitan Water District representatives and
outside committee members shall be paid based upon a duly executed pay
sheet/expense voucher submitted monthly by the Directors, Metropolitan Water District
representatives and outside committee members to be approved by the President of the
Board of Directors. Said documents shall then be submitted to the Agency’s Executive
Manager of Finance and Administration for review on a monthly basis. In order to receive
payment, each director/representative must submit monthly pay sheets/expense
vouchers within 30 calendar days of the end of the month payment is requested. .

Section 8. Repeal of Prior Ordinances and Resolutions. Ordinance 105 is
repealed as of the effective date of this ordinance and this ordinance shall supersede any
and all other prior ordinances or resolutions in conflict with the provisions hereof.

Section 9. Effective Date: This ordinance shall become effective upon adoption.

ADOPTED, the 15 day of May, 2019.

ATTEST:

Utilities Agency* and of the Board
of Directors thereof

Kati Parker

Secretary/Treasurer of the Inland Empire
Utilities Agency* and the Board of Directors
thereof

*A Municipal Water District
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STATE OF CALIFORNIA )
COUNTY OF )SS
SAN BERNARDINO )

I, Kati Parker, Secretary/Treasurer of the Inland Empire Utilities Agency*, DO
HEREBY CERTIFY that the forgoing Ordinance being No. 107, was adopted at a regular
meeting on May 15, 2019, of said Agency by the following vote:

AYES: Hall, Parker, Elie, Hofer
NOES: Camacho

ABSTAIN: None

ABSENT: None

/(&t-/?dxt-—v—«

Kati Parker

Secretary/Treasurer of the

Inland Empire Utilities Agency* and on
behalf of the Board of Directors thereof

(SEAL)
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Doc Number: A-37
Doc Name: Reimbursement for Attendance at a Conference, Seminar
or Meeting

Revision No: 1 Owner: Finance & Accounting
Effective: 7/24/15

Page 1 of 5

EXECUTIVE SUMMARY

The purpose of this policy is to establish the guidelines for expense reimbursements for attendance at a
conference, seminar or meeting. It is the policy of the Agency that, where budget allocations permit,
authorized employees shall be reimbursed for reasonable and necessary expenses incurred in the
performance of official Agency business when such expenditures are authorized in advance and the
employee’s attendance is deemed to be directly beneficial to the Agency.

This policy is consistent with the Agency’s business goal of Business Practices commitment of applying
ethical, fiscally responsible principals to all aspects of the business and organizational conduct.

REVISION AND APPROVAL HISTORY

REVISED SECTION / RELEASED
REVIEWER PARAGRAPH / PAGE REVISON REVIEW DATE DATE APPROVED
[First Last Name] | Entire Policy XX MM/DD/YYYY MM/DD/YYYY | [First Last Name]
Stephanie Riley Entire Policy 01 7/24/15 7/24/15 Christina Valencia

Draft and Archived/Obsolete revisions are not to be used.
Access AIM system to view current version.
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POLICY

It is the policy of the Agency that, where budget allocations permit, authorized employees shall be
reimbursed for reasonable and necessary expenses incurred in the performance of official Agency
business when such expenditures are authorized in advance and the employee’s attendance is
deemed to be directly beneficial to the Agency.

PURPOSE

The purpose of this policy is to establish the guidelines for expense reimbursements for attendance
at a conference, seminar or meeting.

SCOPE

For the purposes of this policy, “authorized employees” shall include all regular employees and
Board Members, and does not include intern, temporary, or limited-term staff.

DEFINITIONS

None.

PROCEDURES

5.1 Process Flow —

advance request conference,
form meeting, seminar

Complete Attend

Complete travel
expense report

5.2 Authorization to Attend

A.

Agency employees shall secure the approval of their department manager and executive

manager prior to attending a conference, seminar or meeting on an Attendance and

Advance Request form (available on AIM).

1. If overnight accommodations are required, the General Manager Attendance and
Advance Request form and approve the Travel Expense Report (available on

AIM).
Due to the limited appropriation of funds, approval for local conference, seminar and
meeting attendance shall be given highest priority.

When possible, the employee should submit the Attendance and Advance Request form
as early as possible to assure that adequate funds are available in the Agency’s Annual
Budget.
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D. The
acco
1.

5.3 Expenses

employee should refrain from expending funds (i.e., registration, transportation,
mmodations, etc.) prior to securing appropriate approval.

Any expenses incurred prior to securing approval may not be reimbursed by the
Agency.

A. Accommodations

1.

Reimbursement for the cost of overnight accommodations for a conference,
seminar or meeting shall be limited to the reasonable cost of adequate
accommodations, as determined by the General Manager.

Costs which are deemed to be unnecessary, unrelated or excessive will not be
reimbursed or paid by the Agency.

B. Transportation

1.
2.

3.

An Agency vehicle shall be utilized when practical.

Other transportation to a conference, seminar or meeting shall be reimbursed or
paid directly by the Agency.

To secure the most economical mode of transportation in keeping with availability,
convenience and propriety of the Agency, all travel arrangements shall be made
with the endorsement of the respective Executive Manager.

When air travel is the most appropriate method of transportation, coach class shall
be utilized.

An Agency vehicle shall be used when appropriate. Employees paid an auto
allowance should use their personal vehicles when attending a local event.
Employees may use an Agency vehicle if other Agency employees are attending
and carpooling to the event.

A private automobile may be used when necessary. Reimbursement for such shall
follow the guidelines in the Agency Vehicle Use Policy, and mileage
reimbursement shall be paid at the IRS approved rate if the employee does not
normally receive an automobile allowance.

A rental car may be used when appropriate public transportation is unavailable or
more expensive.

Shuttle and metro services should be used when most appropriate in lieu of a taxi
or car rental.

C. Expenses

1.

A $50 per diem rate guideline has been established for Agency employees.
Employees shall receive attendance approval by the appropriate level of
management as provided prior to receipt of an advance for travel and/or related
expenses for attendance at a conference, seminar or meeting.

The advance is to be used for meals and other miscellaneous expenses, such as
parking fees, not including major transportation or registration fees.

Advances should be requested two weeks prior to the conference, seminar or
meeting so that payments can be made prior to the dates of the trip.

A-37



Doc Number: A-37
Doc Name: Reimbursement for Attendance at a Conference, Seminar
or Meeting

Revision No: 1 Owner: Finance & Accounting
Effective: 7/24/15

Page 4 of 5

4. If it is necessary to use an Agency credit card, it should be limited to registration
and air travel.

5. Except as otherwise provided, the guidelines for meal reimbursements, including
tax and tip, shall be a maximum of $50 per day with suggested limits as follows:
breakfast $10; lunch $15; dinner $25.

6. If the indicated guidelines are exceeded, written justification must be attached to

the Travel Expense Report or approval must be obtained in advance for locations

where these amounts may not be practical.

Alcohol consumption and entertainment expenses will not be reimbursed.

8. Within fourteen (14) days following attendance, the employee shall submit the
completed Attendance and Advance Request form and the Travel Expense Report
(available on AIM).

9. Original receipts are required for all expenses including those for meals, taxi, bus
fares, parking, etc.

10. An employee will be required to reimburse the Agency for the amount of an
advance that cannot be justified with original receipts.

11. Expenses that cannot be justified and are deemed unreasonable will not be
reimbursed.

12. All applicable receipts and/or invoices shall be attached to the Travel Expense
Report.

13. The employee shall forward this form to the respective Department Manager,
Executive Manager and in the case of Executive Managers or when overnight
accommodations are involved, to the General Manager, for approval.

~

5.4 Registration

A. Registration and related fees shall normally be reimbursed or paid in advance by the
Agency for all authorized attendance.

B. An Agency credit card may be used for the payment of registration fees.
5.5 Employee Compensation

A. An employee who attends a conference, seminar or meeting on his/her regularly
scheduled workday shall receive his/her regular compensation for such attendance.

B. If a non-exempt employee attends a non-voluntary conference, seminar. or meeting on
his/her scheduled day(s) off, such attendance shall be compensated and counted as
hours worked.

C. A non-exempt employee who travels during his/her normal working hours shall be
compensated for travel time as hours worked.

A-37
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AN
D,

RESPONSIBILITIES

6.1 Manager of Finance and Accounting - Overall administration and periodic review of this

policy.

REFERENCES

7.1 Attendance and Advance Request form (available on AIM)

7.2 Travel Expense Report (available on AIM)

A-37
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( ‘ Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT

ATTENDANCE and ADVANCE REQUEST

REQUEST IS HEREBY MADE TO ATTEND THE FOLLOWING CONFERENCE, SEMINAR or
MEETING:

EMPLOYEE / COST CENTER:
CONFERENCE, SEMINAR or MEETING:
LOCATION:

DATE(S):

ACCOUNT CODING:

Estimated Expenses are anticipated to be:

JUSTIFICATION FOR ATTENDANCE:

EMPLOYEE SIGNATURE DATE

CONFERENCE, SEMINAR or MEETING APPROVALS: Attendance must be approved in
accordance with Agency Policy A-37. Authorization is hereby granted for attendance at the
conference, seminar or meeting specified above.

DEPARTMENT / EXECUTIVE MANAGER DATE
CEO / GENERAL MANAGER DATE
ADVANCE AMOUNT REQUESTED: $
X Return Check To: D Mail Check

J  Hold Check

Location:

Instructions: Complete this form for Attendance Approval and Advance Request. Submit to Department / Executive
Manager and General Manager for approval at least ten (10) days prior to the date of attendance. Upon
approval, if no advance is requested, the form will be returned to you.

Advance requests must be forwarded to the Fiscal Management Department, attention Accounts Payable.
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C

A MUNICIPAL WATER DISTRICT

A-37

Travel Expense Report Expense Report No.:

( numerical number, i.e. 00001 )

Employee: Employee No. Cost Center: Functional Area: Date:
Business Purpose: WBS: Starting Date: Return Date:
ek : COSTS .
ACCT NO. EXPENSES CREDIT GARD PREPAID BY SUN MON TUE WED THUR FRI SAT TOTAL
: - || 1EUA CHECK
511230 TRANSPORTATION
(SPECIFY): Parking 1
511230 TAXI/CAR FARE g
511250 LODGING -
511290 TELEPHONE B
511120 REGISTRATION - a
511240 MEALS: -
BREAKFAST el
LUNCH S
DINNER 5
511220 MILEAGE REIMB. -
511140 MISC. (SPECIFY) -
TOTALS...... . E - - - - - - - B
LESS: PREPAID or CREDIT CHARGES .
LESS: CASH ADVANCE RECEIVED
AMOUNT DUE EMPLOYEE /
AMOUNT DUE < AGENCY > .

Within fourteen (14) days of your conference / seminar / meeting, complete the above portion of this form (Part “B"), attach all applicable receipts, any used or unused transportation tickets, obtain
Department / Division Manager/General Manager approval, and submit to Accounts Payable for processing. Meal Reimbursements are limited to $50 per day. Reimbursement guidelines for meals are:
Breakfast $10.00: Lunch $15.00; Dinner $25.00. Mileage reimbursement is the IRS approved rate. Under the column headed “IEUA Credit Chg’s/Prepaid By Check”, list all other amounts charged by you
directly to IEUA, and/or prepayments made on your behalf. If money is to be returned to IEUA, submit your Expense Report and personal check, or cash, to the Petty Cash Custodian at HQA. If money is due
to you, Accounts Payable will send you a check.

| CERTIFY THAT THIS IS AN ACCURATE STATEMENT OF CONFERENCE / SEMINAR / MEETING EXPENSE, AND REIMBURSEMENT APPROVAL:
EXPENSES INCURRED ON BEHALF OF IEUA:

Dept.ﬁv. Manager Dated:
Employee Signature: Dated: General Manager (if applicable) Dated:

1EUA Form No. FMO0040A.1
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EXECUTIVE SUMMARY
The Board of Directors (Directors) of the Inland Empire Utilities Agency (Agency) often are required
to attend conferences, seminars and training events pertinent to Agency business. At times related

costs are paid in.advance, while other times the Directors pay out-of-pocket and need to be reimbursed.

This policy is in line with the Agency’s business goal, Business Practices key objective of cultivating a
positive and transparent relationship with its stakeholders.

REVISION AND APPROVAL HISTORY

REVISED SECTION /
REVIEWER PARAGRAPH / PAGE REVISON REVIEW DATE RELEASED DATE APPROVED
[First Last Name] | Entire Policy XX MM/DD/YYYY MM/DD/YYYY [First Last Name]
Stephanie Riley Entire Policy 01 10/25/2014 3/16/2015 Christina Valencia

Draft and Archived/Obsolete revisions are not to be used.
Access AIM system to view current version.

A-77.1
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“9)
POLICY

The guiding principle of the policy is to provide the process of reimbursement for the Board of
Directors of the Inland Empire Utilities Agency.

PURPOSE

The purpose of this policy is to comply with the provisions of Government Code Sections 53232;
53232.1, 53232.2 and 53232.3, as may be amended from time to time. This policy shall be
applied in the implementation of the Board Compensation Ordinance of the Inland Empire
Utilities Agency, as may be amended from time to time. Enacted Assembly Bill 1234 provides
amendments to the California Government Code, which requires the enactment of policies by
public agencies relative to director compensation, and reporting of reimbursement of expenses
incurred by public officials in performing official duties.

SCOPE

This policy applies to the Board of Directors and is designed to demonstrate the process of
reimbursement for attending conferences, seminars and training that pertain to the Agency.

DEFINITIONS
4.1 Board of Directors (Directors) — shall mean the IEUA Board of Directors.

4.2 Agency- shall mean Inland Empire Utilities Agency.

4.3 Director- shall mean a member of the Board of Directors of the Agency or an appointed
representative to the Metropolitan Water District of Southern California Board of Directors
and outside Committee Members.

PROCEDURES

5.1 Process Flow —

Board
Secretary/Office
Manager
completes an

Director
Director submits
attends a receipts to

Director
provides a
brief report

Expense Report/
Reimbursement
Form is sent to
accounting for
processing

conference, the Board
seminar or Secretary/

training Office
Manager

at the next
Agency Board
meeting

Expense Report
and
Reimbursement
Form

5.2 Reimbursements associated with attendance of a conference, seminar or training by a
Director-

A. Whenever possible, registration fees for conferences, seminars, training sessions
including training required under Government Code Section 53234 et seq., shall be paid

A-77.1
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by the Agency in advance, otherwise, the Director shall be reimbursed for such expense

by:

1.  Submitting receipts for expenses to the Board Secretary/Office Manager within 10
days of incurring the expense.

2. The Board Secretary/Office Manager completes an Expense Report and
Reimbursement Form and submits it to Finance & Accounting for processing.

B.  All documents related to reimbursable expenditures, including expense reports are
public records subject to disclosure under the California Public Records Act.
1. Personal information including credit card numbers may be redacted from any
documents.

C. The following expenses are not reimbursable: alcoholic beverages, parking or traffic
violation fines, personal phone calls, auto repairs, auto insurance, the personal portion
of any trip, personal losses incurred while performing Agency business.

D. Director must provide a brief report of the conference, seminar or training during the
next Agency Board of Director meeting.
1. If multiple Directors attend the same event, a joint report may be made.

5.3 Penalties for violations of the codes above are set forth in Government Code Section 53232.4

6. RESPONSIBILITIES

6.1  Board of Directors: Submit all receipts to the Board Secretary/Office Manager within
10 days of incurring an authorized expense.

6.2  Board Secretary/Office Manager: Generate expense report(s) for the Director(s) and
submit to Finance and Accounting for payment.

6.3  Finance & Accounting Department: Process the expense report and issue payment
reimbursement to the Director if necessary.

7. REFERENCES
7.1 Expense Report

7.2 Board Compensation Ordinance

A-77.1



Division

INLAND EMPIRE UTILTIES AGENCY

Proposed Fiscal Year
Itemized Training/Conference Requests

Department Name

Department Number

5321 6006
Training Conference
No. of * ~ Registration Registration 6061 6063 6064 6065
Staff Staff Position Type of Training/Conference Reason Days Fees Fees Transport Meals Lodging Other
Totals $0 $0 $0 $0 $0 $0
* For Reason Column, M=Mandatory
Requested By: Date
Approved By: Date
Department Manager
Approved By: Date

Executive Division Manager

5/22/2019



Audit Committee

INFORMATION
ITEM

2C



.
() Inland Empire Utilities Agency
- E A MUNICIPAL WATER DISTRICT

N‘

Date: June 19, 2019

To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit
Committee: Audit 06/10/19

Manager Contact: Tm;dmt rnal Audit

Subject: Voyager Fuel Card Audit

Executive Summary:

Internal Audit (IA) completed an audit of the Agency's Voyager Fuel Card program. The audit
identified opportunities to further strengthen and tighten internal controls and to enhance the
effectiveness of the program, including:

» Establish Goals and Objectives for fleet operations (such as fuel, vehicle, and maintenance).
Having Key Performance Indicators and other metrics will provide direction for management of
the program, and a basis to measure how the program is operating,

* Fully utilize the reporting tools and features available through US Bank Fleet Commander®
Online system to obtain information/reports that would be valuable to management and perform
analysis to ensure fuel purchases are appropriate,

» Enhance the role of the Fuel Card Administrator to include duties such as analysis and card
oversight,

* Perform periodic reviews to ensure fuel cardholders have a signed agreement on file with the
Human Resources Department,

* Review fuel cards that have no activity for an extended period of time to determine if they are
needed. Otherwise, consider closing/canceling these cards to minimize the risk of misuse, and

» Review the Agency Policy/SOP. IA will report on this item in a separate report.

Staff's Recommendation:

The Voyager Fuel Card Audit report is an information item for the Board of Directors to receive
and file and provide direction to Agency staff to implement/resolve the audit recommendations
that have been provided.

Budget Impact Budgeted vm): Y Amendment (v/N): Y  Amount for Requested Approval:

Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted):
N/A

Full account coding (internal AP purposes only): N & N Project No.:
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Prior Board Action:

On June 20, 2018, the Board of Directors approved the Fiscal Year 2018/19 Annual Audit Plan.
The Voyager Fuel Card audit was scheduled as part of the Fleet Management Audit - Vehicle
Operational Audit & Follow-up Review in the Annual Audit Plan.

On December 19, 2018, the Board of Directors reconfirmed the approved Audit Committee and
the Internal Audit Department Charters.

Environmental Determination:
Not Applicable

Business Goal:

The Voyager Fuel Card Audit is consistent with the Agency's Business Goals of Fiscal
Responsibility, Workplace Environment, and Business Practices by providing an independent
evaluation of the Voyager Fuel Card program, suggesting recommendations for improvements,
monitoring the internal control environment of the Agency, and assisting Agency management
in achieving organizational goals and objectives.

Attachments:

Attachment 1 - Voyager Fuel Card Audit Report
Attachment 2 - PowerPoint

Board-Rec No.: 19128
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DATE: May 30, 2019

TO: Shivaji Deshmukh
General Manager

FROM: Teresa V. Velarde
Manager of Internal Audit

SUBJECT: Voyager Fuel Card Audit

Audit Authority

The Inland Empire Utilities Agency (IEUA or Agency) Internal Audit Department (IA)
performed an audit of the Voyager Fuel Card Program (Voyager or Fuel card). The audit
was performed under the authority given by the IEUA Board of Directors and the Fiscal
Year 2018/19 Annual Audit Plan. Attached is the report that discusses |IA’s observations
and recommendations.

Audit Objective and Scope

The objectives of the Voyager Fuel Card Audit were to evaluate internal controls over the
use of the Agency’s Fuel Card, assess the adequacy of the internal controls in place to
ensure fuel cards are safeguarded from loss, theft or misuse, and to identify
improvements for the effectiveness of the program.

Audit Techniques:
Audit techniques included:

Interviews of Agency staff

Review of Agency policies, procedures, and practices
Evaluate processes and transactions

Analysis of purchase transactions

Water Smart - Thinking in Terms of Tomorrow

Paul Hofer Jasmin A. Hall Kati Parker Michael Camacho Steven J. Elie Shivaji Deshmukh
President Vice President Secretary/Treasurer Director Director General Manager
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Audit Results — Executive Summary

The Voyager Fuel Card Program is administered by the Operations & Maintenance
Department - North. In general, the Voyager Fuel Card Program has effective controls in
place. The audit identified opportunities to further strengthen and tighten internal controls
and to enhance the effectiveness of the program and safeguard card use. The attached
report provides details of the observations and recommendations, the points below
provide a summary:

Goals and Obijectives: Operations & Maintenance should establish goals and
objectives for Fleet Operations including for fuel, vehicle and maintenance,
including Key Performance Indicators and other metrics. - Having goals and
objectives, provides direction for the management of the program and expenses
and provides a means to measure how the program is functioning.

Data Analysis: The online reporting tools for the Fuel Card Program available
through US Bank should be fully utilized to perform data analysis about the use of
the credit cards and the Agency’s fuel expenses. This will require determining the
key information that will need to be captured and considered useful to
management for decision-making. Operations & Maintenance should consider
working with US Bank to determine the reporting tools that will provide the best
and most valuable information to ensure fuel purchases are appropriate and
reasonable, for example fuel use, type, sorting by user, card, vehicle, department,
etc.

Fuel Card Administrator: The role of the Fuel Card Administrator should be
enhanced to include additional duties such as utilizing online reports and tools
available from US Bank, performing data analysis on fuel spending and usage
activity, making recommendations to improve the program, and using the online
guides and participating in the training provided through US Bank.

Fuel Cards with No Purchase Activity: Fifteen fuel cards were identified as having
no purchase activity during the last two calendar years. Having additional
unnecessary cards may put the Agency at risk of misuse of the card and
unauthorized purchases. Operations & Maintenance should perform periodic
reviews of the need and use of the credit cards. Fuel cards with no activity for a
determined amount of time (1-2 years) or no longer needed should be deactivated.

Cardholder Agreements: This audit found missing Cardholder Use Agreements in
two of 20 items selected. The purpose of the agreement is to provide guidelines
about the credit card program, and in the event of misuse, it provides for
accountability and these should be maintained on file. A recommendation was
provided to the department for consideration, which suggests a periodic review
and/or spot checks be performed to ensure Cardholder Use Agreements are on
file for all users.
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e Agency Policy/Standard Operating Procedure (SOP): The Agency has multiple
documents related to the refueling of Agency vehicles and the Voyager Fuel Card
Program, including Agency Policy A-86, SOP document number 140-046, and an
informal desk procedure. Operations & Maintenance is currently in the process of
updating the Agency-wide policies related to Fleet Operations, which includes
refueling procedures and use of the Voyager Fuel Card. The updated policy is
planned for finalization in mid-2019; therefore, the recommendation provided in the
previous report (Agency Vehicle Operational Follow-Up Audit: Review of Vehicle
Inventory Procedures, dated November 29, 2018) continues to stand and will be
reviewed by IA during a future audit as scheduled through the Board-approved
Annual Audit Plan.

The Voyager Fuel Card Audit is consistent with the Agency’s Business Goals of Fiscal
Responsibility, Workplace Environment, and Business Practices by providing an
independent evaluation of the Voyager Fuel Card program, suggesting recommendations
for improvements, monitoring the internal control environment of the Agency, and
assisting Agency management in achieving organizational goals and objectives.

Acknowledgements
IA would like to extend our appreciation to the Operations and Maintenance staff for their
cooperation and assistance during this review.

Discussions with Management

Drafts of this audit report were provided to management of the Operations and
Maintenance Department for their review and input. IA also discussed the review with
department staff and management and their comments have been incorporated prior to
finalizing this report.

TV:sn
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Background

Inland Empire Utilities Agency participates in the State of California (State), Department
of General Services, Office of Fleet and Asset Management, Cooperative Agreement
(Participating Addendum Agreement No. 7-16-99-27 and Amendment 1, agreement term
November 1, 2016 — December 31, 2020) with US Bank to pay for fuel and emergency
services associated with government vehicles, also known as the State of California Fleet
Card Program. This program provides State and local government agencies with the
Official State Fleet card. There are no fees or incentives (rebates/cash back) to
participating agencies associated with this program. Organizations that can participate,
include: State agencies, counties, cities, districts, and other local government bodies or
entities that are empowered to expend public funds.

The purpose of the fuel cards is to allow for fuel (gas or diesel) to be purchased at any of
the retail gas stations located throughout California (except for ARCO AM/PM fueling
stations). In 2010, IEUA implemented the Voyager Fuel Card (Voyager or Fuel card)
program with US Bank as a pilot program. The Agency expanded the program and issued
additional cards to users in 2013.

Agency Policy A-86 (Refueling Agency Vehicles, effective date February 4, 2013) was
created to provide guidelines for refueling Agency-owned vehicles, portable tanks, and
containers. Attachment 1 is a copy of the current Agency policy.

The Operations and Maintenance (O&M) Department - North administers the Agency’s
fuel card program, which include administrative related responsibilities: ordering cards
and reconciling purchase receipts to the monthly statement. Fuel cards are issued to
employees when requested by a Department manager.

The Voyager fuel card works like a credit card to purchase fuel. However, it is not like a
personal credit/debit card because it does not have a VISA/Mastercard logo and can only
be used for fuel, all other types of purchases are strictly prohibited and are blocked from
purchasing with the card. Cardholders are allowed three transactions per day with
maximum purchases of up to $1,000 per monthly cycle, there is no single or daily dollar
transaction limit or time restrictions. The Agency has an overall total credit line of $40,000
for all the fuel cards.

US Bank plans to replace the current Voyager fuel cards with chip-enabled cards that will
provide enhanced payment security when used with chip-enabled card readers. The new
chip-enabled fuel cards will be issued by October 2020.

Voyager fuel cards are issued in the employee’s name, however, there are a handful of
fuel cards assigned directly to an Agency department or vehicle, such as a pool vehicle.
A pool vehicle is an Agency vehicle that is checked out by an employee and driven to
conduct Agency business. As of March 31, 2019, there were 159 fuel cards issued to
Agency employees located at IEUA, Inland Empire Regional Composting Facility
(IERCF), and Chino Basin Desalter Authority Chino | Desalter (CDA).
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IEUA is responsible for making all payments to US Bank Voyager Fleet Card Systems.
The Agency is exempt from paying Federal taxes, and this adjustment is reflected as part
of the monthly payment. State and local taxes are not assessed at the time of purchase.
Payments are made on time so that credit and late fees or penalties are not incurred.

Fuel Card Process
The process to obtain a fuel card is as follows:

1) A request for a Voyager fuel card is made through the New Employee Notification
Form or by email from a Department Manager to the Fuel Card Administrator

2) Fuel Card Administrator provides and issues the Voyager fuel card

3) Employee will sign the Cardholder Agreement form and a copy of Agency Policy
A-86 is provided

4) Fuel purchases are made as required

5) Receipts of the fuel purchases are provided to the Fuel Card Administrator, who
reconciles the receipts to the Invoice Transaction Report and submits for approval

6) Finance and Accounting Department (FAD) pays the Voyager fuel credit card bill
on time.

Attachment 2 provides a flowchart of the issuance and use of the fuel card process.

Total Fuel Purchases for the prior 5 years
Information related to the total fuel card spending for the last five calendar years was:

Calendar Year
2014 2015 2016 2017 2018
Fuel expense $128,938 | $116,701 | $ 100,555 | $102,519 | $ 124,757
Number of transactions 1,779 1,886 1,937 1,836 1,802
Gallons purchased 35,994 38,610 39,422 36,818 37,501

Source: Payments made to US Bank Voyager Fleet Systems (information downloaded from SAP and calculated based on payment date.)
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Voyager Fuel Card Program: Fuel Expenses
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Dollars

Fuel Spending by Department
For the 27-month period reviewed, January 1, 2017 through March 31, 2019, fuel card
spending by Agency departments is as follows:

: |
Entity/Department fotht e Bl ;,:frlmfit:;

IEUA:
Operations & Maintenance (includes O&M's Pool Vehicles) 2,469 53,437.10 | $ 176,071.41
Groundwater Recharge 352 8,032.15 | $ 26,392.54
Facilities Management (includes various Pool Vehicles) 436 6,752.89 | $ 21,991.34
Planning & Environmental Resources 217 485576 | $ 15,836.03
Integrated Systems Services 184 2,7019|$ 8,770.36
Engineering & Construction Management 141 2,585.17 | $ 8,383.69
Laboratory 32 33733 % 1,136.58
External Affairs 7 156.51 | $ 468.59
IERCF 157 223216 | $ 7,569.34
CDA 146 2,195.01|$ 7,266.63
Totals 4,141 83,285.98 | $ 273,886.51

Source: US Bank Fleet Commander® Online System (Transaction Detail Report)

Attachment 3 provides the breakdown of fuel spending by calendar year.
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Cards issued by Department
The table below summarizes the breakdown of fuel cardholders as of March 31, 2019:

Entity/Department C':l:a%ekrj:rfs

IEUA:

Operations & Maintenance 78

(Includes O&M'’s Pool Vehicles)

Engineering & Construction Management 13

Facilities Management 13

(Includes various Pool Vehicles)

Laboratory 10

Integrated Systems Services 9

Groundwater Recharge 4

Planning & Environmental Resources 4

External Affairs (Department Pool Vehicle) 1
IERCF 23
CDA 4

Totals 159

Top 10 Gas Station locations utilized — Table and GIS Map
From the US Bank Fleet Commander® Online system, the fueling stations primarily used
to refuel the Agency’s vehicles are as follows:

Time Period: January 1, 2017 — March 31, 2019

Source(s): US Bank Fleet Commander® Online System, Agency’s Position Control Reports

Total No.
Merchant No. of Total

Name Aidtess Transactions :Lriﬂm Dollars
7-Eleven 15450 Fairfield Ranch Road Chino Hills, CA 91709 1,109 21,967.16 | $66,146.17
Union 76 2525 S. Archibald Avenue Ontario, CA 91761 1,138 21,986.55 | $65,820.71
Fg't‘;:"g;’t‘;fk 14226 Valley Bivd Fontana, CA 92335 137 7,026.27 | §24,308.37
Chevron 14088 Euclid Avenue Chino, CA 91710 213 3,492.92 $ 11,786.40
Chevron 1090 Ontario Mills Drive Ontario, CA 91764 178 3,648.19 | $11,569.72
ExxonMobil 15960 Los Serranos Country Club Drive Chino Hills, CA 91709 183 2,994.65 $9,078.14
Shell 2215 S. Archibald Ontario, CA 91761 124 2,545.56 $7,721.10
7-Eleven 7040 Archibald Avenue Corona, CA 92882 119 1,826.79 $ 5,644.58
Chevron 8515 Cherry Avenue Fontana, CA 92335 66 1,270.12 $4,018.31
Chevron 12659 Foothill Blvd Rancho Cucamonga, CA 91701 84 1,174.77 $ 3,746.51

The following was observed:

¢ Nine of the top 10 stations are in IEUA’s service area

e One station is outside of IEUA’s boundary lines and was primarily used by the
Groundwater Recharge Program, and

e All 10 stations are located near an IEUA facility.
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The map below shows the geographic locations
Agency’s service area.
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Fuel Procurement
Agency Policy A-86 requires vehicles to be fueled with regular (87 octane) or diesel.
Using the transaction data downloaded from the US Bank Fleet Commander® Online
system, the table below shows the type and amount of fuel purchased between January
1, 2017 to March 31, 2019:
2017 2018 2019**
Tvoe of Fuel* Gallons .Total Dollar Gallons Total Dollar Gallons Total Dollar
yp Purchased Amount Purchased Amount Purchased Amount
Unleaded 31,404.37 | $ 92,858.09 29,490.98 | $ 104,116.16 7,315.29 | $§ 23,539.82
Unleaded Blend 7.7% 2,01499 | $ 6,143.03 1,58093 [ §  5,632.99 47051 [ $  1,544.41
Unleaded Plus 5441 $ 171.13 63.17 | $ 234.04 -1 8 -
Unleaded Super 20758 | $ 950.41 138.36 | $ 519.06 1528 | $ 53.11
Diesel Fuel 3,029.80 | $ 9,395.12 6,046.93 | $ 23,612.87 1,210.75 | $  4,574.15
Diesel Exhaust Fluid -8 - 11851 | $ 449.05 2512 $ 93.07
Totals** | 36,801.15 | $ 109,517.78 37,447.88 | $ 134,564.17 9,036.95 | $ 29,804.56

Note: From the US Bank Fleet Commander® Online system: *Description is from the Transaction Detail Report (Column:
Production Description), **Totals are calculated based on the transaction date which differs from the SAP Payment date, and
***Data is only for 3 Calendar months, January 1, 2019 — March 31, 2019.
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For the 27 months, there were 33 transactions of fuel with the description of Unleaded
Plus/Super, less than 1% of the total purchases during the period reviewed. The Fuel
Card Administrator continuously reminds staff that the type of gas that can be purchased
is regular unleaded.

US Bank Voyager Fleet Systems
When the fuel card program was initially launched, the Agency paid the amount due within

25 days after the closing date. Starting in September 2016, the payment due date
became 45 calendar days from the billing cycle ending date, less any disputed or
fraudulent items. The Agency’s fuel card billing cycle generally ends on the 24" of each
calendar month with the statement due date between the 71" and 10™ of the following
month. For example, the billing statement for January 2019 closed on January 24% with
a payment due date of March 10", IEUA pays the monthly balance in full each month, to
avoid late fees/penalties, and no balances are carried forward. For 2017, the Agency paid
US Bank between 13 and 35 days, and on average 24 days from the closing date, while
for 2018 payment was made between 23 and 38 days, and on average within 31 days.
All paid within the due date.

Observations and Recommendations

Department Goals and Objectives

O&M does not have documented goals for fleet operations, which would include goals,
objectives and performance indicators for fuel, vehicles and maintenance costs.
Establishing goals and objectives is considered a “best practice” to measure the
program’s effectiveness.

According to the Fiscal Year 2017/18 and 2018/19 Operating and Capital Program Budget
(Budget Document), the Mission Statement for O&M is:

“To provide quality water and wastewater treatment and ensure that all
facilities, structures, vehicles, and utilities are operating at optimum
efficiency to maximize the continued availability of high quality recycled
water; to manager groundwater recharge and biosolids composting in the
safest, most efficient, cost effective and environmentally compliant matter.”

The core of the mission statement is focused on the services to be provided to ensure the
Agency'’s facilities and equipment will be working at the best possible level. Vehicles are
included as one of the areas that should be operating at optimum efficiency according to
the mission statement. However, in the Agency’s Budget Document, none of the 16
department goals outlined by the Operations Division are related to the Agency’s fleet
operations.
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Fleet operations (vehicles, fuel and preventive maintenance) has not been centralized or
formally established as a “program”. The Agency’s fleet program is currently
decentralized and being operated by two different sections within the O&M Department.
Facilities Management under O&M - South manages the Agency'’s vehicle fleet, whereas
O&M - North is responsible for administration of the Voyager Fuel Card program.

According to the Agency’s financial system, the Agency’s fleet has an acquisition cost of
$2.7 million and a book value of approximately $500,000 or more as of Fiscal Year
2017/18. The Agency is currently in the process of replacing older vehicles and
purchasing new vehicles, which will increase the acquisition and book value costs of the
fleet. If fuel and maintenance costs are also considered, then this would appear to be an
important program to set goals and objectives for.

2019 Recommendation #1:

Operations & Maintenance Department should develop and document goals and
objectives, Key Performance Indicators (KPls), and/or other metrics for the
Agency’s fleet operations for measurement, analysis, tracking and reporting the
fleet program’s effectiveness. Goals should be aligned with the Division’s overall
mission and could include cost of fuel, fuel usage/consumption, cost of
maintenance, asset value of the fleet by type of vehicle, etc. Goals should be
measured, evaluated and updated periodically.

DEPARTMENT RESPONSE:

The Operations & Maintenance Department agreed that goals and objectives for fleet
operations should be developed. The Operations & Maintenance Department will
consider discussing the roles and functions of the fleet program and determine if those
responsibilities should be centralized and/or continue to remain segregated within the
department.

Data Analysis

US Bank maintains Fleet Commander® Online system that provides fuel information and
data management, the ability to view monthly statements, customized reports, etc. The
Agency does not record fuel data in any of its own internal systems, other than vendor
payment through the financial system (SAP) to US Bank Voyager Fleet Systems.

IA obtained the transaction data from the US Bank Fleet Commander® Online system for
review and analysis for the period of January 1, 2017 through March 31, 2019. During
this period, the Agency had over 4,000 transactions and procured more than 80,000
gallons of fuel totaling $273,886. In reviewing the available reports from US Bank Fleet
Commander Online system, IA noted the following:
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¢ US Bank Transaction Detail Report:

o Inaccurate Odometer Reading: Information entered by the cardholder
(Card ID 100011/80011) for the odometer reading at the time of refueling
appears to be the 4-digit Vehicle ID, i.e., 600, 1101, 1203, 1402, 1901,

instead of the vehicle’s actual odometer information.

information can skew any data analysis.

This inaccurate

o Out-of-Sequence Odometer: Various cardholders’ fuel purchasing activity
were reviewed and the odometer reading entered at the time of fuel
purchase appears to fluctuate and be out of sequence. This is a problem
because without the accurate odometer reading, the administrator cannot
perform analysis to ensure that the card was not misused and only Agency
vehicles were fueled. An example is shown below:

Example of Out-of-Sequence Odometer Reading: *

* |t may be that this user had different vehicles on different days; however, if the report can capture vehicle
ID # as required at the pump at the time of refueling, it would facilitate evaluating the transactions to ensure

these were Agency related transactions.

The variation in the odometer information could have occurred for several reasons,
such as driving different Agency vehicles or odometer reading being incorrectly
Having additional key
information on the report, such as the Vehicle ID number, and/or other information

entered by the cardholder at the time of fueling, etc.

would assist in analyzing and also in minimizing the appearance of any misuse.

Card ID/ : Type of Fuel Quantit Transaction
User Date Time ggrchased of FueIy amount Odometer
9/5/18 08:51:00 Unleaded 41.16 $ 144.00 14934
9/7/18 00:27:00 | Unleaded 20.57 $ 73.00 14987
9/13/18 08:29:00 | Unleaded 14.53 $ 52.00 42874 Out of
9/18/18 09:54:00 | Unleaded Blend 7.7% 24.42 $ 84.00 150775 }Sequence
10/1/18 05:01:00 Unleaded 38.21 $ 149.00 15228
10/4/18 01:43:00 | Unleaded 35.64 $ 134.00 15274
10/15/18 | 10:45:00 | Diesel 49.05 $ 201.06 35097 -3
10/17/18 | 08:20:00 | Diesel 42.34 $ 173.59 78088 j— Change/
10/22/18 | 06:36:00 Unleaded 34.16 $ 140.01 15378 Variation
100020 11/1/18 01:21:00 Unleaded 21.09 $ 78.00 43989
11/16/18 | 14:07:00 | Diesel 36.42 $ 150.00 78746 } Out of
11/16/18 | 14:12:00 | Unleaded 24.22 $ 90.06 15737 Sequence
11/27/18 | 01:39:00 Unleaded 25.28 $ 92.00 15786
12/5/18 01:39:00 | Unleaded 21.72 $ 76.01 15886
12/7/18 00:51:00 | Unleaded 13.33 $ 50.00 15996 } Change/
1/9/19 10:54:00 | Diesel 42.08 $ 159.87 36786 Variation
1/9/19 10:54:00 | Diesel Exhaust Fluid 3.53 $ 13.06 36786
1/16/19 11:24:00 | Diesel 40.61 $ 154.29 36998
1/16/19 11:24:00 Diesel Exhaust Fluid 2.16 $ 8.00 36998
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According to Agency Policy A-86 (Section 3.00 Procedures, Section B. Refueling
of Agency vehicles, Number 3), after the fuel card is inserted, the cardholder is
required to respond to the pump queries by entering:

i) Personal identification number (PIN) issued with the card
i) Four Digit Vehicle Number, and
iii) Current odometer reading (whole number only).

In the Transaction detail report from US Bank Fleet Commander® Online, there is
a column called Vehicle ID. This column primarily has 000000 for each fuel
transaction, unless the fuel card used is assigned to a department and/or pool
vehicle, then it would have the assigned pool vehicle number such as 001701,
001702, etc.

With the data that is currently available, O&M may want to obtain an understanding
and review the fuel data to find out why the odometer reading seems to vary so
much. Additionally, O&M should consider researching with US Bank to see if other
information (such as the Vehicle ID#) could be captured at the time of purchase
for assigned cardholders. This information would assist in any data analysis
performed.

o Two Transactions with the Same Date, Time, and Odometer Reading:

In reviewing the transaction data from US Bank, there are several
transactions that have the same date, time, and odometer reading. Without
additional information, IA is unable to determine if these transactions are for
one Agency vehicle, multiple vehicles or involve the refueling of a portable
container or tank. Additionally, Agency Policy A-86 (Section 3.00
Procedures, Section C) requires the refueling of portable containers or
tanks to be a separate transaction and in lieu of the odometer reading, zeros
should be entered (“0000”). Examples follow:

o
Card ; Type of Fuel Quantity | Transaction ;
D Date Time Purchased of Fuel ainaunt Odometer Observations
800011 | 3/20/2017 | 17:50:00 | Diesel 54.81 $ 164.38 1203 Same dfafte,ltime f: Od%mﬁter- Dif(ertent
800011 | 3/20/2017 | 17:50:00 | Unleaded 255 |$ 745 | 1203 | JPes ol el purchased. No receip
800020 | 5/11/2017 | 09:54:00 | Diesel 43.70 $ 131.06 26105 Same date, time & odometer. Different
types of fuel purchased. No identifying
800020 | 5/11/2017 | 09:54:00 | Unleaded 2.76 $ 7.74 26105 information on the receipt, other than
employee signature & number.
800011 | 8/13/2018 | 10:48:00 g_les?lE - 68.57 $ 274.22 33455 Same date, time & odometer. No
800011 | 8/13/2018 | 10:48:00 | ,°5° =S 260 |$ 9.62 | 33455 | receipt available for review.
100022 | 1/23/2019 | 13:45:00 | Diesel 55.34 $ 210.26 37101 Same date, time & odometer. No
Diesel Exhaust identifying mformatlon. on the receipt,
100022 | 1/23/2019 | 13:45:00 | ;% 180 |$ Gzl gIe ) i ANSRHed slonaturs and
number.
100012 | 3/25/2019 | 11:45:00 | Diesel 58.98 $ 229.97 38754 Same date, time & odometer. Unable to
100012 | 3/25/2019 | 11:45:00 | Diosel Exhaust 445 |§ 1649 | 37854 | geoelinlyVoyagerstalementuin
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Without additional information on the US Bank report, the purchases may appear
to be questionable. In analyzing the transactions, it may be that drivers filled up
the vehicle and a container in the vehicle; but that information is not documented
or captured on the online reports. O&M should research these types of
transactions as part of their data analysis and determine if additional information
needs to be captured at the time of refueling or if cardholders require additional
training in using the Voyager fuel cards to ensure all the needed information is
inputted and documented.

Multiple Transactions on the same date: _

Using the US Bank Fleet Commander® Online system, |A obtained a report that
provides Cards with Multiple Purchases per day. The report identified 77 instances
where different cardholders had 2 transactions on the same date of purchase.
There was 1 instance where the same cardholder had 3 transactions on the same
date of purchase. The report from US Bank does not indicate if the transactions
were for different vehicles, as it does not identify the vehicle number. See the
examples below:

3 Fuel Transactions on the Same Day

3 Type of . :
CIaI;d Date Time Lo%ai:lonl Fuel %‘;?J'etly Tr:r[;‘s:::llton Odometer Observation
y Purchased
12/28/2017 | 07:52:00 | Shell Ontario, CA | Diesel 14.41 $ 49.85 10181 Reviewed 9;8 reffé%tfj Ngtetd me
T : same number , bu e
——— 12/28/2017 | 09:38:00 | Shell Fontana, CA | Diesel 20.21 $ 74.78 10206 EmEiiES "SEIENTE bas et
tchth fthe Cardholder.
12/28/2017 | 09:41:00 | Shell Fontana, CA | Unleaded 548 | $  1756| 10206 | Neothor identifiable information
was provided.

The number of purchases is allowable according to the restrictions established in
the US Bank Fleet Commander® Online system. However, IA observed, in a two-
hour period, a total of 40.10 gallons of fuel (34.62 diesel, 5.48 unleaded) were
purchased and $142.19 dollars spent at two different gas stations in one day.

IA also reviewed the individual gas receipts for these transactions and observed
minimal information was listed on the receipts (i.e., a number and employee
signature). Even with the limited information, it does not clarify why multiple
purchases occurred on the same day within a short period of time, nor does it
clearly state if the number was an Agency Vehicle, and the employee signature
does not match the name of the fuel cardholder. Without additional information on
the electronic report and/or the gas receipts, the purchases may appear
questionable. To minimize any perception of misuse, it is imperative that additional
information should be captured at the time of purchase, or at the very least
documented on the individual gas receipts.
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Noted instances with 2 transactions per day, the times were a few minutes to
several hours apart and the odometer reading was different:

2 Fuel Transactions procured in the Same Day — Different Odometer Reading

. Type of q y
C|aDrd Date Time LOE?:'OHI Fuel Qtf'int'tly Trar::actlton Odometer Observation
y Purchased oirue amoui
800203 | 10/31/2017 | 10:55 | Chevron Fontana, CA Unleaded TRGOEE G o eAEaBtl negmade 0N RERAT BUEERN Tor
i Vehicle ID # noted, no oth
800203 | 10/31/2017 | 12:54 | Chevron Fontana, CA Unleaded 23.76 $ 76.01 34764 o e rsion pmevrlded
800095 | 5/31/2018 11:48 | Circle K Chino Hills, CA Diesel 34.81 $ 135.75 13265 Unable to locate Voyager
800095 | 5/31/2018 11:55 | Circle K Chino Hills, CA Diesel 26.52 $ 103.43 32165 statement with gas receipts.
100020 | 11/16/2018 | 14:07 | Union 76 Ontario, CA Diesel 36.42 $ 150.00 78746 Gas receipts identified Vehicle
100020 | 11/16/2018 | 14:12 | ynion 76 Ontario, CA Unleaded 24.22 $ 90.06 15737 :‘yl?;bipumber; and employee
100108 3/7/2019 08:50 | 7-Eleven Chino Hills, CA Unleaded 16.85 $ 52.04 38478 Saﬁ fleceipis idergiﬁfg#entitxg
. icle t !
100108 | 3/7/2019 | 10:34 | 7.Ejeven Chino Hills, CA | Unleaded | 1884 | ¢ 5818 8997 e:m'ﬁ;ee’{ﬁfeoni';ﬁon_ an
100203 | 3/21/2019 | 01:01 | Chevron Chino, CA Unleaded 21.28 $ 76.58 17171 Gas receipts identify Vehicle
100203 | 3/21/2019 | 11:35 | Chevron Ontario Mills, CA | Unleaded | 1897 | ¢ 6712 | 46205 '3?1’;’ ,,,i';‘;jna‘jg:'wee hutitet

For the transactions above, IA noted the following: an individual gas receipt was
unavailable for review, monthly statement with the gas receipts could not be
located, and receipts that were reviewed contained identifiable information.

If the electronic report does not show the vehicle number and/or other identifying
information, it is difficult to trace the transaction or to determine if they were for an
Agency-owned vehicle. 1A suggests these types of transactions be reviewed by
O& M to ensure the fuel purchases are appropriate.

o Additional Analysis - Fuel Tank Capacity
The Agency does not have fuel tank capacity information for the vehicles in its

fleet. This information would be useful for analysis, for example, to compare the
fuel purchased to tank capacity to determine if quantity purchased exceeds
capacity. This would provide a tool to review for any possible misuse.

Efficient fuel management and analysis can be performed with the various reports
available through US Bank Fleet Commander® Online. With the transaction data, various
reports can be run within the online system and/or data could be downloaded and
analyzed to sort by date, user, location, etc. However, effective analysis is also
dependent on the accuracy and the type of information entered by cardholders at the
pump. Attachment 4 has a table with the list of reports available through US Bank.

IA recommends that O&M determine what type of information will be useful and practical
to assist in operation and management of the fuel program, adequately train card users
to input and include the correct information to ensure reports provide useful data. Having
key information inputted and/or documented at the time of purchase will assist in
strengthening and tightening the controls in place and will provide a clearer snapshot of
the Agency’s fuel activity. Additionally, IA previously provided a recommendation to work
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with US Bank on the reporting capabilities, and perform report analysis on the Agency’s
fuel consumption, which can be found in the audit report Review of Vehicle Inventory
Procedures, dated March 12, 2014. Therefore, the original recommendation #9 provided
in 2014 has been updated, restated, and incorporated into 2019 Recommendation #2.

2019 Recommendation #2:

Operations & Maintenance should work with US Bank to evaluate the reporting
tools and features that are available to provide useful information about the
Agency’s fleet to identify inefficiencies, areas of improvement, and instances of

unusual card usage where follow-up is be required and reduce potential risks of
misuse.

DEPARTMENT RESPONSE:

The Operations and Maintenance Department agree there is significant benefit in
performing data analysis and generating reports for Management to review, and
additional research can be performed accordingly.

Fuel Card Administrator
The role and responsibilities of the Fuel Card Administrator are documented in Agency
Policy A-86 (Refueling Agency Vehicles) as follows:

e Collection of the transaction receipts from cardholders after vehicles and portable
containers have been refueled,

o Receipt of a copy of the completed Cardholder Use Agreement,
Notification by the cardholder if their fuel card has been reported lost or stolen, and
o Address any questions or problems related to using the card.

The Fuel Card Administrator role is currently assigned to a staff member in O& M (North).
Duties performed include ordering and issuing cards, providing training, collecting
receipts and reconciling to the billing statement, and providing information to FAD for the
payment to the vendor.

IA recommends enhancing the role of the Fuel Card Administrator to include additional
responsibilities, including for example:

e Analysis/Reporting: To fully utilize US Bank reporting tools to perform analysis
on spending activity, fuel economy, consumption, etc., and communicate to
management for review, evaluation, measuring and monitoring. . (I agree
removed highlight)

e Training/Guides: Review guides and/or manuals and participate in web-based
training offered through US Bank to learn about the features, reports, and the
various tools available to assist in managing the fuel program.
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e Oversight: evaluate card activity, ensure Cardholder Use Agreements are on
file with HR, provide training and information about the use of the cards and
remind users of the guidelines outlined in Agency Policy A-86.

2019 Recommendation #3:
The Fuel Card Administrator role should be clarified and enhanced, either in
Agency Policy A-86 and/or other related policy. The Fuel Card Administrator role
should be enhanced to include greater oversight roles and responsibilities, to
include:
e Responsibilities to maximize the use of online reports and tools
available through the US Bank Fleet Commander® Online system.

e Analysis and evaluation reports and communications to provide
Operations & Maintenance information about the fuel card program.

Fuel Cards with No Activity

The cardholders’ use and activity should be reviewed periodically to determine if changes
should be made. The audit identified 15 Voyager fuel cards that had no fuel purchases in
the previous two years, as follows:

Number of fuel cards

Entity/Department with no activity

Engineering & Construction Management 2
Laboratory 4
Operations & Maintenance 2
Pool Vehicle 1
IERCF 6
Totals 15

Credit cards should be issued based on need. Unused Voyager fuel cards increase the
risk for potential misuse and the opportunity for unauthorized purchases. It also exposes
the Agency to additional risk if the US Bank system is breached or compromised. Unused
or unneeded cards should be cancelled.

2019 Recommendation #4:

Operations & Maintenance should establish a process to periodically review the
use of fuel cards and ensure cards no longer needed or used are deactivated to
reduce risks to the Agency.

DEPARTMENT RESPONSE:

The Operations and Maintenance Department agreed the Fuel Card Administrator should
periodically perform a review of the active fuel cards, and any cards identified without
activity for an extended period of time will be evaluated to determine if the card is needed,
otherwise fuel cards that are deemed no longer necessary will be canceled/closed.
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Cardholder Agreements

According to Agency Policy A-86 (Section 3.00 Procedures, Section D), employees who
receive a Voyager Card are required to complete a training session and sign the
“Cardholder Use Agreement’ acknowledging their understanding of the program
requirements. |A selected a sample of 20 employees (15 current, 5 separated) to review
the Cardholder Use Agreement form:

e 2 of 20 employees reviewed did not have a signed agreement on file.

e Return of Agency Card section of the Cardholder Use Agreement was not
completed for the remaining 4 separated employees. According to language
stated on the form, the bottom section must be completed when the card is
returned to the Agency. This acknowiedges that the card issued has been returned
to the Agency and all charges placed on the card were for official Agency business
only. The Human Resources (HR) Department noted as part of the separation
process, they inquire whether employees have any Agency property that needs to
be returned including credit cards, etc. HR noted the “physical” card is taken from
the employee at the time of separation, however, the bottom portion of the form is
not completed. There may be a delay in deactivation of the Voyager fuel card if
the Fuel Card Administrator is not notified in a timely manner. O&M and HR should
determine if this is the procedure they will follow.

The Cardholder Use Agreement describes and outlines the employee’s responsibilities to
use the fuel card. Not having employee’s complete and sign the Cardholder Use
Agreement, increases the risk of the Voyager fuel cards used improperly and cannot hold
the employees accountable to the guidelines. IA provides the following soft
recommendation for consideration by the department:

O&M should work with HR to develop a process to ensure the Cardholder Use Agreement
forms are completed and retained for all fuel cardholders. O&M and HR should consider
developing a process to periodically review the list of Voyager fuel cardholders and
perform spot checks to confirm the agreement forms are on file. In addition, O&M should
work with HR to review the Cardholder Use Agreement form and determine if the bottom
portion of the agreement (Return of Agency Card) is needed and either complete it or
consider removing it from the form or determine a process to remind employees of their
responsibilities under the user agreement and ensure compliance with agreement terms.

DEPARTMENT RESPONSE:

The Operations and Maintenance Department agreed an employee receiving a fuel card
should have a Cardholder Use Agreement on file, the original form with HR and a copy
retained locally for reference. Additionally, the Fuel Card Administrator should conduct
annual spot checks to ensure agreements are on file and retained with HR. Lastly, HR
should provide to the Fuel Card Administrator timely notification of employees that have
separated to ensure the fuel card is deactivated and cancelled.
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Agency Policy/Standard Operating Procedure (SOP)

IA identified the following policies, procedures and/or documents related to the refueling
of Agency vehicles and/or the Voyager Fuel Card program:

Document

Title Topic

Last date of
revision

Observations

Agency Policy A-86

Refueling Agency
Vehicles

02/04/2013

Policy is focused on refueling procedures for
assigned vehicles, no information is provided
for pool vehicles

No updates have been made since initial
implementation of the policy

No mention of the Fuel Card Administrator’s
roles and responsibilities

Standard Operating
Procedure Document
Number 140-046

Maintenance Vehicle
Refueling

06/27/2011

Procedures and content outlined in the SOP
appear to be outdated, document was last
updated in June 2011

Update SOP to comply with the guidelines and
format outlined in Agency Policy A-51

Informal desk
procedure

Voyager Fuel Card
Program (Process)

No date listed,
provided to IA in
January 2019

Established to outline the various processes
performed by the Fuel Card Administrator and
about the Voyager Fuel Card program,
including ordering, issuance, and usage of fuel

cards, and monthly billing and reconciliation

Having outdated or inconsistent information can create confusion for staff and procedures
can be incorrectly and/or inconsistently applied. Good internal controls require formal
written procedures to ensure consistency and accuracy in executing processes and
procedures. SOPs serve as a training tool and manual for staff. Policies and procedures
should be reviewed periodically to ensure they are updated and consistent with current
business practice. Department SOPs are part of the Agency’s internal control framework.

IA has already provided a recommendation related to this area in a prior audit report,
which continues to stand and will be followed up on during a future review.

Agency Vehicle Operational Follow-Up audit, dated November 29, 2018:

Facilities Manage should continue to work with the appropriate departments to
make necessary updates, and/or consolidate Agency policies and procedures for
Agency vehicles and ensure the reviewed policy(ies) address refueling and
washing procedures, security, safety times, insurance, license requirements, etc.
The new and final policy should be approved by Executive Management and make
available for all Agency employees for their reference.

DEPARTMENT RESPONSE:

O&M is in the process of updating the Agency-wide policy related to Vehicle Operations,
which includes fueling procedures and the use of the Agency Voyager Fuel card.
According to O&M, the Agency policy is planned for finalization in June/July 2019.
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Attachment 1

Agency Policy A-86: Refueling Agency Vehicles

INLAND EMPIRE Documieni No.. A-86
UTILITIES AGENCY Page No.: . 1073

Revision No_: NIA
Adminisiraiive Policies Effective Dale: 214113
and Procedures Handbook

POLICY: REFUELING AGENCY VEHICLES

1.00 PURPOSE
The purpose of this policy is to establish the process for refueling Agency-owned vehicles.
200 T ISSUE CONSIDERATIONS

Employees shall exercise due care and vigilance at all fimes when refueling Agency
vehicles and equipment.

3.00 PROCEDURES

A. Accounts have been established through US Bank, the issuer of Voyager Fleet
Cands. Using personal funds or credit to refuel Agency vehides without prior
approval from the employes’s depariment or division manager is prohibited.

B. Refueling of Agency vehicles:

1. When an Agency vehicle requires refueling, the driver should proceed 1o the
nearest gas station that accepis "VISA™ credit cards.
2. Dxive to ihe pump and safely secure the vehicle.
3. Insert or slide the card as if it were a standard credit card fransaction.
a. Respond to the pump queries by enterning:
i. The personal identification number (PIN) issued with the card.
ii. The four digit vehicle numiber.
iii. The cumrent cdometer reading (whole number only).
b. Fuel the vehicle with reguiar (87 octane) or diesel, as required.
¢. Obtain a transaction receipt and promplly forward the form to the
respective Program Administrator.

C. Refueling approved portable tanks and conlainers:

1. When refueling portable tanks and containers, a separate transaction is
required.

2. Insert or slide ihe card as if it were a standard credit card transacdtion.

3. Respond io the pump queries by entering:

Original irnplementation Date: 204/13
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Procedure for Refueling Agency A-86 Page 2
Vehicles

H.

a. The PIN issued with the card
b. The applicable equipment number {(e.g., portable generator No. XX).
. In lieu of an odometer reading, enter “0000."
4. Fill the tank or container using care 10 secure on the vehicle, as required.
5. Obtain a transaction receipt and promptly forward the formn to the Program
Adminisirator.

. Prior to receiving a Voyager Fleet Card, each authorized employee (“cardholder’) is

required to attend a brief program review and training session. At the conclusion of
the training session, the empioyee shall read, sign, and date a "Cardholder Use
Agreement,” acknowledging their understanding of the program requirements,
procedures, protesses, and restrictions. The original form will be maintained in the
employee’s personnel file with copies distributed to the employee, their supefvisor,
and the Program Adminisirator. Additionally, a record on the card assignment will
be added to the "My Assigned Asset(s) List” on the Agency Porial.

. Upon receipt of the signed Cardholder Use Agreement, the card will be atlivated

and issued.

It is the responsibility of the empioyee using the card o safeguard the card from
theft, loss, and/or misuse.

. Cards are embossed with the cardinolder's name and employee number. Under no

circumstances should employees aliow anyone, including another empicoyee, to
use fheir assigned card, nor divuige the card number of assigned PiN 1o anyone.
PINS should be treated with the same care and custody as a computer or perscnal
password.

The card is to be used solely for purchasing fuel for Agency vehicles, poriable
containers or tanks specifically-designed and approved for such use. Using the
card for senvices or merchandise, including sundries, is strictly-prohibited.

The card is not io be used for employee’s personal use. Infentional misuse or
fraudulent use of the card will result in immediate cancellalion of card privileges,
followed by disciplinary adion, up o and including termination.

Falsifying receipts by enlering emonecus equipment numbers is also grounds for
disciplinany action, up to and including fermination.

The cardholder is 1o immediately report {i.e., same business day) any iost or stolen
cards to the card issuer, their supervisor, and the Program Administrator. The card
company’s telephone number may be found on the back of the card. It is important
for the Program Administrator @ document and confimn he felephone conversation
with the credit card company personned with writlen notification, such as e-mail,
noting the dale, ime, and name or number of the persen io whom you spoke with

Crriginal implementation Date: 2@/13
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Procedure for Refueling Agency A-86 Page 3
Vehicles

in your documentation.

L. Employees shall immediately surrender their Agency-issued card upon separation,
suspension, or upon request from management. Use of a card aflter a request to
surender has been made is expressly prohibited.

4.00 Responsibility Assignmenis

Any questions or mblems related to using the card should be prompily directed o
the Program Administrator.

500 Exhibit
Cardnolder Use Form

APPROVED:

General Manager

Origmaf implemeniztion Date: 2/4/13
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Flowchart of Voyager Fuel Card Process:
Complete New Yoyager Fuel Card Employee meets Comptete Gardhoider
; Employee Notification is requested from with Fuel Card Use Agreement Form
Requesta A A
VoyagerFuel |——— Formorapprovalis | US Bank — | Administrator for ~s | andprovide Agency
Card provided via email (approximately 2 waeks Training Policy A-86
from the Department 1o receive)
Employee purchases Gas receipts are to be provided US Bank or Fuel
fuel for Agency o the Fuel Card Administrator gm%r meﬁl’“ml i
Issue Voyager | 1 Vehicles andior by the 24th of every month with generated on the 24th the
Fuel Card portable tanks and "|  thefolowinginformation: || ° ofeachmonth. | li‘ﬁmaim o m""’h"'m‘
containers on the name, vehicle number, . b
Voyager Fuei Card signature and odometer \_/’“
reading (if applicable}
Fual Card Fuel Card IEUA-Maintenance IEUA Maintenance
Administrator Administrator i . Inveice Transaction Invoice Transaction | » | Accounts Payable
d Any discrepancies reviews all information
ownloadsthe |, | reconciles information Raport reviswed »
! — | noted are researched [— and issues payment
IEUA-Maintenance listed on the IEUA- nd resoived and approved by . ittance to US Bank
Invoice Transaction Maintenance invoice S Operations Receipts IBSESancs i
Transaction report to Management :
--._//_ the receipts provided =~ Inveice
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Fuel Spending by Calendar Year for the period of January 1, 2017 through March 31, 2019
2017
: Number of Gallons Total Fuel
Entity/Departmeant Transactions | Purchased | Spending
IEVA:

Operations & Maintenance (Includes O&M'’s Pool Vehicles) 1,125 23,339.92 | $ 69,174.71
Groundwater Recharge 164 398736 | $ 12,017.78
Facilities Management (Includes various Pool Vehicles) 197 2,900.22 $ 8,608.74
Planning & Environmental Resources 102 2,264.00 $ 6,813.95
Engineering & Construction Management 73 1,365.02 | $ 4,073.07
Integrated Systems Services 85 1,287.41 $ 3,833.23
Externai Affairs 6 129.90 $ 387.19
Laboratory 2 20.71 $ 61.18

IERCF 64 895.39 $ 2,751.75
CDA 38 611.82 $ 1,796.18
Totals 1,856 36,801.15 $109,517.78
2018
, Number of Gallons Total Fuel
Eneity/Bepanmeant Transactions | Purchased Spending
IEUA:
Operations & Maintenance (Includes O&M's Pool Vehicles) 1,077 24,243.72 | $ 87,422.25
Groundwater Recharge 145 321019 | $ 11,606.96
Facilities Management (Includes various Pool Vehicles) 192 3,045.09 $ 10,798.92
Planning & Environmental Resources 96 2,157.54 |$ 7,652.32
Integrated Systems Services 84 1,197.11 $ 4234.25
Engineering & Construction Management 58 1,04339 |$ 3,742.16
Laboratory 14 158.35 $ 566.52
External Affairs 1 26.61 $ 81.40
IERCF 74 1,067.24 $ 3,8904.96
CDA 90 1,298.64 $ 4,564.43
Totals 1,831 37,447.88 | $ 134,564.17
2019*
: Number of Gallons Total Fuel
Entilyepaovigut Transactions | Purchased Spending
IEUA:

Operations & Maintenance (Includes O&M'’s Pool Vehicles) 267 5,854.06 $ 19,474.45
Groundwater Recharge 43 834.60 $ 2,767.80
Facilities Management (Includes various Pool Vehicles) 47 807.58 $ 2,583.68
Planning & Environmental Resources 19 434.22 $ 1,369.76
Integrated Systems Services 15 217.38 $ 702.88
Engineering & Construction Management 10 176.76 $ 568.46
Laboratory 16 158.27 $ 508.88
External Affairs - - $ 0-
IERCF 19 269.53 $ 922.63
CDA 18 284.55 $ 906.02
Totals 454 9,036.95 $ 29,804.56

*Data for 3 Calendar Months: January 1, 2019 — March 31,2019
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Reports available to the Agency through US Bank Fleet Commander® Online System:

| Category/Name of Report

Type of Information

Inventory Reports:

They provide lists of the cards, vehicles, or drivers in the program to monitor and
manage the fleet program.

Card Report
Vehicle Report
Driver Listing Report

Report provides a complete listing of all the cards, vehicles, or drivers in the fleet
program

Transaction Reports:

They provide reports that allow you to actively manage and monitor your program
by giving you a picture of transactions associated with the specific vehicles or
drivers.

Transaction Detail Reports

Report provides a comprehensive picture of the transactions in your program.
This report allows for all transactions to be included, or filter the transactions
using multiple parameters.

Real Time Activity Report

The report provides a view of real-time activity by card, driver or vehicle for the
last 7 days. This information will allow you to manage your fleet transaction limits
and/or view transaction information prior to posting.

Transactions by Vehicle Report

The report provides transaction information associated with a specific vehicle in
the program. This report can be used to monitor and manage card usage for the
vehicle, such as identifying vehicles that are heavily used and those with only few
transactions, and/or vehicles that have a high number of specific transaction
types.

Transactions by Driver Report

The report provides transaction information associated with specific drivers in the
program. Use of this report will identify cardholders that are heavy and light
users, or to find specific transaction types by driver.

Transactions without Drivers ID

This report is listed as an option, but no results were produced for the Agency.

Management Reports:

They provide reports that can be used to measure and track key aspects of the
fleet program, such as program’s dollar volume, identification of top merchants,
identification of cards with the highest number of transactions, dollar volume, non-
fuel transactions, gallons, and multiple purchases per day. Also, you can pinpoint
card by purchase method. In addition, it can help measure and track vehicle fuel
economy for specific vehicles or by vehicle type.

Top Dollars by Merchant Report

The report provides the list of merchants where dollars are spent from highest to
lowest. This information can be used to manage key vendor relationships for
maximum program value.

Cards with High Dollars for Non-
Maintenance Transactions

The report provides an overview of card use by listing cards with a large volume
of non-maintenance transactions.

Cards with High Gallons

The report provides information about cards that have a high gallon volume. This
will assist in the identification of high-use cards.

Cards with Non-fuel purchases

The report identifies any cards that have been used to purchase something other
than fuel.

Cards with Highest Number of

The report identifies cards that have the highest number of transactions.

Transactions
Cards with Multiple Purchases The report identifies cards that have multiple purchases per day. In addition, the
per day information from this report can assist in identification of potential card misuse.

Cards by Purchase Method

The report identifies how the cards were used for purchases, such as at the pump

Fuel Economy by Vehicle ID

The report can be used to monitor fuel economy for vehicles in the program.

Fuel Economy by Vehicle
Description

The report can be used to monitor fuel economy for vehicles in the program.

Vehicle Cost Analysis

The report provides a picture of the cost of each vehicle in the program.
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Emergency Merchant
Availability Report

The report can be used to find fueling locations during a storm or natural disaster.

Card Expiration

The report provides information on the expiration dates of cards in the program.
Using this information, you can track expiration and reissuance.

Exception Reports:

They provide reports to monitor card limit usage. In addition, the reports can also
be used to identify accounts and transactions that meet one or more exception
parameters that are established. These are reporting tools that can be used to
monitor the program for potential misuse or to identify needed adjustment in
program parameters.

Percent of Limit Report

The report provides a snapshot of a card’s current limit dollar use and percentage
use. Using this information, card limits can be adjusted, monitored, and/or program
adjustments can be made.

Declined Transactions Reports

The report can be used to track transactions with a declined authorization with a
declined reason code. The report can only be run for 7 days from the current date.

Billing Reports:

They provide reports with a summary of transactions in your program.

Invoice Report

Detailed Invoice Report

The report can be used to view a summary and details of transactions for each
card, including card number, date, transaction description, invoice number, amount
and additional detail.

Invoice Statement Status
Report

The report can be used to track the status of your invoice statements by payment
status and billing cycle. '

Sales and Marking Reports:

They provide information related to sales and marketing (if applicable).

Customer Sales

The report can be bused to track sales by product type and product category for
transactions posted in a specified time period.

Customer 12 month sales

The report can be used to track product type, product category, or a specific
product’s sales for transactions that posted during a previous period.
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Attachment 5

2019 Audit Recommendations provided in the report.

Rec

- Recommendations

Operations & Maintenance Department should develop and document goals and objectives,
Key Performance Indicators (KPIs), and/or other metrics for the Agency’s fleet operations for
measurement, analysis, tracking and reporting the fleet program’s effectiveness. Goals
should be aligned with the Division’s overall mission and could include cost of fuel, fuel
usage/consumption, cost of maintenance, asset value of the fleet by type of vehicle, etc.
Goals should be measured, evaluated and updated periodically.

Operations & Maintenance should work with US Bank to evaluate the reporting tools and
features that are available to provide useful information about the Agency’s fleet to identify

2 inefficiencies, areas of improvement, and instances of unusual card usage where follow-up is
be required and reduce potential risks of misuse.
The Fuel Card Administrator role should be clarified and enhanced, either in Agency Policy
A-86 and/or other related policy. The Fuel Card Administrator role should be enhanced to
include greater oversight roles and responsibilities, to include:
3 ¢ Responsibilities to maximize the use of online reports and tools available through the
US Bank Fleet Commander® Online system.
e Analysis and evaluation reports and communications to provide Operations &
Maintenance information about the fuel card program.
Operations & Maintenance should establish a process to periodically review the use of fuel
4

cards and ensure cards no longer needed or used are deactivated to reduce risks to the
Agency.
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Background

TR

* Number of Voyager Fuel Cardholders: 159* ’ Chevron

(*as of March 31, 2019)

» Spending:
$128,938  $116,701  $100,555  $102,519  $ 124,757
779 1,886 10887 1836 1,802 ﬂ

Calendar Year

2014 2015 2016 2017 2018

| Gallons purchased  [EEEEGECIV) 38,610 39,422 36,818 37,501 A

Source: information downloaded from SAP and calculated based on payment date. £,76
 Fueling Stations: LAY
- o
— Top 10 gas stations used to purchase fuel are located near an Agency facility:

9 within the service area, while 1 is outside the boundary lines. (See Page 8 in the report
for the map)

* Rebates (Cash Back): No incentives are received.

» Controls in place: i
~ Purchase restrictions (fuel only), odometer reading collected (if 4ooo 12
applicable) =

A oy VOYAGER
Inland Empire Utilities Agency ALEX MARTIN -
i A MUNICIPAL WATER DISTRICT

D :



Observations and Recommendations

. Goals and Objectives: Develop and document goals and objectives, and establish Key
Performance Indicators/other metrics for the Agency’s Fleet Program (including fuel, vehicle and

maintenance costs).

- Data Analysis: Consider using tools and reports available through US Bank to obtain
information/reports that would valuable to Operations management. Also, perform analysis to ensure
fuel purchases are adequate and minimize any risk of misuse.

- Fuel Card Administrator: Enhance the role to provide card oversight and analysis.

. Voyager Fuel Cards with no activity (for extended period of time): Review to determine if the
card is needed, or consider closing/canceling the cards.

« Cardholder Agreements: Periodic review should be performed to ensure a signed agreement is on
file with the Human Resources Department.

- Agency Policy/Standard Operating Procedure: Currently under review.

() Inland Empire Utilities Agency
% A MUNICIPAL WATER DISTRICT
|4 3




- —eE

Questions & Discussion

The Voyager Fuel Card Audit is consistent with the Agency’s Business Goals of
Fiscal Responsibility, Workplace Environment, and Business Practices by providing
an independent evaluation of the Voyager Fuel Card program, suggesting
recommendations for improvements, monitoring the internal control environment of
the Agency, and assisting Agency management in achieving organizational goals

and objectives.

"
( Inland Empire Utilities Agency
B A MUNICIPAL WATER DISTRICT 4
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( Inland Empire Utilities Agency
A MUNICIPAL WATER DISTRICT

Date: June 19, 2019
To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit
Committee: Audit 06/10/19

Manager Contact: T‘Q/Magygf ﬁ%}ﬂ%ﬁ—‘

Subject: Accounts Payable Follow-Up Audit

Executive Summary:

IA performed follow-up procedures to verify whether prior recommendations had been
implemented related to Accounts Payable (AP) functions. Additional alternate controls have
been established to reduce the risks of potential conflicts of duties and unauthorized changes to
the Vendor Master Data (VMD) to improve controls over adding/changing vendors and the
related payments approved and issued.
As a result of this audit, IA has one new recommendation and four restated recommendations:

+ Business Information Systems (BIS) should work with Finance & Accounting Department
(FAD) and Human Resources (HR) to implement additional controls to regularly evaluate and
monitor employees’ SAP roles and authorizations to prevent the risk of conflicts of duties.

» FAD should take the lead and work with BIS to implement efficiencies by fully utilizing
SAP work-flows to process and approve invoices to migrate to a paperless environment.

+ FAD should perform a review of all existing VMD records and ensure all vendor information
is complete and up-to-date and includes a verified physical address.

+ FAD should perform a review of VMD records to ensure only active vendors remain active.
Vendors no longer used should be blocked and those never used should be deleted or blocked.

* FAD should update SOPs to reflect business process.

Staff's Recommendation:

This is an information item for the Board of Directors to receive and file and to provide
direction to Agency staff to implement/resolve the audit recommendations that have been
provided.

Budget Impact Budgeted (YN).: Y Amendment (Y/N): Y  Amount for Requested Approval:
Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted):
N/A

Full account coding (internal AP purposes only): - = - Project No.:
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Prior Board Action:

‘On June 20, 2018, the Board approved the IA Annual Audit Plan. The Accounts Payable
Follow-Up Audit was scheduled in the Annual Audit Plan.

The Board has previously received Accounts Payable audit and follow-up reports dated May 12,
2010, October 25, 2011 and August 29, 2013.

Environmental Determination:
Not Applicable

Business Goal:

The Accounts Payable Follow-Up Audit is consistent with the Agency’s Business Goals of
Fiscal Responsibility, Workplace Environment, and Business Practices by providing
independent evaluations and audit services of Agency activities and making recommendations to
foster a strong ethical and internal control environment, provide efficiencies, safeguard assets
and assist management in achieving organizational goals and objectives.

Attachments:

Attachment 1 - Accounts Payable Follow-Up Audit Report
Attachment 2 - PowerPoint

Board-Rec No.: 19124
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DATE: May 30, 2019

TO: Shivaji Deshmukh
General Manager

m% O.(2elond s

FROM: Teresa V. Velarde
Manager of Internal Audit

SUBJECT: ACCOUNTS PAYABLE FOLLOW-UP AUDIT

Audit Authority

The Inland Empire Utilites Agency (IEUA or Agency) Internal Audit Department (IA)
performed a follow-up audit of Accounts Payable operations. The audit was performed
under the authority given by the IEUA Board of Directors and the Fiscal Year 2018/19
Annual Audit Plan. As required by the Internal Audit (IA) Department’'s Charter and the
Annual Audit Plan, IA must follow-up on the status of open audit recommendations to
determine whether corrective actions have been taken.

Audit Scope

The purpose of this follow-up audit was to determine the progress made by the Finance
and Accounting Department (FAD) to implement 9 outstanding recommendations made
in the prior audit and follow-up reports dated May 12, 2010, October 25, 2011 and August
29, 2013. IA refers readers to those audit reports for a comprehensive understanding of
all the details of the original audit and subsequent follow up reviews. Reports can be
obtained from the Agency intranet website or by contacting IA. This report provides an
evaluation of the status of the open recommendations and considered controls related to
those recommendations.

Audit Techni Applied
Audit techniques applied during the audit included:

Interviews of Accounts Payable and other Agency staff
Analysis of financial transactions

Review of supporting documents

Review of policies and procedures

Review of vendor master data (VMD)

Review of vendor disbursements and controls
Analysis of accounts payable aging

Analysis of access and roles within SAP

Water Smart - Thinking in Terms of Tomorrow

Paul Hofer Jasmin A. Hall Kati Parker Michael Camacho Steven J. Elie Shivaji Deshmukh
President Vice President Secretary/Treasurer Director Director General Manager
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Audit Results - Executive Summary

The follow up audit found that, overall, the Agency has effective controls in place over
accounts payable transactions. |A found opportunities to tighten controls and improve
efficiencies in addressing the original recommendations. Of the nine outstanding
recommendations from the prior audits, IA deferred two recommendations about updating
Agency policies and will follow up with the respective departments at a later time. Of the
remaining seven recommendations, three have been addressed and are considered
implemented. |A identified one new recommendation related to these implemented
recommendations. Additionally, one recommendation is in process, and three have not
been implemented. IA has restated those four outstanding recommendations (the one in
process and the three not implemented). As a result of this review, there are a total of
five outstanding recommendations. The details of the observations and
recommendations are included in the attached report, the following list provides a
summary of the follow up review:

¢ Additional alternate controls have been established to reduce the risks from potential
conflicts of duties and unauthorized changes to Vendor Master Data (VMD); changes
to vendors established in the accounting system. The mitigating control that has been
implemented extends beyond just Accounts Payable activity, which is considered a
positive step. The control requires accounting supervisory staff to regularly review
changes to Vendor Master Data and General Ledger (GL) Account Numbers in SAP.
IA recommends that the reviews be documented and communicated on a regular
basis to the department manager, to ensure there is an additional verification and
ensure agreement with any changes made. Additionally, |A suggests the department
consider establishing a checklist to document results and findings from the review and
document what steps were performed to address.

¢ In evaluating access controls over all IEUA staff that have Accounts Payable (AP)
authorizations in SAP (the Agency’s accounting system), |IA noted that some staff
members, with AP authorizations, have transferred to other departments or to different
functions within FAD and no longer require the AP authorizations but continue to have
the same authorizations. There is a need to implement additional controls to regularly
evaluate and monitor employees’ SAP roles and authorizations to prevent the risk of
conflicts of duties. Business Information Systems (BIS) should work with FAD and
Human Resources (HR) to regularly evaluate and monitor employees’ SAP roles and
authorizations to prevent the risk of conflicts of duties. Optionsinclude:

e BIS work closely with IA and FAD to perform regular (at minimum annual) reviews
and evaluations of roles and authorizations to search for conflicts of duties.

e BIS work with HR to establish a formal notification method/checklist when changes
occur as a result of employees changing job duties and responsibilities that may
present a risk and potential conflict of duties and may require authorizations be
modified.
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e BIS determine the feasibility of seeking to implement an automated program or
service to scan SAP for conflicts of duties on a regular basis, either through SAP
or another third-party vendor (New Recommendation #1).

e FAD should take the lead and work with BIS to implement greater efficiencies by fully
utilizing automated workflows to process and approve invoices to migrate to a
paperless environment, additionally to eliminate/reduce: Printing, manual/handwritten
approvals, manual duplicate scanning of invoices/documents and additional emailing
of documents. FAD should consider improving efficiencies and process changes
necessary to efficiently utilize an automated process (New Recommendation #2).

e FAD shouid perform a comprehensive review of all existing VMD records (particularly
older records and those created by the conversion to SAP) and ensure all vendor
information is complete and up-to-date and includes a verified physical address (New
Recommendation #3).

e FAD should perform a comprehensive review of the VMD records to ensure only active
vendors remain active and those with no activity in the previous 3-5 years are blocked
from use/misuse. Additionally, vendors created through the conversion process to
SAP (those brought forward from the legacy accounting system) that have never been
used and_have no financial data tied to them should be deleted, but at minimum,
should also be blocked (New Recommendation #4).

e FAD should update all SOPs to reflect business process changes resulting from the
implementation of the Agency’s ERP SAP system of mid-2007 and any enhancements
to internal controls since then. (Restated from prior audits: New Recommendation #5).

The attached audit report provides details of the observations and recommendations.
Attachment 1 summarizes the results of I1A’s review of outstanding recommendations.
Attachment 2 summarizes the new recommendations.

Acknowledgements
Internal Audit would like to extend our appreciation to the Finance and Accounting

Department and Business Information Systems staff for their cooperation and assistance
during this review.

IA shared the results of this audit with Kanes Pantayatiwong in BIS and Connie Campbell
in FAD and provided a draft report for their review and comments on May 1stand 7,
2019. The draft report was also provided to Javier Chagoyen-Lazaro in FAD and Christina
Valencia, Executive Manager of Finance and Administration for their review and
comments on May 7, 2019. Where possible, comments have beenincorporated.

If you have any questions or need additional information, please contact me at Extension

1521 or at tvelarde@ieua.org.
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Accounts Payable 2019 Follow-Up Audit
Backaround

The Finance and Accounting Department (FAD) is responsible for recording, maintaining,
and safekeeping of the Agency's financial information. FAD functions include the areas
of general accounting and financial reporting, including accounts payable and receivable,
cash applications, fixed asset accounting, payroll, financial reporting, and various
financial analyses. The Accounts Payable (AP) staff is responsible for processing vendor
invoices and issuing payments for goods and services, utilites, and employee
reimbursements for business related expenses. The AP staff consists of a supervisor
and four staff members. Other staffin FAD and CAP (and some staff that have transferred
from FAD to other departments) also have various levels of access/authorization to
Accounts Payable information in SAP.

NOTE: At the time of the 2013 follow-up audit the Finance and Accounting Department
was referred to as the Accounting and Fiscal Management Department (AFM). The
Department is now called the “Finance and Accounting Department” or “FAD”. The report
also references the Agency’s Enterprise Resource Planning (ERP) Software system
generally referred to as “SAP” and the Agency’s Vendor Master Data abbreviated as
‘YVMD”. Additionally, the Agency’s Business Information Systems (BIS) department is
responsible for the technology (such as SAP) used in the Accounts Payable processes
and Contracts and Procurement (CAP) is responsible for the establishment of all
contractual relationships with Agency vendors. All references in this audit report have
been updated to reflect current naming conventions.

The VMD is the central location in SAP that stores and provides information about the
Agency’s vendors including name, address, contacts and other required information.
VMD information is used throughout the procurement cycle, from the issuance of
purchase orders to the payment of invoices. The accuracy of the information in the VMD
affects the Agency’s ability to track and pay its vendors. Additionally, it is good business
practice to safeguard VMD information and have strong internal controls to ensure
information is accurate and mitigate risks of inappropriate or unauthorized payments.

Status of Open Recommendations from the 2013 Follow-Up Audit Report:
Access. Privileges. Roles & Responsibilities: SAP and VMD

Original Recommendation #1 from the 2013 audit (provided for reference):

FAD and BIS should work together to ensure users have appropriate access
within SAP based on job responsibilities and remove/modify access privileges
that are not necessary to reduce the risk of unauthorized transactions and
Segregation of Duties conflicts. All user access should be immediately removed
when an employee resigns his/her position with the Agency.

Original Recommendation #2 from the 2013 audit (provided for reference):
Access to the Vendor Master Data (VMD) should only be granted to one
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Manager/Supervisor for the FAD and CAP departments with one back up employee,
if necessary, due to Segregation of Duties conflicts. This is a standard best practice
across many industries. Furthermore, IA recommends access be removed from all
other current and past employees.

Original Recommendation #6 from the 2013 audit (provided for reference):

FAD should strengthen Vendor Master Data procedures to establish uniformity in
entering, altering and deleting vendors, and to provide guidelines for the
maintenance of vendors, to ensure vendors are authorized, including the
requirement that a supervisor or manager in CAP approve additions, deletions, or
changes to vendors.

Status: Recommendation #1 has been restated as New Recommendation #1 and
Recommendations #2 and #6 Implemented (with mitigating/alternate controls)
Recommendations #1, 2, and 6 all reflect concerns about segregation of duties (SOD)
within SAP in conjunction with AP staff duties and maintenance of Vendor Master Data
information. SAP access is defined by “authorizations” and “roles” that limit which
employees may make changes to vendor data and which only have “view access”. For
instance, AP staff need to have the ability to view information about purchase requisitions,
purchase orders and vendors (Vendor Master Data) to properly process AP transactions,
however they do not need to be able to make changes to vendor information (for example
change a vendor name or address). AP staff need to have the ability to enter data and
process information to ensure that AP payments are made in a timely manner.

The 2010, 2011 and 2013 audit and follow-up reviews all examined potential conflicts of
duties in FAD and made recommendations for changes to those authorizations and roles
within SAP, some of which have been addressed.

For the current review, |A evaluated SAP user roles with assistance from BIS and FAD
staff for potential conflicts of duties. IA noted that some FAD staff members have
transferred to other Agency departments or to different functions or roles within FAD, and
continue to have the same authorizations in SAP, some related to AP functions. Based
on IA’s discussions with BIS and FAD staff, in most cases not all “functions” are assigned
or available to each specific “role” in SAP, so determining specific conflicts of duties is not
immediately apparent with an analysis/review of the reports available. Specifically, IA
noted this with an authorization granted to the accounting supervisor. IA physically
observed and tested to determine if the access was available and noted that the
supervisor is not able to make modifications as the authorization normally allows.
Although some conflicts may appear to exist based on the roles and authorizations
assigned, further analysis, including physically testing the access, of the “role” may
determine that the access is not as extensive as it appears. There is also an approval
process within FAD that follows the organization chart, and this reduces the likelihood
that an employee would have access to both create and approve their own transactions.

After the 2013 audit, FAD created additional, alternate controls to reduce the risks from
conflicts of duties concerns. The Accounts Payable Supervisor established this mitigating
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and important control that extends beyond Accounts Payable activity. The Supervisor
performs a regular review for changes to both Vendor Master Data and General Ledger
(GL) Account Numbers in SAP. This is an important control to detect and protect against
unauthorized vendors and payments. /A recommended FAD prepare and maintain
documentation of these internal supervisory reviews and communicate the results of the
reviews to the Department Manager on a regular basis, which the department now does.
IA also suggests that a review checklist or other form of documentation be used to indicate
what information has been confirmed (such as: “Vendor address present” and “change
made by an authorized Agency employee”, etc.) in the review. This would be useful to
provide a record of what steps were performed during the reviews. The reviews document
that additional supervisory review was completed and there is agreement with any
changes made to VMD.

BIS stated that when SAP was implemented, the Agency worked closely with the
consultants to structure authorizations and roles to ensure segregation of duties.
According to BIS, the process was extensive and has not been changed since SAP was
implemented unless something comes to their attention or changes are required or
requested.

This review noted that when an Agency employee changes job duties or responsibilities,
there is no standard procedure in place for the department to evaluate conflicts of duties
with roles and authorizations in SAP or to inform BIS of the job change to prompt
evaluation of the SAP accesses. Therefore, the department nor BIS review their SAP
access for potential conflicts of duties or other required changes or updates. IA noted
that since the 2013 review, several employees have transferred to different departments
or now have different job duties/responsibilities; however, no changes were made to their
SAP access/authorization. These employees were not specifically AP staff, but they did
transition from Accounting to other Agency departments or between different roles in the
Accounting department and still have varying levels of access to the Accounts Payable
systems. This creates the risk that employees could have conflicts of duties with the
access they have because their responsibilities changed but their access was not
evaluated and modified to agree with the change in duties.

IA periodically evaluates SAP roles and responsibilities and provides recommendations
when potential conflicts of interest exist. IA’s reviews are performed during an operational
audit of the area under review. If recommendations result from |A’s review, needed
changes are the responsibility of the management of that area. IA only follows up on any
changes when a follow up review is performed, which can be 12 to 18+ months after the
initial review. Given the risk exposure and the complexity of “authorizations” and “roles”
in SAP, IA recommends that the Agency consider additional reviews/evaluations and
controls to regularly and continuously monitor for conflicts of duties. For example, BIS
could work with IA and FAD to evaluate potential conflicts on a more regular basis, at
minimum annually. Additionally, the Agency should establish procedures to ensure HR
notifies BIS of any job changes, transfers, promotions or changes in responsibilities to
alert BIS of any needed changes to an employees’ SAP authorizations. Lastly, another
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option is to obtain automated tools that have the capability to scan authorizations and
roles in SAP to search for conflicts of duties, either through SAP or a 3™ party vendor.

New/Restated Recommendation #1: In evaluating access controls over all IEUA
staff that have some level of AP authorization, IA noted that some staff members
have transferred to other departments at IEUA or to different functions within FAD.
There is a need to implement additional controls to regularly evaluate and monitor
employees’ SAP roles and authorizations to prevent the risk of conflicts of duties.
Options include:

e Business Information Systems (BIS) working closely with IA and FAD to
perform regular (at minimum annual) reviews and evaluations of roles and
authorizations to search for conflicts of duties.

e BIS working with the Human Resources Department to establish a formal
notification method/checklist when changes occur as a result of employees
changing job duties and responsibilities that may present a risk and
potential conflict of duties.

e BIS determining the feasibility of seeking to implement an automated
program or service to scan SAP for conflicts of duties on a regular basis,
either through SAP or another third-party vendor

BIS Response:

SAP security management is not perfect and can certainly be improved. IA has provided
some information on third-party SOD tools that BIS will review and consider if they are
deemed feasible (financially, technically and operationally). It is also true that when an
employee moves to a different department, and most likely role, BIS does not have

visibility about the change. This is something that BIS should work with HR on to
communicate these changes.

FAD Response:

FAD stated that this is a good recommendation that may be applicable to all Agency
departments because of the various accesses in SAP and the various changes with
employee responsibilities and duties across the Agency and it is not isolated to AP.

IA also agrees that this recommendation may be applicable to all other Agency
departments. IA provides this recommendation as a result of the evaluation and analysis
performed of all employees who have AP duties and responsibilities within FAD and those
with SAP roles and authorizations since this review focuses on those functions.

Late Payments

Original Recommendation #3 from 2013 audit (provided for reference): Finance and
Accounting Department should institute controls to ensure payment of invoices by
the due date.
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Status: Not implemented — Restated

According to FAD staff, the department’s accounts payable system has been updated
since the 2013 follow-up review. At the time of the 2013 review, FAD’s strategy was to
issue invoice payments as close as possible to the due date in order to hold cash and
maximize potential interest earnings. This led to occasional late payments and penalties
noted in the prior audit. However, in recent years low interest rates have changed the
Agency’s strategy and FAD pays AP invoices on a timely basis and take advantage of
any potential discounts, when possible.

Payments are delayed if FAD does not receive the approved invoices from the respective
departments before the due dates, such as on large construction projects or where
multiple locations must approve the charges, and large utility payments For instance,
Southern California Edison (SCE) billings are often issued late (sometimes past due
based on their own due dates) due to manual invoice adjustments SCE must make to
accommodate specific contract requirements with IEUA. Both SCE delayed issuance of
invoices/bills and late approval by Agency staff are outside the AP department’s control.
FAD is working with construction management staff to ensure that their workflow results
in FAD receiving invoices on a timely basis and FAD works with large utility vendors such
as SCE to ensure no late fees are incurred for these delays that are outside FAD’s control.

IA reviewed the Agency’s general ledger expense accounts for the past three fiscal years
through March 31, 2019, to review late fees and fines. IA noted that no fees were paid
in that three-year period.

Additionally, after the 2013 follow-up review, BIS created an AP Monitoring Report
available on the Agency’s internal website. The report shows all accounts payable
transactions for a chosen period and documents information about all invoices received
including invoice date, received date, posting date and date paid. Although the report is
not used regularly by either |A or FAD, it does provide a snapshot of payment activity.

IA reviewed the report for the month of December 2018. The report generated 765
individual trade vendor (“1xxxxx” accounts payable vendor numbers, i.e. not utility, payroll
or other special categories) invoices totaling $15,882,057 and an additional 115 for utility
vendors totaling $743,645. All the utility vendor payments were made on a timely basis.
The timing of payments of trade vendor invoices showed payments occurring over varying
amounts of time, however only 33 invoices totaling $88,736 were paid after 60 days:

Analysis of December 2018 Trade Vendor invoices:

Type | Paidwithin | Paid within (g:nfg @f:s%r-:oo dg;‘gsbut TOTAL DECEMBER 2018
30 Days 60 Days instances of 200-300 days) Payments
# 624 108 33 765
% 82% 14% 4% 100%
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Analysis of “Paid after 60 Days” category:

Total # of Dollar
Category of Invoice Invoices Amount
Acetylene cylinder rentals at RP-1 — minor amounts (averaging $4-$5 ea.) 10 $46
Executive credit card invoices — Bank of America 5 $10,734
Goods and Services (Parts, pest control, membership, canopies, RP4 field
evaluation, security assessment, etc.) 17 $77,956
TOTALS 33 $88,736

IA verified supporting information in SAP and examined the approval dates. In most
cases the 17 invoices for goods and services were delayed beyond the original invoice
and/or invoice receipt date due to delays in obtaining departmental approvals.

IEUA’s method for processing payments for these invoices is:

1) Hard-copy or electronic invoice arrives at AP

2) AP staff prints invoice (if received electronically), date-stamps, scans and
enters into SAP

3) AP staff emails the scanned invoice to the approver requestingapproval

4) Approver prints the invoice, signs, dates and includes employee number

5) Approver scans the approved invoice and emails to AP staff;

6) AP staff process approved invoice for payment.

7) The approved document is sometimes reprinted by AP to attach to payment
document information for supervisory review.

SAP & Paperless Environment

The Agency’s ERP SAP system has now been in place for approximately 12 years (since
2007), having been implemented in July 2007. A modern ERP system may provide the
capability to help the Agency migrate to a paperless environment by facilitating the
process of reviewing and approving documents through electronic channels. SAP
provides the capability to streamline the Accounts Payable process for reviewing and
approving invoices electronically and can eliminate/reduce printing and use of paper to
document and process approvals.

The benefits of a paperless environment include:
o Increased processing speed
Reduced labor/time spent printing, scanning, reprinting, rescanning
Reduced paper use and handling
Automated tracking of activity, reviews, etc.
Reduced or eliminate storage of multiple copies of printed items

O 00O

SAP should be fully utilized to ensure all invoices are paid timely, and users/approvers
are reminded through the SAP workflow process to approve and process their respective
invoices. SAP has the capability to track when an invoice is received, uploaded/input into
SAP, trigger an approval requirement, track the approver and approval date, and trace
when the invoice is processed. As IA has noted in  previous internal audit reports, the
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Agency should consider the opportunities for efficiencies from establishing these SAP
workflows and migrating to a paperless environment to process and approve invoices,
eliminating/reducing printing, manually approving, scanning and emailing invoices.

New Recommendation #2: FAD should take the lead and work with BIS to
implement efficiencies by fully utilizing automated workflows to process and
approve invoices to migrate to a paperless environment, eliminate/reduce printing,
manual/handwritten approvals, manual duplicate scanning of invoices/documents
and additional emailing of documents. FAD should consider the process changes
(to current largely manual procedures) necessary to efficiently utilize an automated
process

BIS/FAD Response:

BIS and FAD indicated that the entire payment process extends beyond AP alone.
Invoices from vendors come in various forms (e.g., hardcopy papers, email attachments)
and are outside of AP’s control. If received hardcopy, then scanning is a necessary step.
When invoices are routed for approval, this process is also outside of APs control.
BIS/FAD stated they can implement workflow solution (SAP or non-SAP) to help with
electronic invoice approval process, which can, in theory, reduce the hardcopy papers
and scanning and provide better accountability. This is agreedto.

Additionally, BIS/FAD stated that workflow will not force users to execute timely.

Additionally, BIS/FAD also stated that paperless initiatives are not isolated to AP and
improvements can be made across all departments. Staff stated that paper or paperless
environments do not violate any AP processes.

IA determines there is general agreement with the observation and recommendation
provided. BIS/FAD noted there may be other challenges with changes in processes. |As
role is to provide recommendations to assist the Agency in achieving organizational goals,
improve efficiencies and tighten internal controls. The recommendation encourages to
move to a paperless environment by fully utilizing the Agency’s ERP SAP system and
reduce/eliminate hardcopies and encourages better tracking of documents.

Agency Policies

Original Recommendation #4 from 2013 audit (provided for reference): Finance and
Accounting Department should work with the appropriate Agency personnel to
update Agency policies and remind employees of the requirements of Agency
Policy A-12, Employee Personal Computer Purchase Program; Policy A-37,
Reimbursement for Attendance at a Conference, Seminar or Meeting; Policy A-50,
Non-Purchase-Order Invoice Approval Procedures; Policy A-55, Agency Credit
Cards; and Agency Policy A-14 Vehicle Use.

Original Recommendation #5 from 2013 audit (provided for reference): Human
Resources Department, in conjunction with Information Support Systems, should
ensure that loans for personal computers are not approved for items not covered
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by the loan program as described in Agency Policy A-12. Additionally, consider
revising Agency Policy A-12 to clarify the applicability of the computer loan
program to tablet computers and operating systems other than Microsoft Windows.

Status: Deferred to future audit related to Agency policies.
Original Recommendations #4 and #5 are being deferred to a separate audit of the
Agency’s policy setting process through the Human Resources Department.

Vendor Master Data: Physical Addresses and Inactive Vendors
Original Recommendation #7 (provided for reference): FAD should ensure all new

vendors provide a current, physical business address for the Vendor Master File.
Additionally, FAD should establish a plan to update the master file for all active
vendors that do not currently have a physical address on file.

Status: Restated recommendation
Since the last AP audit FAD and CAP have instituted procedures to ensure any vendor .
doing business with the Agency has a valid physical address on file. A physical address
is important to assist in validating that the vendor is a legitimate business and prevents
the risk of issuing checks to fraudulent vendors. In instances where vendors prefer to
receive payments to a PO Box, risk of fraudulent payments/activity is minimized when
both the physical and mailing addresses are retained and verified.

IA reviewed a current Vendor Master File, listing all Agency vendors as of February 2019.
IA sorted the vendors to review all vendors added since January 1, 2014 (the period
following the previous IA follow-up review). A total of 714 new vendors were added in the
“Trade Vendors (PO/AP)” category (the 1xxxxx series) during this period. Of these
vendors, |IA reviewed the SAP information and determined that 5 of the new vendors (less
than 1%) did not have a physical address and only had a PO Box #. FAD reviewed these
vendors and is following up on the missing physical addresses or will ensure that the
vendors are blocked.

IA also reviewed the current status of vendors added prior to the previous follow-up report
— also, all in the “Trade Vendors (PO/AP)” category (the 1xxxxx series) to determine if
all addresses had been obtained as previously recommended, and noted the following:

NO
TOTAL
CATEGORY VENDORS ADDROESS & °f; OF
. CREATED HO% TOTAL
BLOCKED
Vendors created during conversion to SAP-during mid-2007 4,605 698 15.16%
Vendors created after conversion mid-2007 until 12/31/2013 1,198 65 5.43%

FAD created an additional alternate control to regularly review changes to Vendor Master
Data and General Ledger Account Numbers in SAP. With this review, FAD can detect
instances where vendors are created without a physical address. However, this does not
result in corrections or additions to missing information on older records. The 2013 review
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recommended that the Vendor Master File be updated to ensure all active vendors have
a physical address on file. Therefore, the prior recommendation is restated to consider
the results of this review since existing vendors from the initial conversion to SAP and
those created prior to the 2013 follow-up review were not updated.

New Recommendation #3: FAD should perform a comprehensive review of all
existing VMD records (particularly older records and those created by the
conversion to SAP) and ensure all vendor information is complete and up-to-date
and includes a verified physical address.

An additional best practice for an organization is regularly to compare vendor addresses
to employee addresses to mitigate against the possibility of potential fraudulent
transactions. Vendors established with an employee’s home address would present a
potential risk. This is not a control that FAD can implement, but a regular review using an
automated comparison could be done by BIS with the assistance of HR. |A asked BIS if
this comparison is currently feasible and if information/reports may be available for IAs
review. As of the date of the first draft report (May 1) information had not been provided
for 1A’s review. IA will follow up on this request during a future HR audit.

Original Recommendation #8 from 2013 audit (provided for reference): Finance and
Accounting Department should work with BIS to test the features of SAP related to
purging inactive vendors. Upon successful completion of the testing, FAD should
identify vendors with no activity in the previous three to five years and deactivate
or delete from the Vendor Master File as appropriate.

Status: Not implemented — Restated

FAD stated that SAP provides a historical record and transaction details since
implementation in mid-2007. Purging vendors is not feasible or recommended because
financial and historical information would be incomplete. Instead, SAP provides a means
to “block” an “inactive vendor”; a vendor with no activity/transactions over a specified
period of time. A best practice is to block vendors with no activity in the prior 3-5 years
to prevent misuse, misappropriation, etc.

The Vendor Master File has a total of 6,516 Trade Vendors. Of these, only 1,641 are
“blocked”. The remaining 4,875 are considered active vendors, although they may have
never had any activity or have not had activity in the most recent years. 1A, BIS and FAD
have discussed the importance of retaining any vendors in the system if they have had
any financial activity, since that information is all linked in SAP. For those that have had
financial activity but have not had any transactions in the past 3 to 5 years, the prudent
course of action is for the Agency to block their use in SAP to mitigate potential risks.
IEUA has 3,369 active vendors that were entered into SAP as part of the conversion
process in mid-2007. Many of them appear not to have ever had any financial activity.
All 4,875 vendors should be reviewed to determine if they should continue to be active
vendors or blocked. In addition, any vendors that have never had any financial activity or
were created through the conversion process and never had any financial activity should
be removed/deleted or at minimum be blocked as well.
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IA also noted a number of names and addresses of individuals on the Trade Vendor list
(rather than the employee numbering sequence), most of which were created by the AP
conversion process to SAP. Since this numbering sequence is reserved for “Trade
Vendors” the listing should not include individuals, except in those relatively rare
instances where an individual is a Trade Vendor. In addition, the addresses of individuals
(that may include former employees) may raise privacy concerns. If these VMD vendors
were created during the conversion process and have never been used, their inclusion in
the VMD is irrelevant and they could be removed.

New Recommendation #4: FAD should perform a comprehensive review of the
VMD to ensure only active vendors remain active and those with no activity in the
previous 3-5 years are blocked appropriately. Additionally, vendors created
through the conversion process to SAP and never used should be deleted.

Standard Operating Procedures (SOP)

Original Recommendation #9 from 2013 audit (provided for reference): Finance and
Accounting Department should update all SOPs to reflect business process
changes resulting from the implementation of the Agency’s ERP SAP system.

Status: Not implemented — Restated

It is a best practice to have formal written Agency policies and procedures within AP and
other related departments. Policies and procedures effectively manage the department’s
processes and provide clear guidance to management, employees and external/internal
auditors. FAD indicated they plan to update all SOPs for critical tasks by June 30, 2019.

IA noted that FAD has added new resources about using SAP to obtain Vendor
information on the Agency’s internal website. These Guides include sample SAP display

screens and descriptions of how to use these aspects of SAP:
1. Vendor/Employee Invoice & Remittance Status — Inquiry FBL1N
2. Vendor Transactions Search by Vendor Type

Guides such as these are very helpful for Agency employees. IA encourages FAD to
continue to provide additional resources to assist Agency staff.

As recommendation #9 is still “In Progress,” IA plans to re-visit this area and test in a
future audit. This has been a recommendation on all FAD audits going as far back as
2007. SOPs serve as guidelines and manuals to train employees, to reference during
cross training and during staff leaves. SOPs also provide a tool to measure employee
performance and to hold employees accountable to their responsibilities. Agency Policy
A-51 provides guidelines on how departments should document their own Standard
Operational Procedures, IA refers FAD to A-51 for documenting their formal SOPs. The
recommendation has been restated as New Recommendation #5.

New Recommendation #5
FAD should update all SOPs to reflect business process changes resulting from

the implementation of the Agency’s ERP SAP system of mid-2007 and any
enhancements to internal controls since then.
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Attachment 1 — Status of the 2013 Follow-Up Audit Recommendations
Implemented | Review.
or mitigating | deferred | Not Implemented
control to future or Restated
Rec # Recommendation established audit
Finance and Accounting Department and Business Information Services need to work together to ensure users N
1 have appropriate access within SAP based on job responsibilities and remove/modify access privileges that are X R ew dati
not necessary to reduce the risk of unauthorized transactions and SOD conflicts. All user access should be ecomr;$n ation
immediately removed when an employee resigns his/her position with the Agency.
Access to the Vendor Master Data (VMD) should only be granted to one Manager/Supervisor for the FAD and N
2 CAP departments with only one back up employee, if necessary, due to Segregation of Duties conflicts. This is X R i dai
a standard best practice across many industries. Furthermore, 1A recommends access be removed from all other ecomr;1en e
current and past employees.
New Restated
3 Finance and Accounting Department should institute controls to ensure payment of invoices by the due date. Recommendation
#2
Finance and Accounting Department should work with the appropriate Agency personnel to update Agency
policies and remind employees of the requirements of Agency Policy A-12, Employee Personal Computer
4 Purchase Program; Policy A-37, Reimbursement for Attendance at a Conference, Seminar or Meeting; Policy A- X
50, Non-Purchase-Order Invoice Approval Procedures; Policy A-55, Agency Credit Cards; and Agency Policy A-
14 Vehicle Use.
Human Resources Department, in conjunction with Information Support Systems, should ensure that loans for
5 personal computers are not approved for items not covered by the loan program as described in Agency Policy X
A-12. Additionally, consider revising Agency Policy A-12 to clarify the applicability of the computer loan program
to tablet computers and operating systems other than Microsoft Windows.
Finance and Accounting Department should strengthen Vendor Master File procedures to establish uniformity in
6 entering, altering and deleting vendors, and to provide guidelines for the maintenance of vendors, to ensure X
vendors are authorized, including the requirement that a supervisor or manager in CAP approve additions,
deletions, or changes to vendors.
Finance and Accounting Department should ensure all new vendors provide a current, physical business address New Restated
7 for the Vendor Master File. Additionally, FAD should establish a plan to update the master file for all active Recommendation:
vendors that do not currently have a physical address onfile. #3
Finance and Accounting Department should work with BIS to test the features of SAP related to purging inactive New Restated
8 vendors. Upon successful completion of the testing, FAD should identify vendors with no activity in the previous Recommendation:
three to five years and deactivate or delete from the Vendor Master File as appropriate. #4
9 Finance and Accounting Department should update all SOPs to reflect business process changes resulting from R'e\l;msq(:itj‘at:gn'
the implementation of the Agency’s ERP SAP system. #5 )
Totals 3 2 fieme

4 New Restated
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Attachment 2 — 2019 Follow-Up Recommendations

The table below consolidates outstanding recommendations from the prior audits (restated) with new recommendations from
the current audit. These are the new, remaining recommendations.

Rec.

Audit Recommendations

In evaluating access controls over all IEUA staff that have some level of AP authorization, IA noted that some staff
members have transferred to other departments at IEUA or to different functions within FAD. There is a need to
implement additional controls to regularly evaluate and monitor employees’ SAP roles and authorizations to prevent
the risk of conflicts of duties. Business Information Systems (BIS) should work with Finance and Accounting
Department (FAD) and Human Resources (HR) to implement additional controls to regularly evaluate and monitor
employees’ SAP roles and authorizations to prevent the risk of conflicts of duties. Optionsinclude:
e Business Information Systems (BIS) working closely with IA and FAD to perform regular (at minimum annual)
reviews and evaluations of roles and authorizations to search for conflicts of duties.

« BIS working with HR to establish a formal notification method/checklist when changes occur as a result of
employees changing job duties and responsibilities that may present a risk and potential conflict of duties.

e BIS determining the feasibility of seeking to implement an automated program or service to scan SAP for
conflicts of duties on a regular basis, either through SAP or another third-party vendor

FAD should take the lead and work with BIS to implement efficiencies by fully utilizing automated workflows to
process and approve invoices to migrate to a paperless environment, eliminate printing, manual/handwritten
approvals, manual duplicate scanning of invoices/documents and additional emailing of documents. FAD should
consider the process changes (to current largely manual procedures) necessary to efficiently utilize an automated

process

FAD should perform a comprehensive review of all existing VMD records (particularly older records and those
created by the conversion to SAP) and ensure all vendor information is complete and up-to-date and includes a
verified physical address.

FAD should perform a comprehensive review of the VMD to ensure only active vendors remain active and those
with no activity in the previous 3-5 years are blocked appropriately. Additionally, vendors created through the
conversion process to SAP and never used should be deleted

FAD should update all SOPs to reflect business process changes resulting from the implementation of the Agency’s
ERP SAP system of mid-2007 and any enhancements to internal controls since then.
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New Recommendation #1:

#__—

BIS should work with FAD and HR to implement additional controls to regularly evaluate
and monitor employees’ SAP roles and authorizations to prevent the risk of conflicts of
duties. Options include:

— BIS work closely with IA and FAD to perform regqular (at minimum annual) reviews and
evaluations of roles and authorizations to search for conflicts of dufies.

— HR establish a formal notification method/checklist when changes occur as a result of
employees changing job duties and responsibilities that may present a risk and potential
conflict of duties.

— BIS implement an automated program/system to scan SAP for conflicts of duties on a
reqular basis, either through SAP or third-party vendor.

IJ Inland Empire Utilities Agency

A MUNICIPAL WATER DISTRICT
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Recommendations:

Recommendation #2:

.« FAD should take the lead and work with BIS to implement efficiencies by fully utilizing automated
work-flows to process and approve invoices to migrate to a paperless environment.

Recommendation #3:

«  FAD should perform a comprehensive review of all existing VMD records (particularly older records
and those created by the conversion to SAP) and ensure all vendor information is complete and up-to-
date and includes a verified physical address.

Recommendation #4:
«  FAD should perform a comprehensive review of the VMD to ensure only active vendors remain active
and those with no activity in the previous 3-5 years are blocked appropriately.

Recommendation #5:
«  FAD should update all SOPs to reflect business process changes resulting from the implementation of
the Agency’s ERP SAP system of mid-2007 and any enhancements to internal controls since then.

( Inland Empire Utilities Agency
— A MUNICIPAL WATER DISTRICT
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Date: June 19, 2019

To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit
Committee: Audit 06/10/19

Manager Contact: Tere%%;ggf éstgﬁl%t

Subject: Payroll Follow-Up Audit: Ethics Resolution and Confidentiality Agreement

Executive Summary:

The Internal Audit Department Charter requires Internal Audit (IA) follow-up on outstanding
recommendations to determine if corrective actions have been taken. The follow-up reviews are
scheduled through the Board-approved Annual Audit Plan and Executive Management supports
the implementation efforts of the recommendations. '

IA performed a follow-up review of one outstanding recommendation from the Payroll Audit
completed in 2010. The original recommendation required that Human Resources (HR) take the
lead to revise and update Agency Resolution No. 2005-2-9 (Ethics Policy) and clarify which
employees are required to sign a Confidentiality Agreement. This follow-up review found that
the Agency's Resolution No. 2005-2-9 has been rescinded with Board-approved Resolution No.
2018-2-7. Additionally, on January 17, 2018, the Board adopted the IEUA Administrative
Handbook with guidelines applicable to the Board of Directors. Chapter 7, Conflict of Interest,
regarding ethical behavior, applies to Board members and all Agency employees. According to
HR, with the adoption of the Administrative Handbook, HR will require only new and/or
promoted employees with access to confidential information to sign a one-time Confidentiality
Agreement and not renew. The recommendation is considered closed. Future HR audits will be
planned through the Board-approved Annual Audit Plan and amendments.

Staff's Recommendation:
This is an information item.

Budget Impact Budgeted (Y/N):N Amendment (v/N): N Amount for Requested Approval:
Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted):
N/A

Full account coding (internal AP purposes only): - - - Project No.:
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Prior Board Action:

On June 20, 2018, the Board approved the IA Annual Audit Plan. The Payroll Follow-Up Audit
was scheduled in the Annual Audit Plan.

On September 19, 2012, the Board received and filed the Payroll Operations Follow-Up Audit
Report.

On September 15, 2010, the Board received and filed the original Payroll Operations Audit
Report.

Environmental Determination:
Not Applicable

Business Goal:

The Payroll Follow-Up Audit (Ethics Resolution & Confidentiality Agreement) is consistent
with the Agency’s Business Goals of Fiscal Responsibility, Workplace Environment, and
Business Practices by providing independent evaluations and audit services of Agency activities
and making recommendations to foster a strong ethical and internal control environment,
provide efficiencies, safeguard assets and assist management in achieving organizational goals
and objectives.

Attachments:

Attachment 1 - Payroll Follow-Up Audit: Ethics Resolution and Confidentiality Agreement
Report

Board-Rec No.: 19130
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DATE: May 30, 2019
TO: Shivaji Deshmukh

General Manager

FROM: Teresa V. Velarde
Manager of Internal Audit

SUBJECT: Payroll Follow-Up Audit: Ethics Resolution & Confidentiality Agreement

Audit Authority
This follow-up review was performed under the authority provided by the Inland Empire

Utilities Agency (IEUA or Agency) Board of Directors. The Internal Audit (IA)
Department’'s Charter and the Annual Audit Plan require that |IA follow up on the status of
outstanding audit recommendations to determine if corrective actions were implemented.

Audit Objective and Scope

IA completed a follow-up review of the one remaining outstanding recommendation
related to the Payroll Audit, dated August 24, 2010. The recommendation required that
Human Resources (HR) take the lead to update Agency Resolution No. 2005-2-9, the
Agency’s Ethics Policy and clarify which employees are required to sign the
Confidentiality Agreement. IA did not expand the scope of the review to evaluate
additional areas or operations within the HR Department, further reviews will be
scheduled through the Board-approved Annual Audit Plan.

Acknowledgements
IA would like to extend our appreciation to the HR Department for their cooperation and
assistance during this follow-up review.

Discussions with Management

The results of this follow-up review were provided to Blanca Arambula, Acting Manager
of HR and Christina Valencia, Executive of Finance and Administration/Assistant General
Manager on May 16" and 23", 2019 for their comments, prior to finalizing this report.

The Payroll Follow-Up Audit is consistent with the Agency’s Business Goals of Fiscal Responsibility, Workplace
Environment, and Business Practices by providing independent evaluations and audit services of Agency activities and
making recommendations to foster a strong ethical and internal control environment, provide efficiencies, safeguard
assets and assist management in achieving organizational goals and objectives.

Water Smart - Thinking in Terms of Tomorrow

Paul Hofer Jasmin A. Hall Kati Parker Michael Camacho Steven J. Elie Shivaji Deshmukh
President Vice President Secretary/Treasurer Director Director General Manager
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2010 Original Recommendation #4: Ethics Resolution & Confidentiality Agreement
HR and FMD should work together to revise and update the Agency's Resolution No.
2005-2-9 and clarify which employees are required to sign a Confidentiality Agreement,
based on their job duties and responsibilities, specifically those whose roles involve
handling sensitive and confidential information. Having employees sign a
Confidentiality Agreement reinforces that confidential and sensitive information is
being handled, the Confidentiality Agreement also provides the expectations and
consequences for sharing or misusing confidential information.

Status: CLOSED

The original audit found that Agency Resolution No. 2005-2-9, the Agency’s Ethics Policy,
required it be updated to reflect an updated Ethics Policy and required specific employees
and/or departments to sign a Confidentiality Agreement, specifically Human Resources
(HR) and Information Services. The Resolution did not require Payroll staff or other critical
positions to sign the Confidentiality Agreement. |A noted other positions/job roles with
access to confidential information that should be considered and required to sign the
Confidentiality Agreement but had not been previously considered. IA recommended that
either all Agency employees or no Agency employees be required to sign the agreement.

On February 21, 2018, Agency Resolution 2005-2-9 was rescinded with Agency
Resolution 2018-2-7. On January 17, 2018, the Board of Directors adopted the IEUA
Administrative Handbook, which provides information about the Agency and guidelines/
procedures, specifically, for the Board of Directors. Chapter 7 of the Administrative
Handbook, titted Confiict of Interest applies to the Board of Directors and all Agency
employees.

With the adoption of the Administrative Handbook, HR requires only new and/or promoted
employees with access to confidential information to sign a one-time Confidentiality
Agreement. For employees that already had a Confidentiality Agreement on file prior to
the Administrative Handbook, HR will no longer require those employees to renew and
re-sign their Confidentiality Agreement as was previously required. Employees are
expected to be prudent in the use and handling of sensitive and confidential information.

Currently, the Administrative Handbook is posted on the Agency’s website but is not
easily located, nor posted to the intranet under policies and potentially has not been
communicated to all Agency employees. HR should ensure the document is readily
available, visible and communicated to all employees, to ensure employees are aware of
the new policy requirements and can be held accountable to the policy.

Based on |A’s review, the 2010 recommendation considered closed. IA will evaluate new
processes and the effectiveness of new Agency policies during future audits.
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( Inland Empire Utilities Agency
A MUNICIPAL WATER DISTRICT

o
Date: June 19, 2019
To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit
Committee: Audit 06/10/19

Manager Contact: Tem%} og%e/rQn%mel‘

Subject: Report of Open Audit Recommendations

Executive Summary:

The Board-approved Internal Audit Department (IA) Charter requires IA to provide the Audit
Committee and the Board with a report listing all outstanding recommendations including action
plans and expected resolution dates annuaily. The Charter and professional standards also
require IA staff to follow-up on the status of outstanding audit recommendations to determine if
corrective action efforts have been made to address the original observation or finding. A
recommendation is considered "outstanding" when management agreed with the original
recommendation at the time of the audit but the area audited has not yet addressed the
recommendation or requires IA's verification. Responses to the recommendations, including any
action plans were discussed and incorporated in the original audit report when provided.

As of June 2019, a total of 116 recommendations remain outstanding, 31 of which resulted from
the Regional Contract Review. Attached is a report showing the recommendations and the
current status of each. In most cases, IA must perform a follow-up review to verify the
implementation efforts and the corrective actions taken. Follow-up reviews are scheduled
according to the proposed Annual Audit Plan or sooner if requested by management, the Audit
Committee, the Board, or if risk and/or priority increases for the area reviewed.

Staff's Recommendation:

This is an information item.

Budget Impact Budgeted (Y/N): N Amendment (v/N): N Amount for Requested Approval:
Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted):

None, only when additional outside auditing or consulting services are required to provide
assistance to IA or fulfill the responsibilities of the Audit Committee. A proposal with proposed
fees would be submitted through the Audit Committee for appropriate action. Additionally,
some audit projects are intended to identify opportunities for cost containment.

Full account coding (internal AP purposes only): B . & Project No.:



Page 2 of 2

Prior Board Action:
On December 19, 2018, the Board of Directors reconfirmed the approved Audit Committee and
Internal Audit Department Charters.

On June 20, 2018, the Report of Open Audit Recommendations (as of June 2018) was provided
to the Board of Directors as an information item.

Environmental Determination:
Not Applicable

Business Goal:

The Report of Open Audit Recommendations is consistent with the Agency's Business Goals of
Fiscal Responsibility, Workplace Environment, and Business Practices. IA's ongoing monitoring
activities are to follow-up on the status of open audit recommendations to determine if the
Agency has taken corrective action to address issues identified and to assist the Agency in
achieving organizational goals.

Attachments:
Attachment 1 - Report of Open Audit Recommendations

Board-Rec No.: 19127



Outstanding Audit Recommendations
as of June 1, 2019

August 24, 2010

employees sign a Confidentiality Agreement reinforces that confidential and sensitive information is being
handled, the Confidentiality Agreement also provides the expectations and consequences for sharing or

—Audit Performed Rec# Internal Audit Recommendation Tarqet for eme ion mment
~ |HR and FMD should work together to revise and update the Agency's Resolution No. 2005-2-9 and clarify|IA to provide results during Audit Committee meeting
Payroll Audit which employees are required to sign a Confidentiality Agreement, based on their job duties and|scheduled for June 2019. Per review completed in May 2019,
responsibilities, specifically those whose roles involve handling sensitive and confidential information. Having|this recommendation is now closed. The original Ethics

Resolution was rescinded and a new Administrative
Handbook was approved in February 2018.

Accounts Payable Follow-Up Audit
August 29, 2013

AFM and BIS need to work together to ensure users have appropriate access within SAP based on job
responsibilities and remove/modify access privileges that are not necessary to reduce the risk of unauthorized
transactions and SOD conflicts. All user access should be immediately removed when an employee resigns

his/her position with the Agency.

1A to provide results during Audit Committee meeting
scheduled for June 2019. Defer the results of this
recommendation to the report dated June 2019.

Accounts Payable Follow-Up Audit
August 29, 2013

Access to the Vendor Master File (VMF) should only be granted to one Manager/Supervisor for AFM and CAP
department with only one back up employee, if necessary, due to Segregation of Duties conflict. This is a
standard best practice across many industries. Furthermore, we recommend access be removed from all

other current and past employees.

1A to provide results during Audit Committee meeting
scheduled for June 2019. Defer the results of this
recommendation to the report dated June 2019.

Accounts Payable Follow-Up Audit
August 29, 2013

AFM department should institute controls to ensure payment of invoices by the due date.

1A to provide results during Audit Committee meeting
scheduled for June 2019. Defer the results of this

Accounts Payable Follow-Up Audit
August 29, 2013

AFM should work with the appropriate Agency personnel to update Agency policies and remind employees of
the requirements of Agency Policy A-12, Employee Personal Computer Purchase Program; Policy A-37,
Reimbursement for Attendance at a Conference, Seminar or Meeting; Policy A-50, Non-Purchase-Order
Invoice Approval Procedures; Policy A-55, Agency Credit Cards; and Agency Policy A-14 Vehicle Use.

1A to provide results during Audit Committee meeting
scheduled for June 2019. Defer the results of this
recommendation to the report dated June 2019.

Accounts Payable Follow-Up Audit
August 29, 2013

Human Resources department, in conjunction with Information Support Systems, should ensure that loans for
personal computers are not approved for items not covered by the loan program as described in Agency
Policy A-12. Additionally, consider revising Agency Policy A-12 to clarify the applicability of the computer loan
program to tablet computers and operating systems other than Microsoft Windows.

1A to provide results during Audit Committee meeting
scheduled for June 2019. Defer the results of this
recommendaticn to the report dated June 2019.

Accounts Payable Follow-Up Audit
August 29, 2013

AFM department should strengthen Vendor Master File procedures to establish uniformity in entering, altering
and deleting vendors, and to provide guidelines for the maintenance of vendors, to ensure vendors are
authorized, including the requirement that a supervisor or manager in FMD CAP approve additions, deletions,
or changes to vendors.

1A to provide results during Audit Committee meeting
scheduled for June 2019. Defer the results of this
recommendation to the report dated June 2019.

Accounts Payable Follow-Up Audit
August 29, 2013

AFM department should ensure all new vendors provide a current, physical business address for the Vendor
Master File. Additionally, AFM should establish a plan to update the master file for all active vendors that do
not currently have a physical address on file.

IA to provide results during Audit Committee meeting
scheduled for June 2019. Defer the results of this
recommendation to the report dated June 2019.

Accounts Payable Follow-Up Audit
August 29, 2013

AFM department should work with BIS to test the features of SAP related to purging inactive vendors. Upon
successful completion of the testing, AFM should identify vendors with no activity in the previous three to five
years and deactivate or delete from the Vendor Master File as appropriate.

IA to provide results during Audit Committee meeting
scheduled for June 2019. Defer the results of this
recommendaticn to the report dated June 2019.

Accounts Payable Follow-Up Audit
August 29, 2013

AFM department should update all SOPs to reflect business process changes resulting from the
implementation of the Agency’s ERP SAP system.

1A to provide results during Audit Committee meeting
scheduled for June 2019. Defer the results of this
recommendation to the report dated June 2019.

Vehicle Security Procedures
March 3, 2014

CAP should take the lead to properly inventory and account for all assigned and unassigned gate
transmitters. CAP should continuously work with department managers who request gate
transmitters to monitor and revise access based on staff duties and responsibilities. CAP should
promptly deactivate any improperly assigned/unassigned gate transmitters or for those employees
and contractors that separate employment from the Agency.

1A to verify during follow-up evaluation. A to verify
during the follow-up evaluation in FY 2019/20.

Vehicle Security Procedures
March 3, 2014

CAP should ensure the appropriate signed gate transmitter form is maintained on file for all issued
gate transmitters. Additionally, CAP should ensure the employee/contractor who is issued a gate
transmitter understands the requirements of Agency Policy A-24 “Issuance and Inventorying of Gate
Transmitters and Keys to Agency Facilities, Vehicles and/or Equipment.” This can be done at the
time the employee/contractor is issued the gate transmitter via the signed form and is provided a
copy of the Agency policy.

IA to verify during follow-up evaluation. A to verify
during the follow-up evaluation in FY 2019/20.
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Outstanding Audit Recommendations
as of June 1, 2019

December 16, 2015

Report

[ Audit Performed TRec# Internal Audit Recommendation ~_Tarqet for implementation & Gomment
Regional Contract Review - Recommendation to be addressed as part of the
Final Report Overall |Consider legal, political and financial impacts of governing by ordinance vs. contract Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 at that time.
Regional Contract Review - Recommendation to be addressed as part of the
Final Report Overall |Review and revise EDU formula Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 at that time.
R.e gional Contract Review - Resolve identified differences of over/under collected amounts of Connection fees and identified Recomn?erjndatlon to be gddressed as part °f. the
Final Report Overall| . Renegotiation of the Regional Contract. IA will follow-up
differences of over/under collected amounts of unreported monthly sewerage fees .

December 16, 2015 at that time.
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 1 |Centralize the permitting process OR IEUA provides final sign-off and plumbing permit approval for |Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 all nonresidential entities. at that time.
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 2 |IEUA should establish monitoring program to inspect random facilities and those were there is a Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 suspected discrepancy at that time.
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 3 |Contract should include IEUA inspection, verification and recourse rights for under-collected/under- |Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 reported Connection Fees at that time.
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 4 [Contract should include IEUA right to audit, full cooperation and access to records and documents ~[Renegotiation of the Regional Contract. 1A will follow-up
December 16, 2015 upon request at that time.
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 5 |Two tier connection fees process that distinguishes between common features and unique features |Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 (i.e.., a toilet always costs the same regardless of type of business) at that time.
Regional Contract Review - L Recommendation to be addressed as part of the

- Connection Fees: L . .
Final Report 6 mgularly to include new/evolving business types Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 ) at that time.
Regional Contract Review - Connection Fees: Recommendation to be a'ddressed as part of the
EZ:;E:Z?% 6. 2015 7 Update & clarify Fixture Unit descriptions of Exhibit J regularly aRtet::lftt)itln?s.on ofthe Ragional Conlract. 1A will fllewiis
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 8 |Standardize calculation worksheet to ensure it is consistent with Exhibit J and consistent region- Renegotiation of the Regional Contract. 1A will follow-up
December 16, 2015 wide at that time.
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 9 |IEUA should require copies of calculation worksheets for all nonresidential customers along with the [Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 monthly Building Activity Reports. at that time.
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 10 |Regular workshops, meetings, plant tours, etc. with staff in Building, Plan Check and Utility Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 Billing/Financial Departments at that time.
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 11 [IEUA develop fixture count expertise and provide regular/ongoing training for Contracting Agencies - [Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 Building Departments at that time.
Regional Contract Review - Connection Fees: Recommendation to be addressed as part of the
Final Report 12 |Contracting Agency internal review of Connection Fees as part of preparing the Building Activity Renegotiation of the Regional Contract. IA will follow-up |

at that time. )
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Outstanding Audit Recommendations
as of June 1, 2019

December 16, 2015

Audit Performed c# Internal Audit Recommendation __Taraet for Implementation & Comment
Regional Contract Review - Monthly Sewerage Recommendation to be addressed as part of the
. y ge: 5 . .
Final Report 1 Renegotiation of the Regional Contract. IA will follow-up

Collect monthly sewerage fees for the entire region through County’s property tax roll

at that time.

Regional Contract Review -

Monthly Sewerage:

Recommendation to be addressed as part of the

December 16, 2015

Final Report 2 |Evaluate methodology used for billing monthly sewerage fees (residential and commercial) and Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 consider alternatives by water consumption, EDUs purchased or other methodology at that time.

Regional Contract Review - Monthly Sewerage: Recommendation to be addressed as part of the

Final Report 3 |Standardize monthly report to provide IEUA automated, itemized listings of non-residential monthly - |Renegotiation of the Regional Contract. 1A will follow-up
December 16, 2015 sewerage charges at that time.

Regional Contract Review - Monthly Sewerage: Recommendation to be addressed as part of the

Final Report 4 |Establish contract for monthly sewerage payments from Contracting Agencies rather than IEUA Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 issuing monthly invoices at that time.

Regional Contract Review - Monthly Sewerage: Recommendation to be addressed as part of the

Final Report 5 |IEUA exercise inspection, verification and recourse rights for under-collected/under-reported Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 monthly sewerage fees at that time.

Regional Contract Review - Monthly Sewerage: Recommendation to be addressed as part of the

Final Report 6 . |Contract should include IEUA right to audit, full cooperation and access to records and documents  {Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 upon request at that time.

Regional Contract Review - Monthly Sewerage: Recommendation to be addressed as part of the

Final Report 7 |Update 1997 billing memorandum regularly for new business types to provide detailed definitions Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 and descriptions at that time.

R'egional Contract Review - Monthly Sewerage: Recomm-er]dation to be a.ddressed as part °f, the

Final Report g |monihly seweraqge: . Renegotiation of the Regional Contract. IA will follow-up

Create a correlation between monthly sewerage fees and Connection Fees .

December 16, 2015 at that time.

R’_egional Contract Review - Monthly Sewerage: Reoomrqeqdation to be a‘ddressed as part of' the

Final Report 8 Add billing guidance for locations with multiple types of businesses serviced by a master meter Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 at that time.

Rggional Contract Review - Monthly Sewerage: Recommquation to be a'ddressed as part of the

Final Report 10 _y__g_. " - . Renegotiation of the Regional Contract. |A will follow-up

Bill commercial businesses at least a minimum of one EDU per month .

December 16, 2015 at that time.

Regional Contract Review - Public Service Facility: Recommendation to be addressed as part of the

Final Report 1 |Consider legal, political and financial impacts of excluding Public Service Facilities from Connection |Renegotiation of the Regional Contract. |A will follow-up
December 16, 2015 Fees and monthly sewerage charges. at that time.

Regional Contract Review - Public Service Facility: Recommendation to be addressed as part of the

Final Report 2 |Consider legal, political and financial impacts of IEUA assuming responsibility for Connection Fees |Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 calculations, collections and CCRA accounts at that time.

Regional Contract Review - Public Service Facility: Recommendation to be addressed as part of the

Final Report 3 |Contract should include IEUA inspection, verification and recourse rights for under-collected/under- |Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 reported Connection Fees at that time.

Regional Contract Review - Public Service Facility: Recommendation to be addressed as part of the

Final Report 4 |Contract should include IEUA right to audit, full cooperation and access to records and documents |Renegotiation of the Regional Contract. 1A will follow-up
December 16, 2015 upon request at that time.

Regional Contract Review - . . SrEa Recommendation to be addressed as part of the

Final Report 5 M.ﬂ’mh—ty" « . o w . ” Renegotiation of the Regional Contract. IA will follow-up
December 16, 2015 Address difference between “Publicly Owned” vs. “Publicly Used at that time.

Regional Contract Review - . . I Recommendation to be addressed as part of the

Final Report 6 Public Service Facility: Renegotiation of the Regional Contract. IA will follow-up

Consider cross-departmental approach to the development review process as a regional model

at that time.
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Outstanding Audit Recommendations
as of June 1, 2019

—internal Audit Recommendation

(December 5, 2016 Follow-Up)

[~ AuditPerformed Rec# ; : Tarqet for Implementation & Gomment
ISS implement appropriate tracking systems that include relevant information on IT purchases (i.e.,
IT Equipment serial numbers, etc.), are updated timely and are complete and accurate. |1SS should establish Additional time is required for full implementation. IA will
August 21, 2012 3 |procedures to enter, modify, and delete information in the tracking systems that address areas such re-verify durin folloev-u evaluationp on-
(February 29, 2016 Follow-Up) as timeliness for updates, responsibilities for maintaining the systems, and the types of items 9 P ’
included in the tracking system.
{1 Equipment ISS should ensure that any services procured with P-cards are expressly authorized by the Manager|Additional time is required for full implementation. 1A will
pavember 14, 2012 1 of CAP, CFO, AGM, or GM prior to committing to services re-verify during follow-up evaluation
(February 29, 2016 Follow-Up) ) P, AB, P 9 : 9 P :
IA recommends that even in instances where a difference department has primary responsibility for
the proposal evaluation process, CFS work with the end-user department to ensure the information .
Master Trade Contracts 1 is communicated to the Board of Directors accurately reflects the signed contract terms. :?r?trllercnﬁ:ta:f tgl\\fesritfa;t ﬁézeya“ﬁ’::eb; %:vifps to
September 1, 2016 Additionally, CFS should determine the need to request from the evaluating department the P . 9 P
. . L . . evaluation.
evaluation documentation, or a staff memo summarizing the selection process and have it
available/filed.
TATecommends that CFS Work with BIS to reésearch built-in tools Withiin SAP o Implerment
Master Trade Contracts automated controls necessary to ensure that spending on contracts and groups of contracts do not Soth CFS. andiBIS sta}ted hey quld W°Tk together to
2 L ] . . Y evaluate implementation. |A to verify during a future
September 1, 2016 exceed Board approved limits and determine the cost benefit of implementing those monitoring .
nrlle follow-up evaluation.
IA supports and encourages the initiative to fully implement the Agency’s Enterprise Content
Master Trade Contracts Management System (ECMS) - Laserfiche. CFS should continue to work closely with BIS to Both CFS and BIS stated they would work together to
3 |implement the Agency’s ECMS - Laserfiche to assist with the organization and centralizing of evaluate implementation. |A to verify during a future
September 1, 2016 - . . h ; -
contract documents, facilitate research and access to information, streamline recordkeeping and follow-up evaluation.
eliminate multiple copies of the same documents.
IA recommends that CFS enhance communications about the Agency’s ethical procurement
responsibilities and expectations to all Agency employees as well as Agency vendors and
contractors to actively foster an ethical procurement environment. CFS should consider creating an CFS stated they would research the best approach and
Master Trade Contracts 4 ethics outreach plan and developing an approach with Agency Executive Management and Human beain steps forli/m lementation. 1A to verify‘:jFLrin a
September 1, 2016 Resources about reinforcing the “tone at the top” to actively remind employees and contractors/ futgre fol!gw-u evpaluation : 9
vendors about the Agency’s ethical expectations including once again providing annual notifications P ’
of ethical guidelines to vendors and staff. Agency management may also want to incorporate
references to the Agency’s Ethics Hotline and Ethics Point “FAQs” in that communication.
CFS reported that all staff attended ethics training
Master Trade Contracts 5 IA recommends CFS staff attend annual training related to ethics in their respective procurement related to procurement activities shortly after the audit
September 1, 2016 activities. and will plan to attend training annually. IA to verify
during a future follow-up evaluation.
In addition to the cross-training that is already occurring, IA suggests that CFS consider the potential CrRSistated thgt thgy iauidSVEIUStS afid deteming t.he
Master Trade Contracts . . i . . . . need for rotation since currently there have been various
6  |benefits of job rotation within the CFS department as a training and internal control technique with . . .
September 1, 2016 . k retirements and changes. IA to verify during a future
multiple benefits. ’
follow-up evaluation.
IT Equipment FMI? shoulq mplernent adequate controls to ensure.that the stgted capltall_zat.lon_pohcy for IT Additional time is required for full implementation. IA wil
August 21, 2012 15 [equipment is consistently followed to ensure that all items meeting the capitalization threshold are re-verify during follow-up evaluation
(December 5, 2016 Follow-Up) capitalized and to ensure that items not meeting the capitalization threshold are not capitalized. 9 P ’
IT Equipment FMD should implement adequate controls to ensure that asset records established in SAP are Additional time is required for full implementation. 1A will
August 21, 2012 17 |accurate and complete, such as ensuring that all data fields in SAP are completed and ensuring that re-verify durin folloev-u evaluationp ’
(December 5, 2016 Follow-Up) only those items allowed by the capitalization policy are capitalized. 9 P )
IT Equipment FMD should return incorrect or incomplete Project Closure Authorization Forms to the Project Additional time is required for full imolementation. 1A will
August 21, 2012 19 |Manager for proper completion. FMD should also provide training to Project Managers on the q P ’

importance of proper completion and instructions on completing the form.

re-verify during follow-up evaluation.
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Outstanding Audit Recommendations
as of June 1, 2019

IT Equipment

Audit Performed

Internal Audit Recommendation

Taraet for Implementation & Comment

FMD should document Standard Operating Procedures to address the functions of setting up capital

Additional time is required for full implementation. 1A will

August 21, 2012 22 |assets such as procedures for completing the SAP asset information, compliance with stated re-verify during follow-up evaluation
(December 5, 2016 Follow-Up) capitalization thresholds, and processing of Project Closure Authorization Forms. i
Follow-Up Review - Information FAD should take the lead to ensure a physical inventory and inspection of the Agency's IT fixed FAD agrees with |A and the External Auditors
Technology Equipment Audit 1 |assets is completed on a periodic basis to verify existence, location, and working condition of recommendation and would evaluate implementation. 1A
December 5, 2016 assets. to verify during a future follow-up evaluation.
Follow-Up Review - Information FAD should evaluate the Agency's current capitalization thresholds for IT equipment and determine
Technology Equipment Audit 2 |ifthese need to be increased to ensure current practice meets policy and are consistent with current |IA to verify during a future follow-up evaluation.
December 5, 2016 trends.
Emergency projects are classified according to three levels. Level 3 emergencies are the least
’ . urgent and the work can be scheduled on a time-table set by the Agency. E&CM and CFS should S . .
gt;:g;fbl;/lfgt?oﬁgmce Contracts 1 |consider establishing clear criteria that differentiate between a “Level 3" emergency procurement dCllj\nl"i:gt;a;efitt:reeyfm?:vg::gtlallTapt:irr:‘entatlon. IAito verity
! and routine minor construction and repairs procurements and/or determine and document whether :
the “Level 3” designation is necessary.
To ensure that the Agency communicates sufficient information about emergency procurement
activity, E&CM and CFS should consider developing and providing a comprehensive monthly update
of emergency procurements for the Board. The information to consider could include the current
Audit of Master Service Contracts 2 month emergency procurement activity and a year-to-date total. It may also be useful to compare|CM stated they would begin implementation. IA to verify
December 5, 2016 current year-to-date emergency procurement activity in dollars and numbers of task orders to prior|during a future follow-up evaluation.
years and to the total budget. Trends can be analyzed and comparisons can be made to ensure
that the Agency’s infrastructure is well maintained and emergency procurements are kept to a
minimum.
To ensure that contracts for Repairs and Minor Construction operate as intended, E&CM and CFS
should consider developing specific criteria and/or additional guidance and definitions about what
Audit of Master Service Contracts 3 constitutes repairs or minor construction as compared to projects for prequalified contractors for CM stated they would begin implementation. |A to verify
December 5, 2016 contracts less than $2 million. An additional control would be to consider establishing doliar during a future follow-up evaluation.
maximums within the contract or the group of contractors to provide assurance that the contracts
are being utilized as intended and spending is constrained.
2017 Petty Cash Audit &
Follow-up Review 1 |FAD should reinforce the guidelines of the petty cash fund, including custodian responsibilities and  [IA to verify during a future follow-up evaluation.
June 5, 2017 internal controls over petty cash accountability and record-keeping.
2017 Petty Cash Audit & FAD should consider updating the “Monthly Mileage Log and Reimbursement Request” to add a
Follow-up Review 2 |designated signature area for when the petty cash funds are utilized as a reimbursement for 1A to verify during a future follow-up evaluation.
June 5, 2017 mileage.
20 iTjFety Ca§h s FAD should take the lead to communicate changes to the Petty Cash policy and forms immediately . ) 3
Follow-up Review 3 : . h o 1A to verify during a future follow-up evaluation.
June 5, 2017 after implementation, to ensure employees understand the policy and utilize the updated forms.
2017 Petty Cash Audit & Petty cash custodians should only accept the appropriate forms and inform the requestor of the
Follow-up Review 4 |most appropriate procurement methods if the requestor’s petty cash request does not conform to 1A to verify during a future follow-up evaluation.
June 5, 2017 Agency policies.
2017 Petty Cash Audit & FAD should take the lead to review and determine if the Petty Cash limit of $50 is adequate or if it
Follow-up Review 5 |should be updated (increased or decreased), or determine if there is a threshold that will require 1A to verify during a future follow-up evaluation.
June 5, 2017 Executive Manager/General Manager authorization (i.., anything over $50).
2017 Petty Cash Audit & Human Resources and FAD should work together to formally document or communicate the policy
Follow-up Review 6 |on the purchase and gifting of Gift Cards to ensure compliance with Federal requirements. The 1A to verify during a future follow-up evaluation.
June 5, 2017 policy should be communicated to all Agency employees and be reminded periodically.
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Outstanding Audit Recommendations
as of June 1, 2019

ec #

Iinternal Audit Recommendation

Target for implementation & GComment

Human Resources and FAD should continue to work with the appropriate personnel in making

2017 Petty Cash Audit & . . L .
. revisions and updates to the following Agency policies that relate to cash reimbursements and . . .
Follow-up Review 7 ) L . IA to verify during a future follow-up evaluation.
June 5. 2017 controls: A-75 Emp!oyee Recognition Rewards Program, A-68 Meal Reimbursement and
’ Unscheduled Overtime, and A-34 Vehicle Maintenance.
Turf Removal Programs
While many retail customers received rebates, the range of customers could have been broader.
Outreach to customers about WUE measures is a primary responsibility of member agencies, but
Water Use Efficiency IEUA may want to consider establishing a forum to discuss the goals and results of WUE Programs.
Programs Audit 1 |The purpose of the discussions would be to evaluate and develop approaches to help (or consider |IA to verify during a future follow-up evaluation.
June 5, 2017 joint efforts to) publicize, target and follow-up with entities in IEUA’s service area when WUE
opportunities become available, and tailor outreach towards specific and/or different entities in the
region that match those characteristics and/or potentially maintain a database of the region’s entities
by unique characteristics (schools, churches, large lots, etc.).
Finance and Accounting (FAD) staff have already taken several practical measures to review and
reduce the amounts included in Work in Process (WIP) to ensure only capital projects are
capitalized. FAD may want to consider prioritizing additional efforts to ensure that prior period
adjustments are eliminated, such as:
* Developing a cross-departmental team including representatives from Engineering, Operations
and FAD to approve items in advance for capitalization in WIP.
Water Use Efficiency « Establishing an automated log, register or report to be reviewed regularly that tracks project codes,
Programs Audit 2 lamounts and purpose for FAD review to ensure accurate accounting of projects. IA to verify during a future follow-up evaluation.
June 5, 2017 « Engaging an outside consultant, accounting firm or additional temporary resources to make a
thorough examination of WIP to:
o Ensure only capital projects are included
o Recommend policies and procedures for establishing projects to ensure only capital projects are
capitalized
o Develop written examples and guidelines of what constitutes a capital project and what constitutes
an O & M project.
The Agency may want to consider utilizing the Annual Water Use Efficiency Programs Report as an
Water Use Efficiency evaluative tool to compare actual results to those projected in the Regional WUE (five year)
Programs Audit 3 |Business Plan. The Annual WUE Programs Report could discuss reasons for variances from that  |IA to verify during a future follow-up evaluation.
June 5, 2017 plan, document changes being made to the plan and describe progress on any other initiatives that
expect to yield water savings in future years.
. information in the body of the Annual WUE Programs Report to describe the differing sources of
Water Use Efficiency . . . . . S . .
Programs Audit 4 |nformat.|on us'e.d to prowde'member agency information vs. reguonwnde.lnformat.lon or alternatively IA to verify during a future follow-up evaluation.
June 5, 2017 E)anqlor in addition), presenting both the summary and member agency information on the same
asis.
Water Use Efficiency IEUA may want to consider expanding the “Highlights” commentary and providing subheadings and
Programs Audit 5 |organizing the section to match the order of the Summary Charts to align the descriptions to the IA to verify during a future follow-up evaluation.
June 5, 2017 charts that follow.
\é\{’zgar;zsseAifgi;t:lency 6 WR staff may want to consider developing a desk prqcedure or other document to guide the IA to verify during a future follow-up evaluation.
June 5, 2017 preparation of the Annual WUE Programs Report for internal staff to follow.
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Outstanding Audit Recommendations
as of June 1, 2019

[ AuditPerformed

Rec #

Internal Audit Recommendation

Target for lementation omment

Contracts and Procurement
Follow-Up
August 30, 2017

CAP should review the SAP assigned roles and transaction codes and ensure that good internal
controls are followed and no conflicts exist. IA recommends CAP consider eliminating or reducing
the ability to Create PRs and Receive Goods, for CAP buyers in order to strengthen internal controls
and further reduce risks.

1A to verify during a future follow-up evaluation.

Payroll Operations Audit
August 30, 2017

IA recommends that HR consider evaluating alternatives to the manual files used to maintain
employee information, for example:

--Working with Business Information Systems (BIS) to develop or acquire a self-service portal for
employees to make updates and changes to certain information that currently requires a hard-copy|
document, such as withholding information, beneficiary information, address changes, or for adding
or deleting a family member from their policies, and contribution amounts to various accounts.

--The Agency is in the process of implementing ECMS. HR may want to consider whether the new
ECMS would provide an automated approach to maintaining and updating employee information or;
whether another automated approach would be possible.

IA to verify during a future follow-up evaluation.

Payroll Operations Audit
August 30, 2017

As part of the Agency’s disaster preparedness effort, IA recommends that HR consider maintaining
manual/hard-copy files in fire prooffwater proof cabinets.

IAto verify during a future follow-up evaluation.

Payroll Operations Audit
August 30, 2017

FAD should update Standard Operating Procedure No. CR PR-08 to reflect the new payroll bank
reconciliation process, communicate the procedure to all department employees and ensure the

IA to verify during a future follow-up evaluation.

Payroll Operations Audit
August 30, 2017

SOP is in the format outlined in accordance with Agenc¥ Policx' A-51.
TAD Ory TEVIEwWw OTCUTS T d

timely manner to ensure all outstanding and reconciling items are researched, investigated and
resolved.

1A to verify during a future follow-up evaluation.

Payroll Operations Audit
August 30, 2017

As part of moving into a paperless, automated environment, HR should take the lead to promote
and encourage having all payments made more efficiently through direct deposits instead of
manually writing paper checks.

|A to verify during a future follow-up evaluation.

Payroll Operations Audit
August 30, 2017

Both HR and FAD should encourage employees with payroll related functions to attend ethics/fraud
awareness training specific to their job responsibilities to stay informed about new developments,
risks and safeguards (for example, safeguards for potential payroll fraud, safeguarding personnel
files and employee confidential information, etc.)

1A to verify during a future follow-up evaluation.

Procurement Card Audit
March 1, 2018

Agency Policy A-89, Procurement Card Program should be updated to reflect desired internal
controls and provide clearer guidelines about the proper use of P-Cards. The policy should provide
greater clarity about the purchases that are allowed or not allowed (i.e.: food, restaurant, meals,
training registrations, membership payments, etc.). Additionally, the policy should provide
instructions for users to follow when there are situations that are unusual and note the additional
written justification that is necessary. Lastly, A-89, should direct users to seek CAP's guidance
when there is a unique need, keeping the Agency's need in mind and ensuring adequate controls
are maintained. '

IA to verify during a future follow-up evaluation.

Procurement Card Audit
March 1, 2018

The P-Card Administrator role should be clarified in Policy A-89 and expanded to include greater
oversight responsibilities to ensure compliance. The role should include duties to fully utilize the
various on-line tools available through US Bank for reports, alerts, training and other controls for
reviewing and monitoring activity. Additionally, the P-Card Administrator should provide assistance
and give advice on the best procurement method and periodically review statements and identify

purchases and transactions that are not aligned with policy and request additional information.

IA to verify during a future follow-up evaluation.
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Outstanding Audit Recommendations
as of June 1, 2019

Procurement Card Audit

T AT

ec#

Internal Audit Recommendation

CAP should update Department-specific SOP CAP-0012 to incorporate any changes in Agency

May 31, 2018

achieved through consolidation of responsibilities or at a minimum scheduling on-going meetings or
workshops and ensure all team members share ideas and discuss the program goals, achievement of those
goals, lessons learned, and how best to provide greater oversight and accountability to effectively manage all
aspects of the GIES program.

3 |Policy A-89 Procurement card Program, including any updates to the P-Card Administrator's role IA to verify during a future follow-up evaluation.
March 1, 2018 and responsibilities. Additionally, CAP should ensure the SOP CAP-0012 complies with the
guidelines and format set forth in Agency Policy A-51.
Procurement Card Audit CAP and FAD should work together to utilize any in-house tools and/or online tools available ) ) .
March 1, 2018 4 |through US Bank to make the review, approval, reconciliation and upload of P-Card purchases more|A to verify during a future follow-up evaluation.
efficient with adequate oversight.
. CAP should take the lead to evaluate the benefits of consolidating credit card programs to utilize P-
Procurement Card Audit 5 |Cards for all purchases (other than fuel) and to eliminate other vendor-specific credit card or credit |a to verify during a future follow-up evaluation.
March 1, 2018 programs. At a minimum, the Agency should ensure all Credit Card programs are governed by an
approved Agency Policy.
Procurement Card Audit CAP should maximize the use of the US Bank online tools for downloading/reviewing reports, . . .
March 1, 2018 6 |creating blocks and alert notices for unusual activity, streamlining the approval, reconciliation and ~ |!A to verify during a future follow-up evaluation.
upload/posting process and training end users and approvers.
Procursment Card Audit 7 . . . IA to verify during a future follow-up evaluation.
March 1, 2018 FAD should evaluate ways for the Agency to increase and/or maximize any rebates received.
Wire Transfers Audit As the Agency moves towards automated recordkeeping using Laserfiche and possibly other tools,
March 1. 2018 1 |the Agency should consider utilizing electronic signature technology and implementing digital|lA to verify during a future follow-up evaluation.
’ approval documentation.
\I\//IV;I::IT r1anzsg<1ar85 . 2 |FAD should finalize the new SOPs in the format provided in Agency Policy A-51. IA to verify during a future follow-up evaluation.
The Agency should evaluate the cost/benefit of obtaining additional coverage and consider a per
Wire Transfers Audit occurrence limit greater than $2 million to ensure the Agency has adequate insurance coverage to
March 1 "25 0'13 8 3 |address the Agency's risk tolerance. In addition, to address potential uncovered losses, the Agency [IA to verify during a future follow-up evaluation.
’ should consider reducing the threshold for a bank call-back to any amounts that exceed the
Agency's chosen limit for Fraud Transfer Insurance.
Wire Transfers Audit FAD should develop standards for documentation of transactions in SAP and a process of reviewing . . )
March 1, 2018 4 |transactions once posted to ensure that the information in the accounting records is consistent and|A to verify during a future follow-up evaluation.
complete.
Wire Transfers Audit FAD should document or revise a separate SOP that describes the steps in the wire transfer . . .
March 1, 2018 5 |process for investment transactions to provide guidelines for the processing of investment|!A to verify during a future follow-up evaluation.
transactions.
The goals and objectives for the GIES program should be reevaluated, updated and documented to ensure
Garden in Every School® that the program aligns with the Agency’s overall vision, mission, goals and objectives and/or the program’s
May 31. 2018 1 original purpose. Goals should be measurable and a formal evaluation of the program and whether the goals|IA to verify during a future follow-up evaluation.
ay o1, were achieved should be performed. The Agency should consider if the GIES program is the most effective
means to meet those goals.
The Agency should evaluate and consider the various responsibilities for the GIES program. Currently two
different Agency departments are responsible for different functions to manage the program, one (Planning)
manages the contract with Chino Basin Water Conservation District and the related fund and budget for the
Garden in E School® program. The other (EA) manages the program implementation. Additionally, CBWCD acts as the outside
arden in tvery schoo 2 |contractor and completes the garden installations. The Agency should consider what efficiencies would be  [IA to verify during a future follow-up evaluation.
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Outstanding Audit Recommendations
as of June 1, 2019

Garden in Every School®

c #

Internal Audit Recommendation

Target for Implementation & Commen

Staff should provide an annual written and oral report to the Board of Directors about the GIES program, that
includes:

+ The program's goals and objectives and how those align with Agency goals

+ How the program addressed and met those goals

« Funding, costs/expenses, and resources

August 30, 2018

how those amounts were calculated and how inter-fund transfers compare to prior years.

3 |- Participating school information 1A to verify during a future follow-up evaluation.
May 31, 2018 « Schools selection process
- Number of students who potentially benefit and/or participate in the program
« Updated pictures of garden conditions
« Program participant survey results
«» Program assessment and recommendations
Staff should continue to oversee and monitor gardens at schools, including:
Garden in E School® « conducting periodic follow-up site-visits and evaluations to ensure that both, the Agency’s and the GIES
arden in Every Schoo 4 |program, goals and objectives are carried out, IA to verify during a future follow-up evaluation.
May 31, 2018 « providing school administrators with additional, well-defined guidelines, requirements and expectations,
« ensuring gardens are used as intended and students participate in hands-on learning activities.
Agency staff should employ a proactive method fo remaining in close contact and communication With the
Garden in Every School® 5 schools that have installed gardens, including:
May 31, 2018 « Ensuring adequate professional staffing for this function,
- Obtaining up-to-date contact information each fall for each school that has participated in the GIES program,
TA also recommends that the Agency provide each school with permanent idenfifying information to post in the
Garden in Every School® 6 garden such as a sign or plaque that includes information about the garden’s sponsors (IEUA, member
May 31, 2018 agency and other) including the Agency’s website and contact information so that future school administrators
and garden visitors are aware of IEUA, including who and where to contact if the garden requires attention.
Agency staff should develop a post-implementation evaluation of gardens after they have been in existence
Garden in Every School® 7 for an agreed upon amount of time. The purpose would be to gather feedback and information about the At if duri fu foll i
May 31, 2018 materials and equipment used for installing the garden and ensure these meet the school's needs or if|'* @ verify during a future follow-up evaluation.
anything needs to change. All parties involved in the installation, including Agency staff and most importantly
Warehouse Annual Physical Inventory Warehouse staff should continue their efforts to evaluate more recent inventory for obsolete items and . . .
August 22, 2018 1 communicate with appropriate FAD staff about their estimates of potentially obsolete items. IA to verify during a future follow-up evaluation.
Finance and Accounting staff should communicate with Warehouse staff about their professional estimate of
Warehouse Annual Physical Inventory 2 potentially obsolete inventory and accrue adequate reserves against inventory to reflect this decrease in A ify duri future foll luat
August 22, 2018 inventory value (and thereby decrease in total assets), this procedure will ensure that the financial statements | © verify during a future follow-up evaluation.
reflect the value of usable inventory.
. Warehouse staff should provide clear documentation and evidence of what steps have been taken to verify
Warehouse Annual Physical Inventory 3 |that receipts are complete and intact when taken into inventory and ensure that their receiving instructions are |IA to verify during a future follow-up evaluation.
August 22, 2018 followed in all instances.
Warehouse Annual Physical Inventory 4 In addition to the separate established storage area for computer waste, Warehouse staff should ensure that At if duri future foll uati
August 22, 2018 any overflow electronic waste be stored somewhere that remains separate from Warehouse inventory rather|'"* ' verify during a future follow-up evaluation.
than storing it together with inventory items as a best practice and internal control.
FAD should provide additional, detailed information in the Notes to the Financial Statements to
Inter-fund Transactions Audit clarify what the inter-fund transfers represent, including the reasoning/methodology used to
August 30, 2018 1 |calculate and determine the amounts of the transfers. Although, complete information is ‘provided|IA to verify during a future follow-up evaluation.
’ through various financial and budget documents, the Financial Statements should stand alone to
provide sufficient information that a reader can understand the details of the transfers.
Inter-fund T tions Audit FAD should document a Standard Operating Procedure and/or Inter-Fund Transfer policy that
: o l:l;o ;3:8830 fons Audi 2 |provides clear guidance as to the methodology applied to calculate and process inter-fund transfers, |IA to verify during a future follow-up evaluation.
ugust 55, including the purpose, authorization procedures and methodology applied.
Inter-fund T tions Audit FAD should provide an annual informational written and/or oral presentation for the Board of
b ettt 3 |Directors that describes the reasons for past and/or anticipated inter-fund transfers, the amounts,  |IA to verify during a future follow-up evaluation.
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Outstanding Audit Recommendations
as of June 1, 2019

February 25, 2019

[ Audit Performed_ Rec# : . ___ Internal Audit Recommendation E ] Target for Implementation & Gomment
. . Facilities Management should continue to work with the appropriate departments to make necessary
Agency Vehicle Operational Follow-up . L .
. . . updates, and/or consolidate Agency policies and procedures for Agency vehicles and ensure the
audit: Review of Vehicle Inventory . A . . . . . . . .
Procedures 1 |revised policy(ies) address refueling and washing procedures, security, safety items, insurance, IA to verify during a future follow-up evaluation.
November 29. 2018 license requirements, etc. The new and final policy should be approved by Executive Management
! and made available to all Agency employees for their reference.
Facilites Management should perform regular vehicle inspections on all Agency vehicles. Vehicle
Agency Vehicle Operational Follow-up inspections should evaluate the overall operational condition of the vehicle and determine whether
audit: Review of Vehicle Inventory 2 [all safety-related items are current and operational, such as the first aid kit, fire extinguisher, glove )4 ¢, verify during a future follow-up evaluation.
Procedures compartment contents, flashlight, etc. Inspections should be documented. Additionally, employees
|November 29, 2018 should be reminded of their responsibilities for vehicle maintenance through training and/or policy
updates.
Agency Vehicle Operational Follow-up
audit: Review of Vehicle Inventory Facilities Management should work with Finance and Accounting to ensure periodic reconciliations . A .
3 : . IA to verify during a future follow-up evaluation.
Procedures of vehicle records are performed between Agency recordkeeping systems, reports and/or
November 29, 2018 databases, such as SAP (financial system), GIS, etc.
Planning should take the lead to work with FAD and BIS to fully utilize SAP’s capabilities to
Water Connection Fees Audit streamline entering fee activity into only one system through a secure process. Planning should
1 |enter water connection fee transaction data and print receipts directly from SAP. FAD should enter|IA to verify during a future follow-up evaluation.
February 25, 2019 :
’ and process the cash receipts and perform reconciliations. In addition, the system should be able to
produce the necessary information reports for analysis.
Planning should take the lead to continue to work with the contracting agencies and water districts
Water Connection Fees Audit 2 to ensure the water connection fees information in the Agency’s systems is reconciled to the building IA to verify during a future follow-up evaluation
February 25, 2019 permits and/or water meters that have been issued by the contracting agencies and water districts 9 P .
(ideally quarterly, but at least semi-annually).
If the Agency chooses to maintain two separate systems or until a single system can be
implemented, FAD should take the lead to work with Planning to establish a process to ensure
Water Connection Fees Audit 3 reconciliations are completed on a regular and timely basis between the information in the Agency’s IA to verify during a future follow-up evaluation
February 25, 2019 Building Activity Tracking Database to information in the Agency’s SAP financial system. The 9 P '
reconciliations should be performed preferably at least quarterly and the departments should work
together to resolve any items immediately.
. . Based on their experience in collecting fees Planning staff should provide Executive Management
Water Connection Fees Audit ! . . . . . : .
February 25. 2019 4 land the Board their suggestions and proposed updates for revised wording to the water connection [IA to verify during a future follow-up evaluation.
Y <o, fee Ordinance and Resolution for their consideration.
Water Connection Fees Audit Planning staff should work to update and finalize their draft SOP to document various tasks and
February 25. 2019 u 5 [procedures associated with the water connection fee process, including the processes to work with |IA to verify during a future follow-up evaluation.
Yy <o, FAD and the contracting agencies/water districts.
Water Connection Fees Audit Planning should continue to work with the Agency’s executive management to pursue all possible
February 25. 2019 6 |approaches, including establishing agreements or other methods to ensure water connection fees  |IA to verify during a future follow-up evaluation.
Yy 23, are collected as intended by the Board approved Ordinance.
Water Connection Fees Audit 7 FAD should take the lead and work to pursue the collection of delinquent fees through various IA to verify during a future follow-up evaluation.

methods, including the lien process as provided under the Board approved Ordinance.
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Date: June 19, 2019

To: The Honorable Board of Directors From: Teresa Velarde, Manager of Internal Audit
Committee: Audit 06/10/19

Manager Contact: Teremétema udi

Subject: Internal Audit Department Quarterly Status Report for June 2019

Executive Summary:

The Audit Committee Charter requires that a written status report be prepared and submitted
each quarter. The Internal Audit Department Status Report includes a summary of significant
internal and external audit activities for the reporting period.

During this quarter, Internal Audit (IA) staff focused resources on completing the Annual Audit
Plan, the Voyager Fuel Card Audit, and performed a follow-up review of the nine
recommendations from the Accounts Payable Follow-Up Audit and one recommendation from
the Payroll Follow-Up Audit. IA also worked on the review of the Board of Directors Travel
and Conference Expenses as requested by the Board. Additionally, IA worked on various
on-going and required administrative items such as the budget process tasks and completed
training as required by the IA Department's Charter, among other duties and responsibilities.

IA continues to assist with any requests for audit work, review of Agency policies, and
procedures and recommendations for internal controls, as well as work on routine audit projects
as specified in the Annual Audit Plan. The attached report provides information and highlights
of the audit projects.

Staff's Recommendation:

This is an information item.

Budget Impact Budgeted vn):Y Amendment (N):Y  Amount for Requested Approval:
Account/Project Name:
N/A

Fiscal Impact (explain if not budgeted):
N/A

Full account coding (internal AP purposes only): - - - Project No.:
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Prior Board Action:

On June 20, 2018, the Board of Directors approved the Fiscal Year 2018/19 Annual Audit Plan.
The plan was in accordance with auditing standards and the Charter requirements.

On December 19, 2018, the Board of Directors reconfirmed the approved Audit Committee and
the Internal Audit Department Charters.

Environmental Determination:
Not Applicable

Business Goal:

The Status Report is consistent with the Agency's Business Goals of Fiscal Responsibility,
Workplace Environment, and Business Practices by describing IA's progress in providing
independent evaluations and audit services of Agency financial and operational activities and
making recommendations for improvement, to promote a strong ethical and internal control
environment, safeguarding assets and fiscal health, providing recommendations to improve
efficiencies and to assist management in achieving organizational goals and objectives.

Attachments:
Attachment 1 - Internal Audit Department Quarterly Status Report for June 2019

Board-Rec No.: 19126
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Future Audit Committee Meetings:
e Monday, September 9, 2019 — Regularly Scheduled Audit Committee Meeting
e  Monday, December 9, 2019 — Regularly Scheduled Audit Committee Meeting
e Monday, March 9, 2020 — Regularly Scheduled Audit Committee Meeting

Projects Completed This Period

Project: Accounts Payable Follow-up audit

Scope:

IA completed a follow-up evaluation to determine the status of 7 of the 9 outstanding recommendations from
the Accounts Payable Audit Report completed on August 29, 2013. The Finance and Accounting Department
(FAD) is responsible for the implementation of these recommendations. The 2 recommendations that have
been deferred pertain to Agency policies that are not the responsibility of FAD.

Status: Complete

IA performed follow-up procedures to verify whether the recommendations had been implemented and/or
alternative controls had been established to address the original risks. Of the seven recommendations, three
have been addressed and are considered implemented. Additionally, one recommendation is in process, and
three have not been implemented.

Additional alternate controls have been established to reduce the risks of potential conflicts of duties and
unauthorized Vendor Master Files changes. The mitigating control is a regular review for changes to Vendor
Master Files and General Ledger Account Numbers in SAP by a supervisory staff member in FAD.

IA has one new recommendation and four revised and restated recommendations for a total of five
outstanding recommendations:

e Business Information Systems (BIS) should work with the Finance and Accounting Department (FAD)
and the Human Resources Department (HR) to implement additional controls to regularly evaluate
and monitor employees’ SAP roles and authorizations to prevent the risk of conflicts of duties (new).

e FAD should take the lead and work with BIS to implement efficiencies by fully utilizing SAP workflows
to process and approve invoices to migrate to a paperless environment.

e FAD should complete a comprehensive review of all existing Vendor Master File records and ensure
all vendor information is complete and up-to-date and includes a verified physical address.

e FAD should complete a comprehensive review of the Vendor Master File to ensure only active
vendors remain active. Vendors created through the conversion process and never used should be
deleted.

e FAD should update SOPs to reflect business process changes resulting from the implementation of
the Agency’s ERP SAP system

Detailed observations and recommendations are included in the audit report, under separate cover.

Project: Fuel Card Program Audit (Voyager)

Scope:

To evaluate the internal controls over the Voyager Fuel Card program to ensure safeguards are in place to
protect the Agency from loss, theft, and misuse and to evaluate whether the program meets the requirements
of the Agency’s policies. In addition, to determine whether the program meets the Agency’s business goals
and identify opportunities to improve the effectiveness and efficiency of operations.

Status: Completed

IA worked with various representatives during this audit, including: Operations & Maintenance Department
(North), Facilities management, and US Bank. IA reviewed the controls and processes in place over the Fuel
Card program and identified areas that could strengthened to improve overall effectiveness of the program.
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Using the data obtained from the US Bank Fleet Commander® Online system, IA reviewed the fuel card
activity from January 2017 to March 2019 (27 months) and approximately 4,000 transactions were processed
totaling over $270,000 during the two-year period to procure fuel to operate the Agency’s Vehicle Fleet. |A
provided four recommendations, 1 soft recommendation, and referenced a recommendation provided in
another IA audit report from November 2018. The bullet points below provide a summary of the audit:

o Develop of goals and objectives for the Agency’s Fleet Operations, including fuel, vehicle, and
maintenance costs.

o Perform data analysis on the Agency’s fuel expenses and utilize the reporting tools that are available
through the card issuer (US Bank).

e Enhance the role of the Fuel Card Administrator.

e Periodic review of the number of fuel cards being used, and cards with minimal or no activity be
closed or deactivated if they are no longer needed.
Ensure Cardholder Agreements for fuel card users are on file with the Human Resources Department

e Multiple documents exist related to the refueling procedures and use of the Voyager Fuel Card, a
recommendation has already been provided in a prior audit report (November 2018).

Detailed observations and recommendations are included in the audit report, under separate cover.

Project: Payroll Follow-Up Review: Ethics Resolution & Confidentiality Agreement

Scope:
IA completed a follow-up evaluation of the one outstanding recommendation provided in the Payroll Audit,

dated August 26, 2010.

Status: Complete

From the 2010 Payroll audit, the one open recommendation has been closed. The original recommendation
addressed two items: Agency Resolution 2005-2-9 (Agency’s Ethics Policy) and Confidentiality Agreement.
In January 2018, IEUA adopted the Administrative Handbook, and Chapter 7 of this document is applicable
to the Board of Directors and all Agency employees. This chapter addresses Conflicts of Interest and Ethics,
and replaced the Agency’s Resolution 2005-2-9, which was rescinded.

After the Administrative Handbook became effective, HR now requires only new and/or promoted employees
with access to confidential information to sign a one-time Confidentiality Agreement. Employees with a
Confidentiality Agreement previously on file, are no longer required to renew their agreement. The scope of
the review was not expanded, and future audits are scheduled through the Board-approved Annual Audit
Plan. No new findings or recommendations were noted. The report is provided under separate cover.

Project: - FY 2019/20 Annual Audit Plan
Status: Completed
Scope: According to the Board-approved Internal Audit Department Charter, IA must submit a

documented plan of proposed audit projects annually. The Annual Audit Plan is prepared in accordance with
recommendations and best practices provided by the Institute of Internal Auditors. The Plan allows the
Manager of IA to carry out the responsibilities of the Internal Audit function by prioritizing projects and
allocating necessary resources. The projects proposed are scheduled based on a risk assessment to target
the areas of highest risk in terms of impact and likelihood. The audits, and resulting recommendations are
intended to assist Agency management and the Board in achieving organizational goals and objectives.

For the FY 2019/20 Annual Audit Plan, IA proposes the following audit projects: Human Resources
Operations Audit, Recycled Water Program Revenues, Personal Computer Loan Program/Policy compliance,
Travel Expenses & policy compliance along with follow-up evaluations to determine the status of outstanding
recommendations. These projects are proposed, in addition to on-going and required projects. The Annual
Audit Plan is considered a flexible plan and projects can change or other projects with higher risks can take
greater priority. Any changes or amendments to the Plan are communicated to the Audit Committee through
the status report or other amendment document. The annual audit plan is provided under separate cover.
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Project: Report on Outstanding Recommendations as of June 2019*

Scope:

The Internal Audit Department Charter requires IA to follow-up on the status of outstanding recommendations
to determine if corrective actions have been implemented. The follow-up reviews are scheduled through the
Board-approved Annual Audit Plan. Executive Management supports the implementation efforts of the
recommendations previously provided and/or the development of alternative controls to address the original
risks identified.

Status: Complete - Status of outstanding recommendations as of March 2019.

The table below provides the number of recommendations outstanding as of this Status Report. Additional
details about each of the outstanding recommendations is submitted with the Annual Audit Plan in June each
year. This summary provides an update on the status of follow up audits and the related outstanding
recommendations. It includes new recommendations provided during this fiscal year as well as considers
any recommendations cleared during the year. Follow up reviews are part of the on-going monitoring activities
IA performs according to the requirements of the IAD Charter. A follow up review is typically scheduled
between 12 — 18 months from the date of the original audit, to allow time for full implementation. If a
recommendation is deemed not to be implemented, the recommendation remains outstanding or alternate
controls to mitigate any risks are evaluated to determine if the risk has been addressed and the
recommendation is no longer applicable. A follow up review is also scheduled sooner, if requested by the
Audit Committee or Executive Management. The audited business units are encouraged to submit additional
information for IA review if they determine the recommendation has been satisfied.
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PayroII Aud|t August 24, 2010 1 Annually
Accounts Payable Follow-Up August 29, 2013 9 FY 2019
Vehicle Security Procedures March 3, 2014 2 FY 2020
Follow-Up — IT Equipment Audit — ISS February 29, 2016 2 FY 2020
Master Trade Contracts September 1, 2016 6 FY 2020
Follow-Up — IT Equipment Audit — FAD December 5, 2016 6 FY 2020
Audit of Master Services Contracts December 5, 2016 3 FY 2020
2017 Petty Cash Audit & Follow-Up Review June 5, 2017 7 FY 2021
Water Use Efficiency Programs Audit June 5, 2017 6 FY 2021
Contracts and Procurement Follow-Up Audit August 30, 2017 1 FY 2021
Payroll Operations Audit : August 30, 2017 6 FY 2021
Procurement Card Audit March 1, 2018 7 FY 2022
Wire Transfers Audit March 1, 2018 5 FY 2022
Garden in Every School : May 31, 2018 7 FY 2022
Warehouse Annual Physical Inventory —

Inventory Observation Report " August 22, 2018 4 FY 2022
Inter-fund Transactions Audit August 30, 2018 3 FY 2022
Agency Vehicle Operational Follow-up audit:
Review of Vehicle Inventory Procedures November 29, 2018 FY 2022
Water Connection Fees Audit February 25, 2019 FY 2023
Total Outstand| ding Audlt Recommendatlons
e c s related to the Regional Contract = i U
(ﬁilsa reeommcndaﬁcns aro phnmdﬁm ful lementation with the rene
Nt P ; w.up onithese items until theirenegotiation hi LA
Pendlng -
Regl?:r::;lc :LT;?S eRﬁ‘lft'ew B December 16, 2015 31 Renegotiation of the
P Regional Contract

*Table above does not include the status of and/or any new recommendations resulting from the projects
completed during this quarter (as noted in this Status Report). The status of those recommendations will be
added to this table once all items have been received by the Audit Committee and the Board of Directors.
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Projects in Process

Project: Recycled Water Program Revenue Audit
Status: Initial Research in Progress

Scope: Recycled water revenue in FY 2017/18 was almost $16.9 million. IA is beginning to evaluate whether
the internal controls over revenue recognition comply with Agency policies and legal and regulatory
requirements, revenues are recorded accurately in the Agency’s accounting records and financial statements
and identify any potential additional revenue due the Agency. The Planning and Finance and Accounting
departments are the primary contact departments. This was a request by the Audit Committee to move this
audit up in priority. With the conclusion of the Voyager fuel card Audit and the Accounts Payable follow-up
Audit, IA will focus on this review. Anticipated for completion by September 2019.

Planned/Future/Additional Projects

Project: Human Resources Operational Audit

Scope: To evaluate all processes and operations of the Human Resources Department. |A will evaluate
whether department standard operating procedures, policies and guidelines are implemented and followed.
and evaluate the department's published mission statement, department purpose, business goals, key
performance indicators and workload indicators to determine that those are met effectively and efficiently. IA
will evaluate key functions and compare with other similar agencies and follow up on any outstanding
recommendations previously provided through other audit reports. The Human Resources Department and
the Finance and Accounting Department will be the primary contact departments.

Project: Management Requests
Scope: Assist Agency Management with requests for analysis, evaluations and verification of

information, assist with the interpretation of policies and procedures, and/or provide review and feedback on
new policies or procedures. These services are provided according to the IA Charter, the Annual Audit Plan,
and best practices. The management request projects are short-term projects, typically lasting no more than
60-75 hours each where IA determines it has the necessary staff, skills and resources to provide the
requested assistance without having to delay/defer scheduled audits and priority projects. The scope of each
review is agreed upon between the department manager requesting the evaluation, review, analysis or
assistance, the Manager of IA and when deemed appropriate by Executive Management.

During this quarter, 1A was working on the following “Management Requests”:
e Continued to assist with policy language interpretation and review of Agency policies.
e Participated in Safety Committee and IT Security Committee
e Two staff members participated in the Career Management Program, one as a group leader and one
as a participant

Project: Special Projects

Scope:
Perform special reviews and projects including analyzing transactions, evaluating documents and policies,

verifying information, assisting with interpretation of Agency Policies or other required procedures, and
providing recommendations and feedback on results of the analysis, engaging necessary assistance if and/or
when necessary, reporting to the General Manager and the Audit Committee. These services are provided
according to the IA and Audit Committee Charters, the Annual Audit Plan, and/or best practices.

Special Projects can be short or long-term projects, typically requiring more than 80 hours of staff time and
requiring setting aside or delaying work on scheduled audit projects. The scope of the review is not generally
known, and the work must be handled with the highest degree of confidentiality and care, as with all audit
projects. Special Projects are usually considered highly confidential.
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Special Project: Board Travel and Conference Expenses

Scope:

IA performed this review in response to a March 2019 Board of Directors’ request for a review of Director’s
Travel and Conference Expenses and related guidelines and policies as well as to gather comparable
information about "best practices” at other public agencies.

Status: Complete ,
The review included reviewing and summarizing Board spending for all Board travel and conferences for the
five-year period from 2014 through 2018. IA also conducted a survey of other comparable Agencies and
received 11 responses. IA developed suggestions for the Board to consider.

Internal Audit Department Staffing

The Internal Audit Department is staffed as follows:
¢ 1 Full-time Manager of Internal Audit
e 2 Full-time Senior Internal Auditors

Internal Audit Staff Professional Development Activities:

As required by the International Standards for the Professional Practice of Internal Auditing, and the I1A
Charter, auditors should continue to enhance their knowledge, skills, and other competencies through
continuing professional development. During the past quarter, IA staff has continued to stay abreast of
industry developments through attending seminars, review of industry periodicals and participation in free II1A
sponsored, on-line webinars. One staff member attended the annual accounting and auditing update
presented by Lance, Soll, Lunghard LLP, the Agency’s external auditors. Additionally, the Manager of 1A
attended the 2019 Government Finance Officers Association (GFOA) Annual Conference, a multi-day training
seminar that had several recognized key note speakers and training sessions that covered a wide range of
topics, including: Accounting & Auditing, Strategic Planning and Budgeting, P-Cards, Cybersecurity, etc.

The Internal Audit Manager is a member of the governing board of the Inland Empire Chapter of the Institute
of Internal Auditors (lIA). The governing board sets direction for the chapter. One Senior Internal Auditor will
be serving as an officer of the same Chapter beginning in July.

Two IA members are preparing for the 3-part Certified Internal Auditor (CIA) examination and certification.
The CIA is the only globally-recognized certification for internal audit professionals and is the highest
certification that can be attained by an internal auditor.

In December 2018, One Senior Internal Auditor passed the third part of the Certified Internal Auditor (CIA)
examination and has been awarded the CIA certification.

The Manager of IA has a Master's degree in Public Administration. The Manager of IA and One Senior
Auditor are Certified Government Audit Professionals (CGAP®). The CGAP® certification program is designed
for auditors working in the public sector and demonstrates government knowledge and expertise. One Senior
Auditor is a Certified Public Accountant (CPA) and Certified Internal Auditor (CIA).
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